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PREFACE

he objective of this study guide is to prepare you for the Network+ certification exam

by familiarizing you with the technology or body of knowledge tested on the exam.

Because the primary focus of the book is to help you pass the test, we don’t always
cover every aspect of the related technology. Some aspects of the technology are only covered to
the extent necessary to help you understand what you need to know to pass the exam, but we
hope this book will serve you as a valuable professional resource after your exam.

In This Book

This book is organized in such a way as to serve as an in-depth review for the
Network+ certification exam for both experienced network professionals and
newcomers to the world of network technologies. Each chapter covers a major
aspect of the exam, with an emphasis on the “why” as well as the “how to” of
working with and supporting networking environments.

On the CD

For more information on the CD-ROM, please see the Appendix, “About the CD,”
at the back of the book.

Exam Readiness Checklist

At the end of the Introduction you will find an Exam Readiness Checklist. This table
has been constructed to allow you to cross-reference the official exam objectives

with the objectives as they are presented and covered in this book. The checklist

also allows you to gauge your level of expertise on each objective at the outset of
your studies. This should allow you to check your progress and make sure you spend
the time you need on more difficult or unfamiliar sections. References have been
provided for the objective exactly as the vendor presents it, the section of the study
guide that covers that objective, and a chapter and page reference.
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In Every Chapter

Al

_QS.
CertCam I~-1

Al

[

on the

Qob

Q&A

We’ve created a set of chapter components that call your attention to important
items, reinforce important points, and provide helpful exam-taking hints. Take a
look at what you'll find in every chapter:

Every chapter begins with Certification Objectives—what you need to know
in order to pass the section on the exam dealing with the chapter topic.

The Objective headings identify the objectives within the chapter, so you'll
always know an objective when you see it!

Exam Watch notes call attention to information about, and potential pitfalls
in, the exam. These helpful hints are written by authors who have taken the
exams and received their certification—who better to tell you what to worry
about? They know what you’re about to go through!

Step-by-Step Exercises are interspersed throughout the chapters and
included on the CD-ROM in LabBook.pdf. These are designed as hands-on
exercises that give you a feel for the real-world experience you need to pass
the exam. They help you master skills that are likely to be an area of focus
on the exam. Don’t just read through the exercises; learning by doing is an
effective way to increase your competence.

On the Job notes describe the issues that come up most often in real-world

settings. They provide a valuable perspective on certification- and product-
related topics. They point out common mistakes, and address questions that
have arisen from on-the-job discussions and experience.

Inside the Exam sidebars highlight some of the most common and confusing
problems that students encounter when taking a live exam. Designed to
anticipate what the exam will emphasize, they help ensure you know what you
need to know to pass the exam. You can get a leg up on how to respond to those
difficult-to-understand questions by paying extra attention to these sidebars.

The Certification Summary is a succinct review of the chapter and a
restatement of salient points regarding the exam.

The Two-Minute Drill at the end of every chapter is a checklist of the main
points of the chapter. It can be used for last-minute review.

The Self Test offers questions similar to those found on the certification
exams. The answers to these questions, as well as explanations of the
answers, can be found at the end of each chapter. By taking the Self Test
after completing each chapter, you'll reinforce what you’ve learned from that
chapter, while becoming familiar with the structure of the exam questions.
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Some Pointers

Once you've finished reading this book, set aside some time to do a thorough review.
You might want to return to the book several times and make use of all the methods
it offers for reviewing the material:

I. Re-read all the Two-Minute Drills, or have someone quiz you. You can also
use the drills as a way to do a quick cram before the exam. You might want
to make some flash cards out of 3 x 5 index cards that have the Two-Minute
Drill material on them.

2. Re-read all the Exam Watch notes and Inside the Exam elements. Remember
that these notes are written by authors who have taken the exam and
passed. They know what you should expect—and what you should be on
the lookout for.

3. Re-take the Self Tests. Taking the tests right after you’ve read the chapter is
a good idea, because the questions help reinforce what you’ve just learned.
However, it’s an even better idea to go back later and do all the questions in
the book in one sitting. Pretend that you’re taking the live exam. When you
go through the questions the first time, you should mark your answers on a
separate piece of paper. That way, you can run through the questions as many
times as you need to until you feel comfortable with the material.

4. Complete the Exercises. Did you do the exercises when you read through each
chapter? If not, do them! These exercises are designed to cover exam topics,
and there’s no better way to get to know this material than by practicing. Be
sure you understand why you are performing each step in each exercise. If
there is something you are not clear on, re-read that section in the chapter.



INTRODUCTION

f you are new to certifications, we have some good news and some bad news.The good news

is that a computer industry certification is one of the most valuable credentials you can earn.

It sets you apart from the crowd and marks you as a valuable asset to your employer. You will
gain the respect of your peers, and certification can have a wonderful effect on your income.

The bad news is that certification tests are not easy. You may think you will read
through some study material, memorize a few facts, and pass the examinations. After
all, these certification exams are just computer-based, multiple-choice tests, so they
must be easy. If you believe this, you are wrong. Unlike many “multiple-guess” tests
you have been exposed to in school, the questions on certification examinations go
beyond simple factual knowledge.

The purpose of this introduction is to teach you how to take a computer
certification examination. To be successful, you need to know something about the
purpose and structure of these tests. We will also look at the latest innovations in
computerized testing. Using simulations and adaptive testing, the computer industry
is enhancing both the validity and security of the certification process. These factors
have some important effects on how you should prepare for an exam, as well as your
approach to each question during the test.

We will begin by looking at the purpose, focus, and structure of certification tests,
and we will examine the effect these factors have on the kinds of questions you
will face on your certification exams. We will define the structure of examination
questions and investigate some common formats. Next, we will present a strategy for
answering these questions. Finally, we will give some specific guidelines on what you
should do on the day of your test.

The Value of Certification

The CompTIA Network+ certification program, like the certification programs
from Microsoft, Lotus, Novell, Oracle, and other software vendors, is maintained for
the ultimate purpose of increasing the corporation’s profits through the creation of
skilled workers. A successful certification program accomplishes this goal by helping
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to create a pool of certification questions that not only test the knowledge of the
candidate but also test that candidate’s skills.

Vendor certification has become increasingly popular over the years because it helps
employers find qualified workers, and it helps software vendors such as Microsoft sell
products. Many employers are looking for professionals who hold IT certifications, and
a number of individuals without the required certification are overlooked.

A marked characteristic of the computer certification program is an emphasis on
performing specific job tasks rather than merely gathering knowledge. It may come
as a shock, but most potential employers do not care how much you know about the
theory of operating systems, networking, or database design. As one IT manager put
it, “I don’t really care what my employees know about the theory of our network.
We don’t need someone to sit at a desk and think about it. We need people who can
actually do something to make it work better.”

CompTIA’s Network+ certification program will test you on current network
implementations in wide use today, including network-related hardware and software.
The job task orientation of certification is almost as obvious, but testing real-world job
skills using a computer-based test is not easy. In Network+, CompTIA have created a
great certification exam that ensures a candidate knows the basics of networking.

Test Structure and Specifications

The 2009 version of the Network+ Certification exam is exam number N10-004 and
is titled the CompTIA Network+ (2009 Edition) Exam. You can book your exam
online at www.2test.com. The Network+ exam cost is approximately $240 U.S., but
the price may be different in your country. The exam is approximately 85 questions,
and you have 90 minutes to complete the exam.

The topics that you are tested on are divided into domains. The following table lists
the different domains and what percentage of the questions are based on each domain.

Domain % of Examination

1.0 Network Technologies 20%
2.0 Network Media and Topologies 20%
3.0 Network Devices 17%
4.0 Network Management 20%
5.0 Network Tools 12%
6.0 Network Security 11%
Total 100%
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The Network+ exam is known as a form test, and this is the type of test that
we are most familiar with. A form test is made up of a number of multiple-choice
questions, and you can go back to previous questions at any point. For the CompTIA
certification, a form consists of 85 questions and allows for 90 minutes to complete.

The CompTIA Network+ exam is a form-based test where each correct answer
gives you the same amount of points. The score is on a scale from 100 to 900,
and a score of 554 must be obtained in order to pass. An interesting and useful
characteristic of a form test is that you can mark a question you have doubts about as
you take the test. Assuming you have time left when you finish all the questions, you
can return and spend more time on the questions you have marked as doubtful.

CompTIA, like Microsoft, may soon implement adaptive testing for the Network+
exam. To develop this interactive technique, a form test is first created and
administered to several thousand certification candidates. The statistics generated
are used to assign a weight, or difficulty level, for each question. For example, the
questions in a form might be divided into levels one through five, with level-one
questions being the easiest and level-five the hardest.

When an adaptive test begins, the candidate is first given a level-three question.
If he answers it correctly, he is given a question from the next higher level; if he
answers it incorrectly, he is given a question from the next lower level. When 15-20
questions have been answered in this manner, the scoring algorithm is able to
predict, with a high degree of statistical certainty, whether the candidate would pass
or fail if all the questions in the form were answered. When the required degree of
certainty is attained, the test ends and the candidate receives a pass/fail grade.

Adaptive testing has some definite advantages for everyone involved in the
certification process. Adaptive tests enable the test center to deliver more tests
with the same resources, because certification candidates often are in and out in
30 minutes or less. For CompTIA, adaptive testing means that fewer test questions
are exposed to each candidate, which enhances the security, and therefore the
validity, of certification tests.

One possible problem you may have with adaptive testing is that you are not
allowed to mark and revisit questions. Because the adaptive algorithm is interactive,
and all questions but the first are selected on the basis of your response to the
previous question, it is not possible to skip a particular question or change an answer.

Question Types

Computerized test questions can be presented in a number of ways. Some of the
possible formats for questions are listed here, and you may find any of the following
types of questions on your Network+ certification exam.
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True/False

We are all familiar with True/False questions, but because of the inherent 50 percent
chance of choosing the correct answer, you will most likely not see true/false
questions on your Network+ certification exam.

Multiple Choice

The majority of Network+ certification questions are in the multiple-choice format,
with either a single correct answer or multiple correct answers that need to be
selected. One interesting variation on multiple-choice questions with multiple
correct answers is whether or not the candidate is told how many answers are
correct—you might be told to select all that apply.

Graphical Questions

One or more graphical elements are sometimes used as exhibits to help present or
clarify an exam question. These elements may take the form of a network diagram
or pictures of networking components on which you are being tested. It is often
easier to present the concepts required for a complex performance-based scenario
with a graphic than it is with words. Expect to see some graphical questions on your
Network+ exam.

Test questions known as hotspots actually incorporate graphics as part of the
answer. These questions ask the certification candidate to click a location or
graphical element to answer the question. As an example, you might be shown the
diagram of a network and asked to click an appropriate location for a router. The
answer is correct if the candidate clicks within the hotspot that defines the correct
location. The Network+ exam has a few of these graphical hotspot questions, and
most are asking you to identify network types, such as a bus or star network. As with
the graphical questions, expect only a couple of hotspot questions during your exam.

Free Response Questions

Another kind of question you sometimes see on certification examinations requires
a free response or type-in answer. This type of question might present a TCP/IP
network scenario and ask the candidate to calculate and enter the correct subnet
mask in dotted decimal notation. However, the CompTIA Network+ exam most
likely will not contain any free response questions.
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Knowledge-Based and Performance-Based Questions

CompTIA Certification develops a blueprint for each certification examination
with input from subject matter experts. This blueprint defines the content areas and
objectives for each test, and each test question is created to test a specific objective.
The basic information from the examination blueprint can be found on CompTIA’s
Web site at http://certification.comptia.org/network/default.aspx.

Psychometricians (psychologists who specialize in designing and analyzing tests)
categorize test questions as knowledge-based or performance-based. As the names
imply, knowledge-based questions are designed to test knowledge, and performance-
based questions are designed to test performance.

Some objectives demand a knowledge-based question. For example, objectives
that use verbs such as list and identify tend to test only what you know, not what
you can do. For example:

Objective: Explain the following Transport Layer concepts.

Knowledge-based question: Which two protocols are connectionless-oriented network
protocols? (Choose two.)

A. FTP

B. TCP
C. TFTP
D. UDP

C and D are correct.

The Network+ exam consists of mostly knowledge-based multiple-choice
questions that can be answered fairly quickly if you know your stuff. These questions
are very straightforward, lacking a complex situation to confuse you.

Other objectives use action verbs such as install, configure, and troubleshoot
to define job tasks. These objectives can often be tested with either a knowledge-
based question or a performance-based question. CompTIA are focusing their exam
questions to performance-based questions where you will need to know how to
perform a task instead of just the theory behind it. For example:

Performance-based question: You want to ensure you have a reliable tape backup
scheme that is not susceptible to fire and water hazards. You are backing up three
Windows servers and would like to completely back up the entire systems. Which of
the following is the most reliable backup method?
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A. Configure the backup program to back up the user files and operating system
files; complete a test restore of the backup; and store the backup tapes offsite in a
fireproof vault.

B. Configure the backup program to back up the entire hard drive of each server
and store the backup tapes offsite in a fireproof vault.

C. Copy the user files to another server; configure the backup program to back up
the operating system files; and store the backup tapes offsite in a fireproof vault.

D. Configure the backup program to back up the user files and operating system files
and store the backup tapes offsite in fireproof vault.

A is correct.

Even in this simple example, the superiority of the performance-based question
is obvious. Whereas the knowledge-based question asks for a single fact, the
performance-based question presents a real-life situation and requires that you make
a decision based on this scenario. Thus, performance-based questions give more bang
(validity) for the test author’s buck (individual question).

Testing Job Performance

We have said that CompTIA certification focuses on timeliness and the ability
to perform job tasks. We have also introduced the concept of performance-based
questions, but even performance-based multiple-choice questions do not really
measure performance. Another strategy is needed to test job skills.

Given unlimited resources, it is not difficult to test job skills. In an ideal
world, CompTIA would fly Network+ candidates to a test facility; place them in
a controlled environment with a team of experts; and ask them to plan, install,
maintain, and troubleshoot a network. In a few days at most, the experts could
reach a valid decision as to whether each candidate should or should not be granted
Network+ status. Needless to say, this is not likely to happen.

Closer to reality, another way to test performance is to use the actual software
and create a testing program to present tasks and automatically grade a candidate’s
performance when the tasks are completed. This cooperative approach would be
practical in some testing situations, but the same test that is presented to Network+
candidates in Boston must also be available in Bahrain and Botswana. Many testing
locations around the world cannot run 32-bit applications, much less provide the
complex networked solutions required by cooperative testing applications.

The most workable solution for measuring performance in today’s testing
environment is a simulation program. When the program is launched during a test, the
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candidate sees a simulation of the actual software that looks and behaves just like the
real thing. When the testing software presents a task, the simulation program is launched
and the candidate performs the required task. The testing software then grades the
candidate’s performance on the required task and moves to the next question.
Simulation questions provide many advantages over other testing methodologies,
and simulations are expected to become increasingly important in the computer
certification programs. For example, studies have shown that there is a very high
correlation between the ability to perform simulated tasks on a computer-based
test and the ability to perform the actual job tasks. Thus, simulations enhance the
validity of the certification process.
Another truly wonderful benefit of simulations is in the area of test security.
It is just not possible to cheat on a simulation question. In fact, you will be told
exactly what tasks you are expected to perform on the test. How can a certification
candidate cheat? By learning to perform the tasks? What a concept!

Study Strategies

There are a number of different ways to study for the different types of questions

you will see on a CompTIA Network+ certification examination. The following
section outlines some of the methods you can use to prepare for the different types of
questions.

Knowledge-Based Questions

Knowledge-based questions require that you memorize facts. There are hundreds of
facts inherent in every content area of every Network+ certification examination.
There are several tricks to memorizing facts:

B Repetition The more times your brain is exposed to a fact, the more likely
you are to remember it. Flash cards are a wonderful tool for repetition. Either
make your own flash cards on paper or download a flash card program and
develop your own questions.

B Association Connecting facts within a logical framework makes them
easier to remember. Try using mnemonics, such as “All People Seem To Need
Data Processing” to remember the seven layers of the OSI model in order.

B Motor Association It is often easier to remember something if you write
it down or perform some other physical act, such as clicking a practice test
answer. You will find that hands-on experience with the product or concept
being tested is a great way to develop motor association.
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We have said that the emphasis of CompTIA certification is job performance,
and that there are very few knowledge-based questions on CompTIA certification
exams. Why should you waste a lot of time learning filenames, [P address formulas,
and other minutiae? Read on.

Performance-Based Questions

Most of the questions you will face on a CompTIA certification exam are
performance-based scenario questions. We have discussed the superiority of these
questions over simple knowledge-based questions, but you should remember that
the job task orientation of CompTIA certification extends the knowledge you

need to pass the exams; it does not replace this knowledge. Therefore, the first step
in preparing for scenario questions is to absorb as many facts relating to the exam
content areas as you can. In other words, go back to the previous section and follow
the steps to prepare for an exam composed of knowledge-based questions.

The second step is to familiarize yourself with the format of the questions you are
likely to see on the exam. You can do this by answering the questions in this study
guide, or by using practice tests. The day of your test is not the time to be surprised
by the complicated construction of some exam questions.

For example, one of CompTIA Certification’s favorite formats of late takes the
following form found on Microsoft exams:

Scenario: You have a network with...

Primary Objective: You want to...

Secondary Objective: You also want to...
Proposed Solution: Do this. ..

What does the proposed solution accomplish?

A. It achieves the primary and the secondary objective.
B. It achieves the primary but not the secondary objective.
C. It achieves the secondary but not the primary objective.
D. It achieves neither the primary nor the secondary objective.
This kind of question, with some variation, is seen on many Microsoft Certification
examinations and may be present on your Network+ certification exam.
At best, these performance-based scenario questions really do test certification

candidates at a higher cognitive level than knowledge-based questions do. At worst,
these questions can test your reading comprehension and test-taking ability rather
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than your ability to administer networks. Be sure to get in the habit of reading the
question carefully to determine what is being asked.

The third step in preparing for CompTIA scenario questions is to adopt the
following attitude: Multiple-choice questions aren’t really performance-based. It is
all a cruel lie. These scenario questions are just knowledge-based questions with a
little story wrapped around them.

To answer a scenario question, you have to sift through the story to the
underlying facts of the situation and apply your knowledge to determine the correct
answer. This may sound silly at first, but the process we go through in solving real-
life problems is quite similar. The key concept is that every scenario question (and
every real-life problem) has a fact at its center, and if we can identify that fact, we
can answer the question.

Exam Readiness Checklist
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1.0 Network Technologies

1.1 Explain the function of common  TCP Protocol Suite 4 170
networking protocols

1.2 Identify commonly-used TCP TCP/IP Addressing 4 182
and UDP default ports

1.3 Identify address formats TCP/IP Fundamentals 4 180

1.4 Given a scenario, evaluate TCP/IP Addressing 4 182

the proper use of addressing
technologies and addressing
schemes

1.5 Identify common IPv4 and IPv6 ~ Dynamic Routing Protocols 5 256
routing protocols

1.6 Explain the purpose and Understanding Routing 5 246
properties of routing

1.7 Compare the characteristics Wireless Basics 7 352
of wireless communication
standards

2.0 Network Media and Topologies

2.1 Categorize standard cable types ~ Network Media and Connectors 1 20
and their properties

2.2 Identify common connector Network Media and Connectors 1 20
types
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network topologies
2.4 Given a scenario, differentiate Network Media and Connectors 1 20
and implement appropriate
wiring standards
2.5 Categorize WAN technology Wide Area Network Technologies 9 437
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2.6 Categorize LAN technology Network Architectures 1 39
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2.7 Explain common logical Identifying Characteristics of a Network 1 2
network topologies and their Bridges and Switches 3 137
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Other Networking Devices 149
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Gateways and Security Devices 147
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Checking Physical and Logical Indicators 13 699
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a switch
3.4 Implement a basic wireless Implementing a Wireless Network 7 364
network
4.0 Network Management
4.1 Explain the function of each The OSI Model 2 79
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4.2 Tdentify types of configuration Network Documentation 11 578
management documentation
4.3 Given a scenario, evaluate the Network Documentation 11 578

network based on configuration
management documentation
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2 Chapter I: Basic Network Concepts

nowing how computers communicate in a network environment is essential to passing

the Network+ certification exam and to being a good network professional who can

troubleshoot networking issues. This chapter introduces you to the basics of what
makes a network tick, and covers basic topics and terminology that will set the foundation for the
rest of your studies.

We will look at the various topologies, network operating systems, and common
terminology used in day-to-day discussions between IT professionals. In this chapter,
you will learn the purpose of a network, the different types of networks, network
topologies, cables, and connectors, and you will learn about network architectures.
You will finish the chapter by learning about some of the most popular network
operating systems.

CERTIFICATION OBJECTIVE 1.01

Identifying Characteristics of a Network

More and more people are building home and small office networks now as a result
of the low cost of networking devices such as hubs and home routers. As a Network+
Certified Professional, you will need to ensure that you can support these small,
medium, and large networks, so you will start by learning some basic terms.

A network is a group of systems that are connected to allow sharing of resources—
such as files or printers—or sharing of services—such as an Internet connection.
There are two aspects of setting up a network: the hardware used to connect the
systems together and the software installed on the computers to allow them to
communicate. This chapter is designed to give you an understanding of the hardware
used to build a network, and later chapters discuss the software needed. The network
hardware is made up of two basic components: the entities that want to share the
information or resources, such as servers and workstations, and the medium that
enables the entities to communicate, which is a cable or a wireless medium.

Servers,Workstations, and Hosts

A typical network involves having users sit at workstations, running such
applications as word processors or spreadsheet programs. The workstation also is



Identifying Characteristics of a Network 3

known as a client, which is just a basic computer running a client operating system
such as Windows XP or Linux. These users typically store their files on a central
server so that they can share the files with other users on the network. The server
is a special computer that contains more disk space and memory than are found

on client workstations. The server has special software installed that allows it to
function as a server. This special software can provide file and print services (to
allow sharing of files and printers), provide web pages to clients, or provide e-mail
functionality to the company.

The term host refers to any computer or device that is connected to a network
and sends or receives information on that network. A host can be a server, a
workstation, a printer with its own network card, or a device such as a router. We
can summarize by saying that any system or device that is connected to the network
is known as a host.

WANs, LANs, and MANs

Some other terms that you will hear often are LAN, WAN, and MAN. A local area
network (LAN) typically is confined to a single building, such as an office building,
your home network, or a college campus. A wide area network (WAN) spans multiple
geographic locations and is typically made up of multiple LANs. For example, |
have a company with an office in Halifax, Nova Scotia (that’s a city in Canada next
door to the penguins) that has 100 computers all connected together. This would be
considered a LAN. Now if we expand the company and create an office in Toronto,
the network in Toronto also would be considered a LAN. If we want to allow the
two offices to share information with one another, we would connect the two LANs
together, creating a WAN.

The term metropolitan area network (MAN) is not used often anymore; it
refers to a network that exists within a single city or metropolitan area. If we had
two different buildings within a city that were connected together, it would be

considered a MAN.

Types of Networks

Organizations of different sizes, structures, and budgets need different types of
networks. A local newspaper company has needs for its network that would be
different from the needs of a multinational company. Networks can be divided
into one of two categories: peer-to-peer or server-based networks.
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Peer-to-Peer Network

A peer-to-peer network has no dedicated servers; instead, a number of workstations
are connected together for the purpose of sharing information or devices. When
there is no dedicated server, all workstations are considered equal; any one of them
can participate as the client or the server. Peer-to-peer networks are designed

to satisfy the networking needs of home networks or of small companies that do
not want to spend a lot of money on a dedicated server but still want to have the
capability to share information or devices. For example, a small accounting firm with
three employees that needs to access customer data from any of the three systems
or print to one printer from any of the three systems may not want to spend a lot of
money on a dedicated server. A small peer-to-peer network will allow these three
computers to share the printer and the customer information with one another (see
Figure 1-1). The extra cost of a server was not incurred because the existing client
systems were networked together to create the peer-to-peer network.

The Microsoft term for a peer-to-peer network is a workgroup. Be aware that
peer-to-peer networks typically consist of fewer than 10 systems.

Most of the modern operating systems such as Windows XP and Windows Vista
already have built-in peer-to-peer networking capabilities, which is why building a
peer-to-peer network would be a “cheap” network solution. The disadvantage of a
peer-to-peer network is the lack of centralized administration—with peer-to-peer
networks, you need to build user accounts and configure security on each system.

Workstation B Workstation C
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It is important to note that peer-to-peer networks are designed for fewer than
10 systems, and with Microsoft client operating systems such as Windows XP
Professional, only 10 concurrent network connections to those clients are allowed.
This means that if you have 15 or 20 employees, you eventually will need to
implement a server-based network.

Server-Based Networks

A big disadvantage of peer-to-peer networking is that you can’t do your day-to-
day administration in a single place. With peer-to-peer networking, user accounts
typically are created on all the systems, and data files are stored throughout all the
systems. This leads to a more complicated environment and makes your job harder
as a network administrator. Usually after four or five systems have been networked,
the need for a dedicated server to store all of the user accounts and data files
becomes apparent—this is a server-based network (see Figure 1-2).

The advantage of a server-based network is that the data files that will be used
by all of the users are stored on the one server. This will help you by giving you a
central point to set up permissions on the data files, and it will give you a central
point from which to back up all of the data in case data loss should occur. With a
server-based network, the network server stores a list of users who may use network
resources and usually holds the resources as well.

Laser printer

Network server

Workstation B



@ Chapter I: Basic Network Concepts

The server in a server-based network may provide a number of different services.
The services it will offer to the network usually are decided by the server’s role.
There are a number of different roles that a server could play on a network:

B File and print servers
B Application servers
B Web servers

B Directory servers

File and print servers control and share printers and files among clients on the
network. File and print servers were the original reason to have a network; a large
number of users needed access to the same files, so the files were placed on a server,
and all clients were connected to the server when they needed to work with the
files. File servers often have the following characteristics:

B Large amounts of memory

Fast hard disks

Multiple CPUs

Fast I/O buses
High-capacity tape drives
Fast network adapters

Redundant power supplies

Hot-swappable hard disks and power supplies

File and print servers also check the access control list (ACL) of each resource
before allowing a user to access a file or use a printer. If the user or a group to which
the user belongs is not listed in the ACL, the user is not allowed to use the resource,
and an “access denied” message appears on the user’s screen.

Application servers are servers that run some form of special program on the server.
A good example of an application server is a server that runs the company’s e-mail
server. The e-mail server software is special software that can be run on a server
operating system. Another example of software that would run on an application
server is a database server product such as Microsoft SQL Server. A database server
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is a server that holds the company’s core business data and typically gives this data to
custom applications that run on the workstations. These are some applications that
you might find on an application server:

Microsoft SQL Server
Oracle

Microsoft Exchange Server

|
[ |
[ |
B [BM Lotus Domino

Web servers are servers that run the Hypertext Transfer Protocol (HTTP) and
are designed to publish information on the Internet or the corporate intranet. Web
servers are popular in today’s businesses because they host web applications (web
sites) for the organization. These web applications could be designed for internal use,
or they could be used to publish information to the rest of the world on the Internet.
Examples of web server software are Microsoft’s Internet Information Services that
runs on Windows or Apache web server software that runs on UNIX/Linux, Novell
NetWare, and Windows.

Directory servers hold a list of the user accounts that are allowed to log on to the
network. This list of user accounts is stored in a database (known as the directory
database) and can store information about these user accounts such as address,
city, phone number, and fax number. A directory service is designed to be a central
database that can be used to store everything about such objects as users and
printers.

In a server-based network environment, the centralized administration comes
from the fact that the directory server stores all user accounts in its directory
database. When a user sits at a client machine to log on to the network, the logon
request is sent to this directory server. If the username and password exist in the
directory database, the client is allowed to access network resources.

It is important to note that a server can have numerous roles at the same time.

A server can be a file and print server, as well as an application server, or it can be
a file, print, and directory server all at the same time. Because a single server can
perform multiple roles, a company will not need to purchase an additional server
every time a new product (or feature) is implemented on the network, and this fact
reduces the cost of a server-based network.
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Internet, Intranet, and Extranet

Internet, intranet, and extranet are three terms that describe “Internet-type”
applications that are used by an organization, but how do you know if a web
application is part of your intranet or part of the Internet?

B Internet If you wish to expose information to everyone in the world, then
you would build an Internet-type application. An Internet-type application
uses Internet protocols such as HTTPE, FTP, or SMTP and is available to
persons anywhere on the Internet. We use the Internet and web applications
as ways to extend who the application can reach. For example, I no longer
need to go to the bank to transfer funds. Because the bank has built a web site
on the Internet, I can do that from the comfort of my own home.

B Intranet An application is considered to be on the company’s intranet if it
is using Internet-type protocols such as HTTP or FTP but the application is
available only within the company. The information on a company’s intranet
would not be accessible to persons on the Internet because it is not for public
use. For example, a few years ago I was sitting with my banking officer going
over my account and noticed that the bank had moved all of its customer
account information to a web site and that the banking officer was using a
web browser to retrieve my account details. Although the application was
being used by a web browser, it was still an “internal” application meant only
for banking officers.

B Extranet From time to time, an application that has been built for the
company’s intranet and used by internal employees will need to be extended
to select business partners or customers. If you extend your intranet out
to select business partners or customers, you have created an extranet. An
extranet cannot be used by anyone else external to the company except for
those selected individuals. Figure 1-3 displays the basic configurations of
Internet, intranet, and extranet.

This section has introduced you to some terms such as peer-to-peer versus
server-based networking, Internet, intranet, and extranet; now let’s look at how the
network is laid out with the different network topologies!



Identifying Network Topologies @

m Visualizing the difference between Internet, intranet, and extranet
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CERTIFICATION OBJECTIVE 1.02

Identifying Network Topologies

Computer

Server

This section will introduce you to a number of different network topologies, but

this topic is a lead-in to a bigger topic introduced later in the chapter: network
architecture. A network architecture is made up of a topology, a cable type, and an
access method. Before we can discuss network architectures, we need to specify what
the different types of topologies, cables, and access methods are.



] O Chapter I: Basic Network Concepts

A network topology is the physical layout of computers, cables, and other
components on a network. There are a number of different network topologies, and
a network may be built using multiple topologies. The different types of network
layouts are

B Bus topology
Star topology
Mesh topology
Ring topology
Hybrid topology

Wireless topology

Bus Topologies

With a bus
topology, all
system, are
connected to one
linear cable.

A bus topology uses one cable as a main trunk to connect all of the systems together
(shown in Figure 1-4). A bus topology is very easy to set up and requires no additional
hardware such as a hub. The cable is also called a trunk, a backbone, or a segment.
With a bus topology, when a computer sends out a signal, the signal travels the
cable length in both directions from the sending computer. When the signal reaches
the end of the cable length, it bounces back and returns in the direction it came
from. This is known as signal bounce. Signal bounce is a problem, because if another
signal is sent on the cable length at the same time, the two signals will collide and
be destroyed and then must be retransmitted. For this reason, at each end of the
cable there is a terminator. The terminator is designed to absorb the signal when
the signal reaches the end, preventing signal bounce. If there is no termination, the
entire network fails because of signal bounce, which also means that if there is ever
a break in the cable, you will have unterminated ends and the entire network will go
down, as shown in Figure 1-5.




A break in the
cable with the
bus topology
causes the entire
network to fail.

Jatch

there is a break in the cable, the entire
network will go down.
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A bus is a passive topology, which means that
the workstations on the bus are not responsible
for regenerating the signal as it passes by them.
Since the workstations do not play an active
role, the workstations are not a requirement
of a functioning bus, which means that if a
workstation fails, the bus does not fail. But if
there is an unterminated end in the bus, the

With a bus topology, if

entire network will fail.

Advantages of a Bus Topology

One advantage of a bus topology is cost. A bus topology uses less cable than a star
topology or a mesh topology, and you do not need to purchase any additional devices
such as hubs. Another advantage of a bus topology is the ease of installation. With a
bus topology, you simply connect the workstation to the cable segment or backbone.
You need only the amount of cable to connect the workstation to the backbone.
The most economical choice for a network topology is a bus topology, because it is
easy to work with and a minimal amount of additional devices are required. Most
importantly, if a computer fails, the network stays functional.

Disadvantages of a Bus Topology

The main disadvantage of a bus topology is the difficulty of troubleshooting it.
When the network goes down, it is usually due to a break in the cable segment.
With a large network, this problem can be tough to isolate.
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Scalability is an important consideration in the dynamic world of networking.
Being able to make changes easily within the size and layout of your network can be
important in future productivity or downtime. The bus topology is not very scalable.
Star Topologies

Datch

dffected.

if there is a break in the cable, only
the system connected to that cable is

In a star topology, all computers are connected through one central device known

as a hub or a switch, as illustrated in Figure 1-6. Each workstation has a cable that
goes from the network card to the hub device. One of the major benefits of a star
topology is that a break in the cable causes only the workstation that is connected to
the cable to go down, not the entire network, as with a bus topology. Star topologies
are very popular topologies in today’s networking environments.

Advantages of a Star Topology

One advantage of a star topology is scalability and ease of adding another system

to the network. If you need to add another workstation to the network with a star

topology, you simply connect that system to an unused port on the hub. Another

benefit is the fact that if there is a break in the cable it affects only the system that is
connected to that cable. Figure 1-7 shows a hub

with a few ports available.
e)ycam Centralizing network components can make

an administrator’s life much easier in the long
run. Centralized management and monitoring of
network traffic can be vital to network success.
With a star configuration, it is also easy to add
or change configurations because all of the

With a star topology,

Computers
connected in a
star topology are
all connected to
a central hub or
switch.

connections come to a central point.
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FIGURE |-7

A five-port hub
with four available
ports

Disadvantages of a Star Topology
On the flip side, if the hub fails in a star topology, the entire network comes down,
so we still have a central point of failure. But this is a much easier problem to
troubleshoot than trying to find a cable break with a bus topology.

Another disadvantage of a star topology is cost. To connect each workstation
to the network, you will need to ensure that there is a hub with an available port,
and you will need to ensure you have a cable to go from the workstation to the hub.
Today, the cost is increasingly less of a disadvantage because of the low prices of
devices such as hubs and switches.

Mesh Topologies

A mesh topology is not very common in computer networking today, but you must
understand the concept for the exam. In a mesh topology, every workstation has a
connection to every other component of the network, as illustrated in Figure 1-8.

Computers in a

mesh topology
are all connected
to every other
computer on the
network.
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Advantages of a Mesh Topology

The biggest advantage of a mesh topology is fault tolerance, meaning that, if there
is a break in a cable segment, traffic can be rerouted through a different pathway
because there are multiple pathways to send data from one system to another. This
fault tolerance means that it is almost impossible for the network to go down due to
a cable fault.

Disadvantages of a Mesh Topology

A disadvantage of a mesh topology is the cost of the additional cabling and network
interfaces to create the multiple pathways between each system. A mesh topology is
very hard to administer and manage because of the numerous connections.

Ring Topologies

In a ring topology, all computers are connected via a cable that loops in a ring or
circle. As shown in Figure 1-9, a ring topology is a circle that has no start and no
end. Because there are no ends, terminators are not necessary in a ring topology.
Signals travel in one direction on a ring while they are passed from one computer
to the next, with each computer regenerating the signal so that it may travel the
distance required.

A ring topology
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Advantages of a Ring Topology

A major advantage of a ring topology is that signal degeneration is low because each
workstation is responsible for regenerating or boosting the signal. With the other
topologies, as the signal travels the wire, it gets weaker and weaker as a result of outside
interference: eventually, it becomes unreadable if the destination system is too far
away. Because each workstation in a ring topology regenerates the signal, the signal is
stronger when it reaches its destination and seldom needs to be retransmitted.

Disadvantages of a Ring Topology

The biggest problem with ring topologies is that if one computer fails or the cable link
is broken, the entire network could go down. With newer technology, however, this
isn’t always the case. The concept of a ring topology today is that the ring will not be
broken when a system is disconnected; only that system is dropped from the ring.

[solating a problem can be difficult in some ring configurations. (With newer
technologies, a workstation or server will put out a beacon if it notices a break in the
ring.) Another disadvantage is that if you make a cabling change to the network or
move a workstation, the brief disconnection can interrupt or bring down the entire
network.

Hybrid Topologies

It is important to note that it is typical for networks to implement a mixture of
topologies to form a hybrid topology. For example, a very popular hybrid topology is
a star-bus topology, in which a number of star topologies are connected by a central
bus, as shown in Figure 1-10. This is a popular topology because the bus will connect
hubs that are spread over distance.

Another very popular hybrid topology is the star-ring topology. The star-ring
topology is popular because it looks like a star but acts as a ring. For example, there
is a network architecture known as Token Ring (more on this later, in the section
“Network Architectures”) that uses a central “hub” type device, but the internal
wiring makes a ring. Physically it looks like a star, but logically it acts as a ring
topology.

Wireless Topologies

A wireless topology is one in which few cables are used to connect systems.
The network is made up of transmitters that broadcast the packets using radio
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A star-bus hybrid
topology

oo

File & print
server

Intranet
web server

=
Client system

frequencies. The network contains special transmitters called cells, or wireless access
points, which extend a radio sphere in the shape of a bubble around the transmitter.
This bubble can extend to multiple rooms and possibly floors in a building. The
PCs and network devices have a special transmitter-receiver, which allows them

to receive broadcasts and transmit requested data back to the access point. The
access point is connected to the physical network by a cable, which allows it, and
any wireless clients, to communicate with systems on the wired network. A wireless
network topology is shown in Figure 1-11.

Notice in Figure 1-11 that the wireless cells, or access points, are connected to
the network by connecting into the hub or switch that has a connection to the rest
of the wired network. Also notice that the clients do not have cables connecting
them to the network. These are wireless clients, and they will get access to the
network through the wireless cell (or access point).

Another option for wireless networks is the use of a radio antenna on or near the
building, which allows one cell to cover the building and the surrounding area. This
approach is best in a campus-type arrangement, where many buildings that need to
be included in the cell are in a close geographical area. This setup does not easily
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m A wireless network topology

=

Server

Physical cable media

allow you to connect the buildings by a backbone and physical cables and then to
each building containing the required cells for all its PCs and devices.
Wireless networks also can consist of infrared communications, similar to a

remote-control TV, but this type of communication is slow and requires a direct
line of sight—as well as close proximity—for the communication to work. Infrared
mainly is used only between two systems. Infrared is not used often as a complete
networking solution and should not be considered even as an option for a whole
network; it is useful between laptops or a laptop and a printer.

Advantages of a Wireless Topology

The nice thing about wireless networks is the lack of cabling. The wireless network
requires only base backbone segments to connect the wireless cells to the wired
network if there is one. Once these are set up, the PC and network devices also need
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the special transmitter-receiver network interface cards to allow the PCs and devices
to communicate with the cell and then through the cell to the servers.

Troubleshooting failed devices and cells is very easy and makes failed components
easy to find and replace.

Disadvantages of a Wireless Topology

Disadvantages of wireless networks include a greater chance of signal interference,
blockage, and interception. Other devices and machinery that emit radio frequencies
or “noise” can cause interference and static, which can disrupt the bubble of communi-
cation around the cell. Another source of noise is lightning during storms. This noise is
the same static you hear when lightning strikes while you are speaking on a phone.

Blockage can occur in structures that are made of thick stone or metal, which
do not allow radio frequencies to pass through easily. This drawback usually can
be overcome somewhat by changing the frequency used by the devices to a higher
frequency. You can determine early if this is going to be a problem in your building
by trying to use a radio inside the building to pick up some radio stations. If the radio
will not pick them up, the building material is too thick to allow radio frequencies
to pass through the walls. This problem can be overcome by installing a cell in each
room where a PC or network device will be placed.

Another major disadvantage with wireless is

signal interception. Signal interception means
e)cam unwanted third parties could intercept wireless

Match communications without physically being on the
For the Network+ exam premises; they would simply have to be within
you need to be able to visually recognize the signal range. One of the key steps to securing
the different network topologies from a wireless communication is to limit who can
network diagram. connect to the network and to encrypt the traffic
in transit. You will learn about wireless security in

Chapter 7.

Point-to-Point and Point-to-Multipoint

There are two popular layouts for topologies: they are either point-to-point or point-
to-multipoint. A point-to-point topology—also known as host to host—is one system
connected directly to another system. In the past these systems would connect
directly through the serial ports with a null modem cable, but these days, you could
connect them using a crossover cable or a wireless connection.
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A point-to-multipoint topology uses a central device that connects all the devices
together. This topology is popular with wireless. With point-to-multipoint, when
the central device sends data, it is received by all devices connected to the central
device. But if one of the devices that are connected sends data, then it is received by
only the destination system.

Segments and Backbones

With the various topologies you’ve looked at, you have seen the words segment and
backbone mentioned a couple of times. A network segment is a cable length (or
multiple cable lengths) that is uninterrupted by network connectivity devices, such
as bridges and routers. It is typical that a single network may be broken into multiple
network segments through the use of a bridge or router to cut down on network
traffic, as shown in Figure 1-12.

In Figure 1-12, notice that there are three network segments named Segment A,
Segment B, and Segment C. Also notice that each network segment could have a
number of clients and servers all connected through a number of hubs that are then
connected to a backbone. This is just one possible solution involving network segments.

m A single network broken into multiple network segments

l ' y
Client system\ /Ilient; system

Rouier Segment C

Client system Server

Client system

Client system
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A network
backbone with
drop cables
connecting the
computers
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Drop cable

Backbone

You also saw the word backbone mentioned a few times. A backbone is the main
cable segment or trunk in the network. In a bus network, you might see a main cable
trunk that has smaller cables connecting the workstations. These smaller cables,
known as drop cables, connect the workstations to the backbone. Figure 1-13 shows
a backbone with drop cables.

Another example of a backbone is a satellite linking geographically dispersed
local area networks (LANs), making a wide area network (WAN). Such a backbone
is an example of a wireless communications network, whereas the previous examples
all used cable as the medium.

CERTIFICATION OBJECTIVE 1.03

Network Media and Connectors

Now that you have learned that networks are built using a topology of bus, star,
or ring, let’s take a look at how the systems will be connected in the topology that
you choose. Cabling is the medium for the transmission of data between hosts on
the LANs. LANs can be connected together using a variety of cable types, such as
unshielded twisted-pair, coax, or fiber. Each cable type has its own advantages and
disadvantages, which you will examine in this section.

There are three primary types of cable media that can be used to connect systems
to a network—coaxial cable, twisted-pair cable, and fiber-optic cable. Transmission
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rates that can be supported on each of these physical media are measured in millions
of bits per second, or megabits per second (Mbps).

Coaxial Cable

Coaxial, or coax, cable looks like the cable used to bring the cable TV signal to your
television. One strand (a solid-core copper wire) runs down the middle of the cable.
Around that strand is a layer of insulation, and covering that insulation is braided
wire and metal foil, which shields against electromagnetic interference. A final layer
of insulation covers the braided wire. Because of the layers of insulation, coaxial
cable is more resistant to outside interference than other cabling, such as unshielded
twisted-pair (UTP) cable. Figure 1-14 shows

a coaxial cable with the copper core and the
layers of insulation.

There are two types of coax cabling: thinnet
and thicknet. The two differ in thickness and
maximum cable distance that the signal can
travel. Let’s take a look at thinnet and thicknet:

Match
Both thinnet and thicknet

have a transfer rate of 10 Mbps.

B Thinnet This refers to RG-58 cabling, which is a flexible coaxial cable
about %-inch thick. Thinnet is used for short-distance communication
and is flexible enough to facilitate routing between workstations. Thinnet
connects directly to a workstation’s network adapter card using a British
naval connector (BNC) and uses the network adapter card’s internal
transceiver. The maximum length of thinnet is 185 meters. Figure 1-15
displays thinnet coaxial cabling and the BNC connector on the end.

B Thicknet This coaxial cable, also known as RG-8, gets its name by being
a thicker cable than thinnet. Thicknet cable is about ¥2-inch thick and can
support data transfer over longer distances than thinnet. Thicknet has a
maximum cable length of 500 meters and usually is used as a backbone to
connect several smaller thinnet-based networks. Due to the thickness of
V5 inch, this cable is harder to work with than thinnet cable. A transceiver
often is connected directly to the thicknet cable using a connector known
as a vampire tap. Connection from the transceiver to the network adapter
card is made using a drop cable to connect to the adapter unit interface
(AUI) port connector. Table 1-1 summarizes the characteristics of thicknet
and thinnet.
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A coaxial cable

Thinnet coaxial
cable with a BNC
connector

TABLE I-1

Thinnet Versus

Cable Thickness
Grade

Maximum
Distance

Transfer
Rate

Connector
Used to
Connect NIC

Thicknet to Cable Type
Thinnet RG-58 0.25in 185 m 10 Mbps BNC
Thicknet ~ RG-8 0.5 in 500 m 10 Mbps AUI
Twisted-Pair Cable

Coaxial cable is not as popular today as it was a few years ago; today the
popularity contest has been dominated by twisted-pair cabling. Twisted-pair
cabling gets its name by having four pairs of

$atch

For the exam know
that the RG-59 and RG-6 cable grades
are used with home video devices such
as TVs and VCRs. RG-59 is used for
short distances, while RG-6 is a more
expensive coax used for longer distances.

wires that are twisted to help reduce crosstalk
or interference from outside electrical devices.
(Crosstalk is interference from adjacent
wires.) Figure 1-16 shows a twisted-pair cable.
Just as there are two forms of coaxial cable,

there are two forms of twisted-pair cabling—
unshielded twisted-pair (UTP) and shielded
twisted-pair (STP).
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Unshielded
twisted-pair
(UTP) cable

Unshielded Twisted-Pair (UTP) Cable

Unshielded twisted-pair (UTP) cables are familiar to you if you have worked with
telephone cable. The typical twisted-pair cable for network use contains four pairs of
wires. Each member of the pair of wires contained in the cable is twisted around the
other. The twists in the wires help shield against electromagnetic interference. The
maximum distance of UTP is 100 meters.

UTP cable uses small plastic connectors designated as registered jack 45, or most
often referred to as R]-45. RJ-45 is similar to the phone connectors, except that
instead of four wires, as found in the home system, the network RJ-45 connector
contains eight contacts, one for each wire in a UTP cable. The bottom cable in
Figure 1-17 is an R]-45 connector.

It can be easy to confuse the RJ-45 connector with the R]-11 connector. The
RJ-11 connector is a telephone connector and is shown in Figure 1-17 (the cable
on the top). In an RJ-11 connector, there are four contacts; hence there are four
wires found in the telephone cable. With R]-45 and R]-11, you will need a special
crimping tool when creating the cables to make contact between the pins in the
connector and the wires inside the cable.

UTP cable is easier to install than coaxial because you can pull it around corners
more easily due to its flexibility and small size. Twisted-pair cable is more susceptible
to interference than coaxial, however, and should not be used in environments
containing large electrical or electronic devices.
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FIGURE I-17

An RJ-11
connector and an
RJ-45 connector
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UTP cabling has different flavors, known
as grades or categories. Each category of UTP
cabling was designed for a specific type of

Datch communication or transfer rate. Table 1-2
Be sure to know the summarizes the different UTP categories—the
different categories of UTP cabling for most popular today being CAT 5e, which
the Network+ exam. can reach transfer rates of over 1000 Mbps or

1 gigabit per second (Gbps).

Wiring Standards

It is important to understand the order of the wires within the RJ-45 connector
for both the Network+ exam and in the real world if you intend on creating (also
known as crimping) your own cables. Let’s start with some basics of comparing a
straight-through cable with a crossover cable.

Straight-Through Cables CAT 5 UTP cabling usually uses only four wires
when sending and receiving information on the network. The four wires of the eight
that are used are wires 1, 2, 3, and 6. Figure 1-18 shows the meaning of the pins on a
computer and the pins on a hub (or switch), which is what you typically will be con-
necting the computers to. When you configure the wire for the same pin at either
end of the cable, this is known as a straight-through cable.
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UTP Category Purpose Transfer Rate
Different UTP Category 1 Voice only
Category Cabling Category 2 Data 4 Mbps
Category 3 Data 10 Mbps
Category 4 Data 16 Mbps
Category 5 Data 100 Mbps
Category 5e Data 1 Gbps (1000 Mbps)
Category 6 Data 10 Gbps

Pinout diagram
for a straight-
through cable

You will notice in the figure that wires 1 and 2 are used to transmit data (TX)
from the computer, while wires 3 and 6 are used to receive information (RX) on the
computer. You will also notice that the transmit pin on the computer is connected
to the receive pin (RX) on the hub via wires 1 and 2. This is important because
we want to make sure that data that is sent from the computer is received at the
network hub. We also want to make sure that data sent from the hub is received
at the computer, so you will notice that the transmit pins (TX) on the hub are
connected to the receive pins (RX) on the computer through wires 3 and 6. This
will allow the computer to receive information from the hub.

The last thing to note about Figure 1-18 is that pin 1 on the computer is
connected to pin 1 on the hub by the same wire, thus the term straight-through. You
will notice that all pins are matched straight through to the other side in Figure 1-18.

Crossover Cables At some point, you may need to connect two computer
systems directly together without the use of a hub, from network card to network
card. To do this, you would not be able to use a straight-through cable because the
transmit pin on one computer would be connected to the transmit pin on another

Computer Hub
Wire Wire
X+ D D RX+
™>X- @ @ RX—
RX+ Q) Q) TX+
RX— & ® TX—
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cable wires |
wires 3 and 6

remember that to create a crossover
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computer, as shown in Figure 1-19. How could a computer pick up the data if it was
not sent to the receive pins? This will not work, so we will need to change the wir-
ing of the cable to what is known as a crossover cable.
In order to connect two systems directly together without the use of a hub, you
will need to create a crossover cable by switching wires 1 and 2 with wires 3 and 6 at
one end of the cable, as shown in Figure 1-20.

m You will notice that the transmit pins on
Computer A are connected to the receive pins

on Computer B, thus allowing Computer A to
send data to Computer B. The same applies for
Computer B to send to Computer A—pins A
and B on Computer B are wired to pins 3 and 6
on Computer A so that Computer A can receive

For the Network+ exam,

and 2 are switched with
on one end of the cable.

Using a straight-
through cable
to connect two
computers will
not work.

Pinout diagram of
a crossover cable

data from Computer B.

568A and 568B Standards Although only four of the wires are used to send
and receive data in most environments today, some of the newer standards use all
eight wires. Therefore, it is important to know the order of all eight wires in a UTP
cable. There are two popular wiring standards today, 568A and 568B, but because
568B is the more popular standard for CAT 5 and CAT 5e, I will discuss the wire
order for 568B. Table 1-3 shows the wire order for the 568B standard of a straight-
through cable at both ends.

Computer A Computer B
Wire Wire
™)X+ O O TX+
T™X- @ 2 TX-
RX+ 3 3 RX+
RX— ® ® RX—
Computer A Computer B
Wire Wire
TX+ ®\ /G) TX+
TX- §><><><§ TX-
RX+ <] RX+
RX— @/ \@ RX—




TABLE 1-3 Wire

The 568B Wiring
Standard for a
Straight-Through
Cable

TABLE 1-4 Wire

The 568B Wiring
Standard for a
Crossover Cable

Connector #l1
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Connector #2

1 White wire/orange stripe (white- White wire/orange stripe (white-
orange) orange)

2 Orange wire Orange wire

3 White wire/green stripe (white-green) White wire/green stripe (white-green)

4 Blue wire Blue wire

5 White wire/blue stripe (white-blue) White wire/blue stripe (white-blue)

6 Green wire Green wire

7 White wire/brown stripe (white- White wire/brown stripe (white-
brown) brown)

8 Brown wire Brown wire

Following this standard and what you have learned of crossover cables, you would

switch wires 1 and 2 with wires 3 and 6 at one end to create a crossover cable. After
switching the wires on one end, you would have a cable that has the order of wires

shown in Table 1-4.

Connector #I

Connector #2

1 White wire/orange stripe (white- White wire/green stripe (white-green)
orange)
Orange wire Green wire

3 White wire/green stripe (white-green) White wire/orange stripe (white-

orange)

4 Blue wire Blue wire

5 White wire/blue stripe (white-blue) White wire/blue stripe (white-blue)

6 Green wire Orange wire

7 White wire/brown stripe (white- White wire/brown stripe (white-
brown) brown)

8 Brown wire Brown wire
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A crimping tool

Before moving on to other cable types, apply what you have learned by crimping
(creating) your own CAT 5 cable. To create your own network cable, you will
need to have a crimper like the one shown in Figure 1-21. You can get a fairly
cheap crimping tool at your local electronics store, but you can also buy some fairly
expensive crimping tools.

When you select a crimping tool, you want to make sure that you have one
that has a built-in crimper as well as a wire stripper and a wire cutter. Exercise 1-1
demonstrates the steps needed to crimp your own CAT 5 cable.

EXERCISE I-1

Crimping a Category 5 Cable
In this exercise, you will learn how to crimp your own CAT 5 cable. To complete
this exercise, you will need to have a crimping tool, a piece of CAT 5 cabling, some
RJ-45 connectors, and a little bit of patience! To create a CAT 5 cable, do the
following:

I. Ensure that you have a clean-cut end on the cable by using your wire cutters

to cut a little off the end of the CAT 5 cable.

2. Once you have cut a clean end on the cable, strip about an inch off the outer
jacket from the cable using the wire-stripper portion of your crimping tool,
as shown in the next illustration. After stripping the outer jacket off, make
sure that you have not cut into any of the individual wires. If you have, cut a
clean end off the cable again and start from the beginning.
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3. Once you have stripped the outer jacket off the cable, order the wires from
left to right to follow the 568B standard. This is where your patience will
come in, because it will take some time to get the wires in the correct order
and placed tightly together so that they will go inside the R]-45 connector.

4. Once you have the wires aligned in the correct order and you have them
all nice and snug together so that they will fit inside the R]-45 connector,
you are ready to insert them into the connector. Before inserting the wires
into the connector, make sure that their ends are of equal length; if they are
not, just cut the tips a bit with your wire cutters, as shown in the following
illustration, to be certain that they will fit nicely into the R]J-45 connector.
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5. Slide the wires into the R]J-45 connector, as shown in the next illustration,
and make sure that all wires have made contact with the metal contacts
inside the RJ-45 connector by looking at the end of the connector. This is
where mistakes happen frequently; there is usually one wire in the middle
that is not pushed up to the end of the connector.

6. Once you are certain that all wires have made contact, you can “crimp”
the wire, which will enclose the R]-45 connector on the wires, creating a
permanent fit. Insert the connector into the crimping tool and squeeze the
handle tight, as seen in the following illustration.
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Rollover A rollover cable is a popular cable type in the networking world and is
used to connect to a Cisco device such as a router or a switch. Also known as a con-
sole cable, this cable connects from the computer’s serial port to the console port of
the router or switch. Once the network administrator connects to the console port,
he or she is then able to configure the router or switch.

Shielded Twisted-Pair (STP) Cable

Shielded twisted-pair (STP) cable is very similar
to UTP cabling, but it differs from UTP in that
it uses a layer of insulation within the protective
Both UTP and STP cabling jacket, which helps maintain the quality of the
signal. Figure 1-22 shows the size of STP cabling
as compared to UTP.

Qatch

have a maximum distance of 100 meters.

Fiber-Optic Cable

The third type of cabling that we want to discuss is fiber-optic cabling. Fiber-optic
cabling is unlike coax and twisted-pair, because both of those types have a copper
wire that carries the electrical signal. Fiber-optic cables use optical fibers that carry
digital data signals in the form of modulated pulses of light. An optical fiber consists
of an extremely thin cylinder of glass, called the core, surrounded by a concentric
layer of glass, known as the cladding. There are two fibers per cable—one to

FIGURE 1-22

UTP cabling ", —
versus STP CAT 3
. uTP S
cabling _
_
N

CAT 5e STP
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transmit and one to receive. The core also can be an optical-quality clear plastic,
and the cladding can be made up of gel that reflects signals back into the fiber to
reduce signal loss. Figure 1-23 shows fibers in a fiber-optic cable.

There are two types of fiber-optic cables: single-mode fiber (SMF) and multimode
fiber (MMF).

B Single-mode fiber Uses a single ray of light, known as a mode, to carry the
transmission over long distances.

B Multimode fiber Uses multiple rays of light (modes) simultaneously,
with each ray of light running at a different reflection angle to carry the
transmission over short distances.

Fiber-optic cable supports up to 1000 stations and can carry the signal up to
and beyond 2 kilometers. Fiber-optic cables are also highly secure from outside
interference, such as radio transmitters, arc welders, fluorescent lights, and other
sources of electrical noise. On the other hand, fiber-optic cable is by far the most
expensive of these cabling methods, and a small network is unlikely to need these
features. Depending on local labor rates and building codes, installing fiber-optic
cable can cost as much as $500 per network node.

$atch
You have learned of two in a wire. Outside electrical noise comes
electrical phenomena that can disrupt from lights, motors, radio systems, and
a signal traveling along your network: many other sources. Fiber-optic cables
crosstalk and outside electrical noise. are immune to these types of interference
Crosstalk is caused by electrical fields in because they do not carry electrical
adjacent wires, which induce false signals signals—they carry pulses of light.

Fiber-optic cables can use many types of connectors, but the Network+ exam
is concerned only with the two major connector types: the straight-tip (ST)
connector and the subscriber (SC) connector. The ST connector is based on the
BNC-style connector but has a fiber-optic cable instead of a copper cable. The
SC connector is square and somewhat similar to an R]-45 connector. Figure 1-24
shows the ST (the connector on the left side) and the SC (the connector on the
right side) connector types.




A fiber-optic
cable

Fiber-optic ST
and SC connector
types
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Regardless of the connector type, the fiber-optic cable still functions at the
same speed, which is typically 1000 Mbps and faster. The only thing that you
need to worry about is that the connector matches the device to which it is being
connected, since the two-connector types are not interchangeable.

To better understand all of the cable types and when to use some specific types,
see Exercise 1-2.

Be sure to take a look at Exercise I-2 in the LabBook.pdf file that is found on
the CD-ROM.

When preparing for the Network+ exam, it is sometimes helpful to have a table
listing the differences between the different cable types. Table 1-5 summarizes the
different cable types—be sure to review it for the Network+ exam.
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Cable Max Distance Transfer Rate Connector Used
Summary of Thinnet 185 m 10 Mbps BNC
Cable Types Thicknet 500 m 10 Mbps AUI

CAT 3 (UTP) 100 m 10 Mbps RJ-45

CAT 5 (UTP) 100 m 100 Mbps RJ-45

CAT 5e 100 m 1 Gbps RJ-45

CAT 6 100 m 10 Ghps RJ-45

Fiber 2 km 1+ Gbps SC, ST
Connector Types

A BNC-T
connector
connecting to the
network card

Coaxial Connectors

We have discussed coaxial cabling, and you saw the BNC connector that goes on the
end of the cable and connects to the network card, but there are a few other BNC
connector types you should be familiar with. The BNC-T connector is used to connect
to coax cable from either side (so that the cable length can continue on), while a third
end of the connector tees out to have a cable length connect to the network card

on the client machine. Figure 1-25 displays the BNC-T connector being placed on a
network card. Notice the connector on the card that the T-connector connects to, and
also notice where the coax cable would continue on through.

r




A 50-ohm BNC
terminator

FIGURE 1-27

An RJ-45 barrel
connector
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We also discussed the terminator that needs to go at both ends of the coax cable.
For example, if we use the BNC-T connector to connect our last system to the
network, we would need to terminate one of the ends on the T-connector, as shown
in Figure 1-26. Notice that the terminator goes on one end of the T-connector and
that the coax cable would connect into the other end.

Twisted-Pair Connectors

We have discussed two major twisted-pair connectors, the RJ-11 for four-wire
telephone cable and the R]-45 for eight-wire network cables. There are also barrel
connectors, which are female connectors on both ends that allow you to join two
cable lengths together and reach greater distances, not exceeding 100 meters.
Figure 1-27 shows an RJ-45 barrel connector connecting two cable lengths together.
There are also BNC barrel connectors.
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Other Connectors

There are a number of additional connector types that you will come across in
networking environments, some of which are listed here:

F-type connector Another connector style for coax cabling, it is the same
connector style that runs to your TV.

Fiber local connector (LC) and mechanical-transfer registered jack
(MT-R]) Additional fiber-optic connector types that are similar to the
registered jack and fiber SC shape. The Fiber LC is the preferred connector
of the two for communications exceeding 1 Gbps due to its small form
factor.

Universal serial bus (USB) A high-speed serial bus that supports

127 devices in the chain. USB uses a standard connector type that is used by
most devices, including mice, printers, network cards, digital cameras, and
flash drives. There are two USB standards: USB 1.1, which has a transfer
rate of 12 Mbps, and USB 2.0, which has a transfer rate of 480 Mbps. There
are two standard USB connectors, Type A and Type B. Type A connectors
connect to the computer, whereas Type B connectors connect to the device.
Figure 1-28 displays these two connector styles.

1IEEE 1394 (FireWire) An ultra-high-speed bus that supports 63 devices in
the chain and is ideal for real-time applications and devices such as for video.
FireWire has two standards: 1394a, which has a transfer rate of 400 Mbps,
and 1394b, which has a transfer rate of 800 Mbps.

RS-232 The standard for serial connections using the serial port on a
computer. The serial port was a popular way to achieve a point-to-point
connection between two hosts or was used for modems. The RS-232 standard
defines a transfer rate of 20,000 bits per second, but serial devices support
higher transfer rates.

Now that you understand some of the different cable types and connectors,
Exercise 1-3 will demonstrate to you the steps to install a bus network using thinnet
and BNC connectors.

Be sure to take a look at Exercise 1-3 in the LabBook.pdf file that is found on
the CD-ROM.
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CERTIFICATION OBJECTIVE 1.04

Access Methods

You now know that a network uses a network topology—which is the layout of the
network—and you know that some form of media such as cabling connects all hosts
on the network. We have discussed the three major types of cabling: coax, twisted-
pair, and fiber-optic cabling.

This section will identify what are known as access methods. An access method
determines how a host will place data on the wire—does the host have to wait
its turn or can it just place the data on the wire whenever it wants! The answer is
determined by three major access methods: CSMA/CD, CSMA/CA, and token
passing. Let’s look at each of these access methods.

CSMA/CD

Carrier sense multiple access with collision detection (CSMA/CD) is one of the most
popular access methods in use today. With CSMA/CD, every host has equal access

to the wire and can place data on the wire when the wire is free from traffic. If a host
wishes to place data on the wire, it will “sense” the wire and determine whether there
is a signal already on the wire. If there is, the host will wait to transmit the data; if the
wire is free, the host will send the data, as shown in Figure 1-29.
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A host “sensing”
the wire to see if
it is free of traffic

Hmmm, | need to send
something—is there anything
currently on the wire?

Server

WorkstaEion C Workstation D

The problem with the process just described is that, if there are two systems on
the wire that “sense” the wire at the same time to see if the wire is free, they will
both send data out at the same time if the wire is free. When the two pieces of data
are sent out on the wire at the same time, they will collide with one another, and
the data will be destroyed. If the data is destroyed in transit, the data will need to be
retransmitted. Consequently, after a collision, each host will wait a variable length
of time before retransmitting the data (they don’t want the data to collide again),
thereby preventing a collision the second time. When a system determines that the
data has collided and then retransmits the data, that is known as collision detection.

To summarize, CSMA/CD provides that
before a host sends data on the network, it
will “sense” (CS) the wire to ensure that the
wire is free of traffic. Multiple systems have
equal access to the wire (MA), and if there is a
collision, a host will detect that collision (CD)
and retransmit the data.

Uatch .
All Ethernet environments

use CSMA/CD as the access method.

CSMA/CA

Carrier sense multiple access with collision avoidance (CSMA/CA) is not as popular as
CSMA/CD and for good reason. With CSMA/CA, before a host sends data on the

wire, it will “sense” the wire as well to see if the wire is free of signals. If the wire
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is free, it will try to “avoid” a collision by sending a piece of “dummy” data on the
wire first to see whether it collides with any other data. If it does not collide, the
host in effect assumes “If my dummy data did not collide, then the real data will not
collide,” and it submits the real data on the wire.

Token Passing
With both CSMA/CD and CSMA/CA, the possibility of collisions is always there,

and the more hosts that are placed on the wire, the greater the chances of collisions,
because you have more systems “waiting” for the wire to become free so that they
can send their data.

Token passing takes a totally different approach to deciding on how a system can
place data on the wire. With token passing, there is an empty packet running around
on the wire—the “token.” In order to place data on the wire, you need to wait for
the token; once you have the token and it is free of data, you can place your data on
the wire. Since there is only one token and a host needs to have the token to “talk,”
it is impossible to have collisions in a token-passing environment.

For example, if Workstation 1 wants to send data on the wire, the workstation
would wait for the token, which is circling the network millions of times per second.
Once the token has reached Workstation 1, the workstation would take the token
off the network, fill it with data, mark the token as being used so that no other
systems try to fill the token with data, and then place the token back on the wire
heading for the destination host.

All systems will look at the data, but they will not process it, since it is not
destined for them. However, the system that is the intended destination will read
the data and send the token back to the sender as a confirmation. Once the token
has reached the original sender, the token is unflagged as being used and released as
an empty token onto the network.

CERTIFICATION OBJECTIVE 1.05

Network Architectures

This section will discuss the different network architectures that are popular in
today’s networking environments. This section is very important from an exam point
of view as well, so be sure to understand how the different architectures are pieced
together.
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Before we can discuss the different network architectures, we need to start our
discussions by defining two terms: broadband and baseband transmissions.

Broadband and Baseband

There are two different techniques that may be used to transmit the signal along the
network wire—baseband communication and broadband communication. Let’s take
a look at each of these techniques.

B Baseband Sends digital signals through the media as a single channel that
uses the entire bandwidth of the media. The signal is delivered as a pulse of
electricity or light, depending on the type of cabling being used. Baseband
communication is also bidirectional, which means that the same channel can
be used to send and receive signals.

B Broadband Sends information in the form of an analog signal, which flows
as electromagnetic waves or optical waves. Each transmission is assigned
to a portion of the bandwidth, so unlike with baseband communication,
it is possible to have multiple transmissions at the same time, with each
transmission being assigned its own channel or frequency. Broadband
communication is unidirectional, so in order to send and receive, two
pathways will need to be used. This can be accomplished either by assigning a
frequency for sending and assigning a frequency for receiving along the same
cable or by using two cables, one for sending and one for receiving.

Ethernet

To start us out, | first want to point out that network architecture is something that
came about one day when someone sat down and said, “We are going to design a
network architecture; let’s use CAT 3 cabling, a star topology, and CSMA/CD as an
access method. Oh, and let’s call this architecture 10BaseT!”
In this example, 10BaseT was the name assigned to the architecture because
10 Mbps is the transfer rate of the network,
baseband communication is the technique used
to transmit the signal, and the T means our cable
Oatch type—in this case twisted-pair. Now, we have
B 1 A s G discussed different types of twisted-pair cablin
yp p g
IEEE 802:3'standard: but CAT 3 is the one that runs at 10 Mbps, so it
is the cable used in 10BaseT.
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The first types of network architecture to look at are the different Ethernet
architectures. When designing networks, one of the first decisions we usually make
is “Do we want to use Ethernet or the competing network architecture called Token
Ring? Oh, we want to use Ethernet. What flavor of Ethernet?” This section will help
you understand what the different flavors of Ethernet are.

10Base2

The 10Base2 Ethernet architecture is a network that runs at 10 Mbps and uses
baseband transmissions. 10Base2 typically is

implemented as a bus topology, but it could be
e)«iam a mix of a bus and a star topology. The cable

Match type that we use is determined by the character
10Base2 and 10Base5 at the end of the name of the architecture—in
follow what is known as the 5-4-3 rule, this case a 2. The 2 implies 200 meters. Now,
which means that there can be only five what type of cable is limited to approximately
network segments in total, joined by four 200 m? You got it; thinnet is limited to
repeaters (more on repeaters in Chapter approximately 200 m (185 m, to be exact). The
3), but only three of those network only characteristic we have not mentioned is
segments can be populated with nodes. the access method that is used. All Ethernet
environments use CSMA/CD as a way to put

data on the wire.
The following list summarizes features of 10Base2:

B Baseband communication
10 Mbps transfer rate
Maximum distance of 185 meters per network segment

30 hosts per segment

0.5 meters minimum distance between hosts

10Base5

The 10Base5 Ethernet architecture runs at 10 Mbps and uses baseband transmission
as well. It was also implemented as a bus topology. The cable it uses is limited to
approximately 500 meters, which is thicknet, and it uses CSMA/CD as the access
method. The thicker copper core in the wire allows the signal to travel farther than
is possible with thinnet.
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The following list summarizes features of 10Base5:

B Baseband communication
10 Mbps transfer rate
Maximum distance of 500 meters per network segment

100 hosts per segment

2.5 meter minimum distance between hosts

I10BaseT

The 10BaseT Ethernet architecture runs at 10 Mbps and uses baseband transmission.
It uses a star topology with a hub or switch at the center, allowing all systems

to connect to one another. The cable it uses is CAT 3 UTP, which is the UTP

cable type that runs at 10 Mbps. Keep in mind that most cable types are backward
compatible, so you could have CAT 5 UTP cabling in a 10BaseT environment. But
because the network cards and hubs are running at 10 Mbps, that is the maximum
transfer speed you will get, even though the cable supports more. Like all Ethernet
environments, 10BaseT uses CSMA/CD as the access method.

I0BaseFL

The 10BaseFL Ethernet architecture allows for a 10 Mbps Ethernet environment
that runs on fiber-optic cabling. The purpose of the fiber-optic cabling is to use it as
a backbone to allow the network to reach greater distances.

Fast Ethernet (100BaseTX and 100BaseFX)

These two standards are part of the 100BaseX family, which is known as fast
Ethernet. The different fast Ethernet flavors run at 100 Mbps, use a star topology, use
CSMA/CD as an access method, but differ in the type of cabling used. 100BaseTX
uses two pairs (four wires) in the CAT 5 cabling, whereas 100BaseFX uses two
strands of fiber instead of twisted-pair cabling.

Gigabit Ethernet

Gigabit Ethernet is becoming the de facto standard for network architectures today.
With Gigabit Ethernet we can reach transfer rates of 1000 Mbps (1 Gbps), using
traditional media such as coaxial, twisted-pair, and fiber-optic cabling. There are
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two standards (more on the IEEE standards in Chapter 2) for Gigabit Ethernet: IEEE
802.3z and IEEE 802.3ab.

IEEE 802.3z The IEEE 802.3z standard defines Gigabit Ethernet that runs over
fiber-optic cabling or coaxial cabling. There are three types of Gigabit Ethernet that
fall under this standard:

B 1000BaseSX The Gigabit Ethernet architecture that runs at 1000 Mbps
over multimode fiber (MMF) optic cabling. This architecture is designed for
short distances of up to 550 meters.

B 1000BaseLX The Gigabit Ethernet architecture that runs at 1000 Mbps
over single-mode fiber (SMF) optic cabling. This architecture supports
distances up to 3 kilometers.

B 1000BaseCX The Gigabit Ethernet architecture that runs at 1000 Mbps

over coaxial cable and supports distances of up to 25 meters.

IEEE 802.3ab The IEEE 802.3ab standard, known as 1000BaseTX, defines
Gigabit Ethernet that runs over twisted-pair cabling and uses characteristics of
100Base TX networking, including the use of RJ-45 connectors and the access
method of CSMA/CD. Like 100BaseTX, 1000BaseTX uses CAT 5e or CAT 6
unshielded twisted-pair; the difference is that 100Base TX runs over two pairs (four
wires) while 1000BaseTX runs over four pairs (all eight wires).

10-Gigabit Ethernet
There are standards for 10-Gigabit Ethernet (10,000 Mbps) that have been
developed that use fiber-optic cabling:

B 10GBaseSR Runs at 10 Gbps and uses “short-range” multimode fiber-optic
cable, which has a maximum distance of 100 meters.

B 10GBaseLR Runs at 10 Gbps and uses “long-range” single-mode fiber-optic
cable, which has a maximum distance of 10 kilometers.

B 10GBaseER Runs at 10 Gbps and uses “extra-long-range” single-mode
fiber-optic cable, which has a maximum distance of 40 kilometers.

B 10GBaseT Runsat 10 Gbps using CAT 6 UTP cabling, which has a

maximum distance of 100 meters.
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There are special WAN versions of 10-Gigabit Ethernet that use fiber-optic
cabling to connect to a SONET network (more on SONET in Chapter 9).

B 10GBaseSW The 10-Gigabit Ethernet standard for short-range, multimode
fiber-optic cable, which has a maximum distance of 100 meters

B 10GBaseLW The 10-Gigabit Ethernet standard for long-range, single-
mode fiber-optic cable, which has a maximum distance of 10 kilometers

B 10GBaseEW The 10-Gigabit Ethernet standard for extended-range, single-
mode fiber-optic cable, which has a distance of up to 40 kilometers

Datch
Be familiar with with the speeds, cable types, connectors,
the 100 Mbps and | Gbps/10 Gbps and maximum distance of each
architectures for the exam. Be familiar architecture.

Token Ring

A big competitor to Ethernet in the past was Token Ring, which runs at 4 Mbps
or 16 Mbps. Token Ring is a network architecture that uses a star ring topology
(a hybrid, looking physically like a star but logically wired as a ring) and can use
many forms of cables. IBM Token Ring has its own proprietary cable types, while
more modern implementations of Token Ring can use CAT 3 or CAT 5 UTP
cabling. Token Ring uses the token-passing access method.

Looking at Token Ring networks today,
you may wonder where the “ring” topology
is, because the network appears to have a star

Jatch o topology. The reason this network architecture
Token Ring is defined as appears to use a star topology is that all hosts
the IEEE 802.5 standard. are connected to a central device that looks

similar to a hub, but with Token Ring, this
device is called a multistation access unit
(MAU or MSAU). An example is shown in Figure 1-30. The ring is the internal
communication path within the wiring.

Token Ring uses token passing; it is impossible to have collisions in a token-
passing environment, because the MAUSs do not have collisions lights as an
Ethernet hub does (remember that Ethernet uses CSMA/CD and there is potential
for collisions).
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INSIDE THE EXAM

Unraveling the Ethernet
Name Jargon

Most people get very confused by the jargon
used to describe the various Ethernet types,
but Ethernet is explained easily by breaking
down the name of the architecture. Ethernet
types follow a ##BaseXX naming convention
and are designated as follows:

## stands for the speed of the network;
examples are 10 (for 10 Mbps), 100
(for 100 Mbps), 1000 (for 1000 Mbps
or 1 Gbps), and 10G (for 10 Gbps).

Base stands for baseband transmission.
XX stands for the cable type or medium.

B For example, if there is a 5 at the
end of the architecture name,
5 represents the cable medium
thicknet. The 5 in the name
indicates the maximum length of
thicknet, which is 500 meters. A
2 at the end of the name would
mean that the medium is thinnet,

which gets its name from the
fact that thinnet has a maximum
length of 200 meters (actually,
185 meters).

B T stands for twisted-pair cabling
and can be further used to show
the number of pairs; for example,
10BaseT4 requires four pairs of
wires from a twisted-pair cable.

F is for fiber-optic cable.

X represents a higher grade of
connection, and 100BaseTX is
twisted-pair cabling that can use
either UTP or STP at 100 Mbps.
With fiber-optic cable such as
100BaseFX, the speed is quicker
than standard 10BaseE

If we look at an example such as
100BaseTX, the 100 means 100 Mbps using
baseband transmission and twisted-pair cable.
Since we know that the speed is 100 Mbps,
we also can assume that the type of twisted-

pair cable will be at least CAT 5.
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FDDI

Fiber distributed data interface (FDDI) is a network architecture that uses fiber-optic
cabling, token passing, and a ring topology, but FDDI also uses two counter-rotating

rings for fault tolerance on the network. For more information on FDDI, please refer

to Chapter 9.

,
W

[\l the CD-ROM.

Be sure to take a look at Exercise 1-4 in the LabBook.pdf file that is found on

Once again, a table summarizing the core facts is always useful when preparing for
an exam. Table 1-6 summarizes the popular network architectures. Be sure to review

these before taking the Network+ exam.

Network Topology Cable Transfer Rate Access
Network Architecture Method
Architecture 10Base2 Bus Thinnet 10 Mbps CSMA/CD
Summary 10Base5 Bus Thicknet 10 Mbps CSMA/CD
10BaseT Star CAT 3 10 Mbps CSMA/CD
100BaseT Star CAT 5 100 Mbps CSMA/CD
1000Base TX Star CAT 5, 5¢, 6 1 Gbps CSMA/CD
10GBaseLR Star Fiber (single mode) 10 Gbps CSMA/CD
Token Ring Star ring UTP 4 Mbps/16 Mbps  Token passing

CERTIFICATION OBJECTIVE 1.06

Network Operating Systems

Now that you have a general idea of the network topologies, cable types, and
network architectures, let’s look at the network operating system (NOS). We focus
on the three most widely used network operating systems available today:

B Windows 2000 Server and Windows Server 2003/2008
B Novell NetWare
B UNIX
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INSIDE THE EXAM

The Role of Network Topology,
Cabling, and Connectors

A thorough understanding of how network
topology, cabling, and connectors coexist

is a very valuable skill set to possess for the
Network+ exam. This is especially the case if
you are a network engineer who must design
and implement a network from the ground
up. You must know the characteristics of each
network topology and be able to apply them
in each unique situation you encounter.

For example, let’s say that you are design-
ing a network for a small investment firm with
ten users and a minimal budget. Instantly,
you may be thinking “star topology,” which is
relatively inexpensive and easy to implement
for smaller networks such as this one.

Your choice of network topology also
dictates other characteristics of the network,

such as what your choice of cabling will be
and whether additional hardware is required.
In our example, we have implemented a star
topology, which is conducive to twisted-

pair cabling—more importantly of at least
CAT 5 UTP. The UTP cables will be con-
nected to a network hub or switch using an
RJ-45 connector, which leads us to our final
specification: the network connector. Just as
the network topology dictates the choice of
cabling, it also dictates our choice of connec-
tor. The RJ-45 connector is the cornerstone
of twisted-pair cabling.

Although this example seems fairly
straightforward, the secret lies in understand-
ing the characteristics of each type of net-
work, such as cable types, connectors, and
supporting devices. This will come in handy
during your Network+ exam, which will defi-
nitely test your knowledge of these concepts.

Once you have connected the cables to the hubs and the clients to the cables,
it is time to install a network operating system. The network operating system is

responsible for providing services to clients on the network. These services could
be the sharing of files or printers; the server could be providing name resolution
through DNS services or logon services by being a directory server.

Let’s take a look at some of the popular network operating systems that provide
network services to their clients. For this discussion, any time that we mention
Windows 2000 or Windows Server 2003, we can also include Windows NT Server,
because Windows 2000 and Windows Server 2003 were built off Windows NT
technologies and are the successors to Windows NT.

47
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Windows Servers

Developed from the VMS platform many years ago, Microsoft Windows NT and its
successors, Windows Server 2003 and 2008, have grown into very popular network
operating systems that provide a number of built-in network services, including

File and print services These allow the administrator to share files and
printers among Windows clients.

DNS and WINS services These allow the administrator to configure DNS

and NetBIOS name resolution.

DHCP services These allow the administrator to configure the server to
assign IP addresses to clients on the network.

Directory services These allow the administrator to build a central list of
objects, such as user accounts that may be used by clients to log on to the
network. Microsoft’s directory service is known as Active Directory.

Web services These allow the administrator to build Internet or corporate
intranet sites that are hosted on the server.

E-mail services These allow the administrator to configure the server to
send e-mail using the Simple Mail Transfer Protocol (SMTP). This feature
was designed to allow application developers to build e-mail functionality

into their applications.

Group policies These allow an administrator to deploy settings down to the
client operating systems from a central point. Some of the types of settings
that can be applied to clients through group policies are folder redirection,
file permissions, user rights, and installation of software.

We will look at those network services in a later chapter; the point now is that
the network operating systems usually come with these features and all you need to
do is install or configure them on the server.

One of the major factors that led to the popularity of the Windows-based server
operating systems is that Microsoft developed a user interface on the server that
was similar to the client operating systems, such as Windows 98, Windows 2000
Professional, and Windows XP Professional. This dramatically reduces the learning
curve that someone new to network operating systems has to go through. Figure 1-31
displays the user interface of a Windows server.
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The fact that the user interface on the server operating system is the same as that
on the client operating system means that the learning curve for the server operating
system is dramatically reduced. The other thing that led to the rapid growth of the
installed base for Windows-based servers is the fact that Windows servers made it
very easy to configure the services that were mentioned previously. For example, to
install a DNS server, WINS server, or DHCP server, you simply go to Add/Remove
Programs and install those services as you would install solitaire on a desktop

operating system.

in Be sure to take a look at Exercise -5 in the LabBook.pdf file that is found on
the CD-ROM.



B0 Chapter I:

Basic Network Concepts

Clients and Resources

A major component of successful networking with NOS is the client operating
system. The client operating system needs to have client software installed known
as the redirector. The term redirector comes from the fact that when the client makes
the request for a network resource, the redirector redirects the request from the
local system to the network server. Whether the workstations are in a workgroup
environment (peer-to-peer) or a client/server environment, you need to have client
software installed on the client operating systems to connect to the servers. Some
examples of client operating systems that can connect to a Windows server are
Windows XP Professional, Windows 2000 Professional, Windows NT Workstation
4.0, Windows 95/98, and Windows for Workgroups.

Another reason Windows servers have been so successful is that they support
many different client operating systems. Not only can Windows clients such as
Windows 98 and Windows XP connect to the Windows servers, but also non-
Microsoft clients such as Macintosh clients, NetWare clients, and UNIX clients can
connect to Microsoft servers. Microsoft has been very focused on coexisting with
other environments.

Directory Services

With Windows servers, the server that holds the central list of user accounts that
may log on to the network is called a domain controller. Windows 2000 Server

and Windows 2003 Server call the database of user accounts that resides on the
domain controllers the Active Directory Database. Active Directory is Microsoft’s
implementation of a directory service. Typically when users log on to the network,
they will sit at a client machine and type a username and password. In the Microsoft
world, this username and password combination is sent to the domain controller so
that the domain controller can verify that the logon information is correct. If the
logon information is correct, the user is allowed to use network resources. A directory
service also enables users to locate objects on the network such as printers because the
directory stores more than user accounts—it stores additional network objects such as
printers and folders so that users can search the directory for these objects.

Novell NetWare

[t started as a college project for one individual many years ago; today Novell
NetWare is still used in many large organizations. NetWare has evolved into a
very powerful network operating system, supporting a number of network services
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out of the box and an industry-leading directory service. Some of the core services
supported by a NetWare server include

B File and print services These allow the administrator to share files and
printers among NetWare clients.

B DNS services These allow the administrator to configure a DNS server for
DNS name resolution.

B DHCP services These allow the administrator to configure the server to
assign 1P addresses to clients on the network.

B Directory services These allow the administrator to build a central list of
objects (such as user accounts) that may be used by clients to log on to the
network. Novell’s directory service is known as NDS in NetWare 4 and 5, or
eDirectory in NetWare 6.

B Web servers These allow the administrator to build Internet or corporate
intranet sites that are hosted on the server by using Apache web servers
provided with the NetWare operating system.

The major difference between Windows servers and NetWare is at the server.
Until NetWare 5, the server in NetWare was truly a text-based console with many of
the administrative tasks done at a client workstation. As a NetWare administrator,
you could manage certain administrative items from the server console, but most
of the day-to-day administration such as user account management and file system
administration was done from a workstation. This meant that you had to have a
workstation with the management tools installed, while with a Windows server you
have the management tools already installed on the server and can use them at any
time. Figure 1-32 shows a screenshot of a NetWare 6 server console.

File serwver name: DAl
Server Up Time: 54 Minutes 38 Seconds

Hnuell Ethernet NE15AA/?1AA and PCnet (TSA, T1SA+, PLT, Fast)
Version 1.39 January 23, 1998
Harduware setting: Slot 2, I-0 ports 1888h to 189Fh, Interrupt Bh
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Frame type: ETHERHET_II
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LAN protocol: ARP
LAN protocol: IP Addr:192.168.1.18 Mask:255.255.255.8

Tree Name: DIGITALAIR-TREE.
Bindery Context(s):
. I5.5LC.DA
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Clients and Resources

NetWare supports a wide variety of clients. The main ones, of course, are the
Windows platform of operating systems, such as Windows 98, Windows 2000 Pro,
and Windows XP Pro. It should be noted that NetWare now fully supports Linux
client workstations; as a matter of fact, all previously mentioned Novell services can
run on Linux server operating systems. Novell client software is required to connect
to NetWare 4 and NetWare 5 servers but is no longer required for NetWare 6.x,
because files, printers, e-mail, and administrative tools are all available using a web
browser. The Network+ exam will assume that the Novell client always is required
to connect to NetWare servers. The Novell Client software can be downloaded from
the Novell web site at download.novell.com.

Although Microsoft operating systems come with a “Client for NetWare
Networks,” it is recommended to install Novell’s client to connect to
NetWare 4 and 5 networks to ensure that you are getting the full benefit
of the networking environment.

Directory Services
One of the driving features of NetWare since version 4 has been Novell’s directory
services, known as eDirectory (formerly NDS). eDirectory supports a hierarchical
grouping of objects that represent resources on the network, as shown in Figure 1-33.
The objects in the directory tree can be users, printers, volumes, and servers, along
with others.

The directory services built into NetWare make administration easier because
everything is organized and centralized within one utility. Some of the features
provided by eDirectory include

B Platform independence eDirectory can run on NetWare servers, Windows
servers, Linux servers, and UNIX servers.

B DirXML eDirectory uses DirXML software drivers to synchronize directory
information with other directories, such as Microsoft Active Directory or
Oracle’s PeopleSoft.

B Partitioning and replication eDirectory can be split (partitioned) into
smaller portions, and these smaller portions (replicas) can be placed on
strategically selected servers.
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UNIX/Linux

Originally developed by Bell Labs, UNIX is a very popular operating system for
powerful networking and database management. UNIX boasts three key features
that make it powerful: multitasking, multiusers, and networking capabilities.

UNIX is a very powerful multitasking operating system that can run many
processes in the background while enabling users to work in the foreground on an
application. The last feature, networking capability, has been standard for some
time. UNIX has been the leader in several powerful and diverse utilities that have
been ported over to other operating systems. UNIX has a very popular cousin,
known as Linux, which is starting to pick up some market share as both servers
and clients. Figure 1-34 displays the Linux operating system.

Clients and Resources

Today’s versions of UNIX and especially Linux are different than the older versions
of UNIX. Today, like Windows, most Linux versions have a graphical shell loaded
automatically that allows a user to use the operating system with a mouse. Today’s
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m The Linux user interface
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versions of Linux have programs automatically installed that allow you to configure
the operating system and change its settings. Like Windows, most Linux operating
systems have popular programs installed for you to use—programs such as a text
editor and a calculator. The point is that although most people have traditionally
associated Linux or UNIX with the command line only, you can do a lot from the
graphical shell as well.
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Directory Services

The UNIX and Linux standard directory service is called Network Information

Service (NIS), which as been superseded by NIS+ and LDAP. As a matter of fact,
Microsoft Services for UNIX and NetWare
Services for UNIX both include an NIS service,

eycam which allows UNIX and Linux clients to
: authenticate to Active Directory or eDirectory.

service used by UNIX and Linux to store
a central list of network objects, such as
users, groups, and printers.

These services also allow for the objects from
Active Directory and eDirectory to be copied
or synchronized with the NIS directory,
allowing UNIX clients to authenticate with
NIS when the account was built originally in

NIS is the directory

the other directory. Similar to Active Directory
and eDirectory, NIS is a central repository of
network resources (for example, users, group, printers) that is synchronized to other
UNIX and Linux servers on the network.

CERTIFICATION SUMMARY |

This chapter plays a significant role in this book. It serves as an introduction to some
very key elements of networking, such as network topologies, cabling, and network
architectures. Understanding the basic network structure takes a little knowledge

of computing and information sharing. First, remember that for a network to exist,
we need to have two things: the entities that want to share information or resources
and the medium that enables the entities to communicate (a cable, such as coaxial
or unshielded twisted-pair, or a wireless network). In this chapter, you looked at the
various topologies that exist in networks: bus, star, ring, mesh, and wireless. You also
looked at network terms, such as segments and backbones.

You also looked at the various networking media and connectors. Knowing the
various grades of cable can be important for the exam, as well as knowing what
connectors go with what type of cabling. Make sure to review this before taking
your exam.

You also learned about some of the network operating systems for client/
server networks: Windows 2000 Server, Windows Server 2003, Novell NetWare,
and UNIX.
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TWO-MINUTE DRILL

Identifying Characteristics of a Network

a

A network is made up of two basic components: the entities that need to
share information or resources and the medium that enables the entities to
communicate.

A peer-to-peer network is a network that has a number of workstations that
connect to one another for the purpose of sharing resources. There is no dedi-
cated server on a peer-to-peer network.

A server-based network is a network that has a central server installed with
each client requesting resources from the server.

Identifying Network Topologies

Qa

Q

Topology is the physical layout of computers, cables, and other components
on a network.

Many networks are a combination of these topologies:
Bus

Star

Mesh

Ring

Q Wireless

A bus topology uses a main trunk to connect multiple computers. If there is a

O000U

break in a cable, it will bring the entire network down.

In a star topology, all computers are connected through one central hub or
switch. If there is a break in a cable, only the host that is connected to that
cable is affected.

With a mesh topology, every workstation has a connection to every other
component of the network. This type of topology is seen more commonly in
something like the national telephone network.
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In a ring topology, all computers are connected in a ring with no beginning or
end. Each system in the ring regenerates the signal. If there is a break in the
ring, the entire network goes down.

In a wireless topology, radio frequencies are used instead of physical cables.
Wireless clients connect to cells, or access points, through the use of a wire-
less network card.

A backbone is the main cable segment in the network.

Network Media and Connectors

a
a

Cabling is the LAN’s transmission medium.

Three primary types of physical media can be used: coaxial cable, twisted-pair
cable, and fiber-optic cable.

Coax uses a copper core that carries an electrical signal. There are two types
of coax: thinnet and thicknet. Hosts connect to thinnet through BNC
connectors, whereas vampire taps and drop cables are used to connect to
thicknet.

Twisted-pair cabling is a cable type similar to telephone cable, but there are
eight wires instead of four. Telephone cables use an RJ-11 connector, whereas
network cabling uses an RJ-45 connector.

Fiber-optic cabling has a glass or clear-plastic core that carries pulses of light.
The straight tip (ST) and subscriber connector (SC) are connectors used
with fiber-optic cabling.

Access Methods

a

Qa

An access method determines how systems access the network or place data
on the wire.

CSMA/CD is the access method used by Ethernet networks and involves a
host sensing traffic on the wire. When the wire is free of traffic, the host can
send its data.

Token passing is the access method used by Token Ring. When a system on a
Token Ring network wants to send data it must wait to receive the token.
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Network Architectures
Q A network architecture is made up of a certain cable type, access method,
and topology.

Q Two popular Ethernet architectures are 10BaseT and 100BaseT. 10BaseT uses
twisted-pair cabling at 10 Mbps (CAT 3) and uses CSMA/CD as the access
method. 100BaseT runs at 100 Mbps using CAT 5 UTP cabling. Both archi-

tectures use a star topology.

O Token Ring is a network architecture that uses token passing as the access
method and is configured in a star topology.

Network Operating Systems

Q The three most widely used network operating systems available are
QO Microsoft Windows Server 2003/2008
O Novell NetWare
Q UNIX
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SELFTEST

The following questions will help you measure your understanding of the material presented in this
chapter. Read all the choices carefully because there may be more than one correct answer, but you
will need to select the most correct answer.

Identifying Characteristics of a Network

I. Which of the following is an example of a network?

A
B.

C.
D.

A computer attached to a printer and a scanner to input and output information

Computer systems sharing a common communication medium for the purpose of sharing
information or devices

Several printers connected to a switch box going to a single terminal

Several diskettes holding information for one workstation

2. In which type of network is there no dedicated server, with each node on the network being an
equal resource for sharing and receiving information?

A. Client/server
B. Peer-to-peer
C. Windows Server 2003
D. Novell NetWare 6.x
3. What is the Microsoft term for a peer-to-peer network?
A. Client/server
B. Domain
C. Workgroup
D. Active Directory

4. A company has offices in Halifax and Toronto. Both networks are connected to allow the two
locations to communicate. This is considered what type of network?

A

B.
C.
D

LAN
JAN
MAN
WAN
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5. Which type of server is responsible for storing files for users on the network?
A. File and print server
B. Web server
C. Directory server
D. Application server

6. You wish to extend your intranet to certain business partners. What type of network are you
building?
A. Intranet
B. Internet
C. Extranet
D. LAN

Identifying Network Topologies

7. The physical layout of computers, cables, and other components on a network is known as

which of the following?
A. Segment

B. Backbone

C. Topology

D. Protocol

8. Which topology has a centralized location in which all of the cables come together to a central
point such that a failure at this point brings down the entire network?

A. Bus

B. Star

C. Mesh

D. Ring

E. Wireless

9. Which topology has a layout in which every workstation or peripheral has a direct connection
to every other workstation or peripheral on the network?

A. Bus

B. Star

C. Mesh

D. Ring

E. Wireless




Self Test @ ||

Which network topology requires the use of terminators?

A. Bus

B. Star

C. Mesh

D. Ring

E. Wireless

Networking Media and Connectors

Which of the following is not a common type of medium used in networking?
A. Coaxial cable

B. Twisted-pair cable

C. Fiber-optic cable

D. RJ-45

What is the distance limitation of 10Base2, or thinnet?

A. 100 meters

B. 185 meters

C. 250 meters

D. 500 meters

Which cable type sends the signal as pulses of light through a glass core?
A. Thinnet

B. Thicknet
C. Fiber optic
D. CAT 5e

What is the maximum distance of CAT 3 UTP cabling?

A. 100 meters

B. 185 meters

C. 250 meters

D. 500 meters

What is the maximum distance of cabling used on a 10Base5 network?
A. 100 meters

B. 185 meters

C. 250 meters

D. 500 meters
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16. You wish to install a 100BaseT network. What type of cabling will you use?

A. CAT3UTP
B. CAT5UTP
C. Thinnet

D. Fiber optic

17. Fiber-optic cabling uses which types of connectors? (Select two.)

A. SC
B. RJ-45
C. BNC
D. ST

18. What is the maximum distance of single-mode fiber (SMF)?
A. 300 meters
B. 500 meters
C. 2km
D. 850 meters
19. Which cable type is immune to outside interference and crosstalk?
A. Thinnet
B. Thicknet
C. Twisted-pair
D. Fiber optic

20. Which type of connector is used on 10Base2 networks?

A. SC

B. BNC
C. RJ-45
D. RJ-11

21. You want to create a crossover cable to connect two systems directly together. Which wires
would you have to switch at one end of the cable?

A. Wires 1 and 2 with wires 3 and 6
B. Wires 2 and 3 with wires 6 and 8
C. Wiires 1 and 2 with wires 3 and 4
D. Wires 2 and 3 with wires 3 and 6
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Access Methods

22. Which access method does 100BaseT use?
A. Baseband
B. CSMA/CD
C. CSMA/CA
D. Token passing

23. Which access method does Token Ring use?
A. Baseband
B. CSMA/CD
C. CSMA/CA
D. Token passing

Network Architectures

24. Which network architecture is defined as the IEEE 802.3 standard?
A. Token Ring
B. FDDI
C. Fiber
D. Ethernet

25. Which network architecture uses single-mode fiber-optic cabling?
A. 1000BaseLX
B. 1000BaseSX
C. 1000BaseCX
D. 1000BaseTX

26. How many populated network segments can exist with 10Base2?
A.
B.
C.
D. 5

27. Which type of cabling is used in a 10BaseFL network?
A. STP

CAT 3 UTP

Thinnet

Thicknet

Fiber optic

W o =

moQOw
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28.

Which Gigabit architecture uses multimode fiber cabling?
A. 1000BaselL.X

B. 1000BaseSX
C. 1000BaseCX
D. 1000BaseTX

Network Operating Systems

29.

30.

31.

32.

33.

Which network operating system was developed from the VMS platform?

A. NetWare

B. UNIX

C. Windows 95

D. Windows NT

Which operating system was originally developed by Bell Labs and has multitasking, multiuser,
and built-in networking capabilities?

A. UNIX

B. Windows NT

C. Windows 95

D. NetWare

Which of the following are network operating systems and not simply desktop operating
systems? (Choose all that apply.)

A. Novell NetWare

B. Microsoft Windows 98

C. Microsoft Windows XP

D. Microsoft Windows Server 2003

Novell’s directory service is called !

A. Active Directory
B. NDS/ eDirectory

C. DNS
D. StreetTalk
Microsoft’s directory service is called ?

A. Active Directory

B. NDS
C. DNS
D. StreetTalk
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SELF TEST ANSWERS

Identifying Characteristics of a Network

M B. Computer systems sharing a common communication medium for the purpose of sharing
information or devices is what a network is all about. The entities are usually workstations, and
the medium is either a cable segment or a wireless medium such as an infrared signal.

A, C, and D are incorrect because a network, by definition, is two or more computers
connected to share information. These three choices do not allow two or more PCs to

share information; they are only setups of several connected devices or a PC connected to a
peripheral device.

M B. A peer-to-peer network has no dedicated servers. There are no hierarchical differences
between the workstations in the network; each workstation can decide which resources are
shared on the network. In a peer-to-peer network, all workstations are clients and servers at the
same time.

A is incorrect because this network type has a dedicated server. C and D are incorrect
because a Windows Server 2003 and Novell NetWare 6.x constitute the server portion of the
client/server network.

M C. The Microsoft term for a peer-to-peer network is a workgroup environment. If you
have not installed your Windows clients in a domain (client/server), then they are sitting in a
workgroup environment.

X A is incorrect because a client/server network is the opposite of a peer-to-peer network;

a client/server network uses a central server. B is incorrect because domain is the term for a
Microsoft server-based environment. D is incorrect because Active Directory is the term for
Microsoft’s implementation of a directory server.

M D. Two remote offices that are spread over geographic distances constitute a wide area
network (WAN).

&l A is incorrect because it is the opposite of a WAN; a LAN is a network in a single
geographic location. B is incorrect because there is no such thing in networking as a JAN. C is
a metropolitan area network.

M A is correct. A file and print server is responsible for providing files and printers to users on
the network.

& B, C, and D are incorrect because they are each their own type of server. A web server will
host web sites; a directory server is a server that contains a central list of objects, such as user
accounts on the network; and an application server runs a form of networking application, such
as an e-mail or a database server program.
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6. M C. An extranet allows selected individuals to see your corporate intranet.
A, B, and D are incorrect. An intranet allows only individuals within your company to
access the site; allowing anyone on the Internet to access it would make it an Internet-type
application.

Identifying Network Topologies

7. M C. The topology is the physical layout of computers, cables, and other components on a
network. Many networks are a combination of the various topologies.
A is incorrect because a segment is a part of a LAN that is separated by routers or bridges
from the rest of the LAN. B is incorrect because a backbone is the main part of cabling that
joins all of the segments together and handles the bulk of the network traffic. D is incorrect
because a protocol is a set of rules governing the communication between PCs; a protocol can
be thought of as similar to a language.

8. M B. In a star topology, all computers are connected through one central hub or switch. A
star topology actually comes from the days of the mainframe system. The mainframe system had
a centralized point at which the terminals connected.
X A is incorrect because a bus topology uses one cable to connect multiple computers. C
is incorrect because the mesh network has every PC connected to every other PC and can
resemble a spider’s web. D is incorrect because a ring topology resembles a circle or ring. E is
incorrect because there is no physical cabling to represent the topology; it is represented by a

bubble or cell.

9. M C. A mesh topology is not very common in computer networking, but you have to know
it for the exam. The mesh topology is seen more commonly with something like the national
telephone network. With a mesh topology, every workstation has a connection to every other
component of the network.

A is incorrect because a bus topology uses one cable to connect multiple computers.

B is incorrect because a star topology is made up of a central point or hub with cables coming
from the hub and extending to the PCs. D is incorrect because this topology resembles a
circle or ring. E is incorrect because there is no physical cabling to represent the topology; it is
represented by a bubble or cell.

10. M A. A bus topology uses terminators on any loose end of the bus. The terminator is designed
to absorb the signal so that it does not bounce back on the wire and collide with other data.
B is incorrect because a star topology does not use terminators; it uses a central hub or
switch that connects systems to the network. C is incorrect because a mesh topology has
each system connecting to each other system. D is incorrect because a ring topology has no
beginning and no end, so there are no “loose ends” to put a terminator on. E is incorrect
because a wireless network does not use cables at all.
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Networking Media and Connectors

M D.R]J-45 is not a network medium. Three primary types of physical media can be used:
coaxial cable, twisted-pair cable, and fiber-optic cable. Transmission rates that can be supported
on each of these physical media are measured in millions of bits per second (Mbps). RJ-45 is a
connector type for twisted-pair cabling.

A, B, and C are incorrect because they are all common network media.

M B. 10Base2 (thinnet) has a distance limitation of 185 meters. 10Base5 (thicknet) has
a distance limitation of 500 meters, and 10BaseT (twisted-pair) has a distance limitation of
100 meters.

A, C, and D are incorrect because these are not the distances covered by thinnet.

M C. Fiber-optic cabling sends pulses of light through a glass core.
A, B, and D are incorrect because each carry an electrical signal.

M A. All twisted-pair cabling is limited to 100 meters.

& B is incorrect because 185 meters is the maximum distance of thinnet cabling; D is
incorrect because 500 meters is the maximum distance of thicknet cabling. C is incorrect; there
is no cable type that has a 250-meter maximum distance.

M D. 500 meters is the maximum distance of thicknet cabling.

& A is incorrect because all twisted-pair cabling is limited to 100 meters. B is incorrect
because 185 meters is the maximum distance of thinnet cabling. C is incorrect because there is
no cable type that has a 250-meter maximum distance.

M B. 100BaseT uses twisted-pair that runs at 100 Mbps. CAT 5 is twisted-pair cabling type
that runs at 100 Mbps.

& A is incorrect because CAT 3 runs at 10 Mbps. C is incorrect because thinnet runs at

10 Mbps and is known as 10Base2. D is incorrect. Although fiber optic can run at 100 Mbps, it
is not used in 100BaseT.

M A and D. Fiber-optic cabling uses a number of connector styles—two of which are the SC
and ST connectors.
& B and C are incorrect. RJ-45 is used by twisted-pair cabling, and BNC is used by thinnet.

M C. Single-mode fiber-optic cabling has a maximum distance of approximately 2 km.
& A, B, and D are incorrect distances for single-mode fiber, although 300 meters is the
maximum distance of multimode fiber.

M D. Fiber-optic cabling is immune to outside interference and crosstalk.
& A, B, and C are incorrect. Thinnet, thicknet, and twisted-pair cabling are susceptible to
outside interference.
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20. M B. The BNC connector is the connector used by 10Base2.
A, C, and D are incorrect. The SC connector is used by fiber optic, the R]J-45 connector is
used by twisted-pair, and the RJ-11 connector is used by the telephone cable.

21. M A. To create a crossover cable, you would switch wire 1 and 2 with wire 3 and 6 on one end
of the cable.

B, C, and D are incorrect. These combinations are not used to create crossover cables.

Access Methods

22. M B. Carrier-sense multiple access with collision detection (CSMA/CD) is the access method
that 100BaseT uses. With CSMA/CD, a host will sense the wire to see if it is free; only if the
wire is free of data will the host send data on the wire.

A, C, and D are incorrect. Baseband is not an access method. CSMA/CA and token
passing are access methods but are not used by 100BaseT.

23. M D. Token Ring uses the token-passing access method. With token passing, a host must
have the token before submitting data on the wire.
A, B, and C are incorrect. Baseband is not an access method, CSMA/CA is used in
AppleTalk networks, and CSMA/CD is used in Ethernet environments.

Network Architectures

24. M D. Ethernet (CSMA/CD) is defined by IEEE 802.3
A, B, and C are incorrect. These architectures are not defined by 802.3, but be aware that
Token Ring is defined by IEEE 802.5.

25. M A. 1000BaseLX uses single-mode fiber-optic cabling.
& B, C, and D are incorrect. 1000BaseSX uses multimode fiber-optic cabling, 1000BaseCX
uses coaxial cabling, and 1000BaseTX uses CAT 5e or above.

26. M C. Following the 5-4-3 rule, you are allowed to have five network segments, joined by four
repeaters, while three of those segments are populated with nodes.
& A, B, and D are all incorrect because they are not the number of populated segments in a
10Base2 network.

27. M E. 10BaseFL uses fiber-optic cabling. Remember to watch the characters at the end of the
architecture name to determine what the cable type is—“FL” is for fiber link.

& A, B, C, and D are incorrect. STP, thinnet, thicknet, and CAT 3 UTP are all cable types
but are not used in 10BaseFL.



28.

Self Test Answers @9

M B. 1000BaseSX uses multimode fiber cabling. Remember that multimode cannot go as far
as single mode, and also the “SX” in the architecture is for “short range”—multimode for short
range, single mode for long range.

X A, C, and D are all incorrect. 1000BaseLX uses single-mode fiber, 1000BaseCX uses
coaxial cable, and 1000BaseTX uses twisted-pair.

Network Operating Systems

29.

30.

31.

32.

33.

M D. Developed from the VMS platform many years ago, Microsoft Windows N'T has grown
into a very popular network operating system with a new and different interface.

A, B, and C are incorrect. The graphical interface and look and feel of the other operating
systems in the Windows family made Windows NT very popular among users and network

administrators. Windows 95 was simply a great enhancement of Windows for Workgroups.
NetWare and UNIX were not based on VMS.

M A. Originally developed at Bell Labs, UNIX is a very popular operating system for powerful
networking and database management. UNIX boasts three key features that make it powerful:
multitasking, multiuser, and networking capabilities.

B, C, and D are incorrect. Windows 95 and NT were developed by Microsoft; NetWare
was developed by Novell.

M A and D. Novell NetWare and Microsoft Windows Server 2003 are NOSs. The major
difference between Windows servers and NetWare is at the server.

& B and C are incorrect. Windows 98 and Windows XP are client operating systems and not
true servers.

M B. Novell’s directory service is known as NDS or eDirectory.

X A, C, and D are incorrect. Active Directory is the name of Microsoft’s directory service,
DNS is the name of a service that performs FQDN-to-IP address name resolution, and
StreetTalk is Banyan’s directory service.

M A. Active Directory is the name of Microsoft’s directory service.

B, C, and D are incorrect. Novell’s directory service is known as NDS, DNS is the name
of a service that performs FQDN-to—IP address name resolution, and StreetTalk is Banyan’s
directory service.
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CERTIFICATION OBJECTIVE 2.01

Network Protocols

NetBEUI

Understanding the concepts of networking protocols is critical to being able to
troubleshoot communication problems in networking environments. This section
will introduce you to four common network protocols found in networking
environments and the difference between routable and nonroutable protocols.

A network protocol is a language that is used by systems that wish to
communicate with one another. If two systems wish to communicate (or talk) with
one another, they need to speak the same language (or protocol). Let’s look at an
example of a communication problem that could occur when two persons who want
to talk are not speaking the same language. Let’s say that you were traveling the
country on your summer vacation and took a pit stop into a fast food restaurant.
When ordering your favorite meal, you would need to ensure that you spoke the
same language as the person taking the order. If you speak English and the waiter
speaks French, you would be giving your order, but the waiter would not be able to
understand you. The same thing will happen on the network when two systems use
two totally different protocols—everyone is talking but no one is communicating.
The first step to networking is making sure that the two systems that are trying to
talk have the same protocol installed.

Four of the major protocols found in networking environments today are

B NetBEUI
B [PX/SPX
B AppleTalk
m TCP/IP

NetBIOS Extended User Interface (NetBEUI) is a transport protocol developed by
[BM but adopted by Microsoft for use in earlier versions of Windows and DOS.
NetBEUI commonly was found in smaller networks due to the fact that it is a
nonroutable protocol. A nonroutable protocol is a protocol that sends data, but the
data is unable to cross a router to reach other networks; communication is limited
to the local LAN only. The fact that NetBEUI is a nonroutable protocol has limited
the use of NetBEUI on networks today dramatically.
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NetBEUI was first implemented with
ercam LAN Manager networks and became popular

Datch in smaller Microsoft networks back in the
NetBEUI is a nonroutable Windows 3.11, Windows 95, and Windows 98
protocol built by IBM but was popular days. NetBEUI is an extremely efficient and
with earlier versions of Microsoft peer-to- simple protocol with little overhead because of
peer networks. its inability to route packets. One of the major

Al
CertCam 2-1

advantages of NetBEUI is that it is extremely

simple to install and configure. There is minimal
configuration required to allow the protocol to work—you install it, specify a unique
computer name, and it works! Exercise 2-1 demonstrates how to install NetBEUI on

a Windows 2000 system.

Be sure to take a look at Exercise 2-1 in the LabBook.pdf that is found on the
CD-ROM or watch the CertCam training video found on the CD.

What Is NetBIOS?

NetBEUI has a close friend, NetBIOS (short for Network Basic Input/Output
System), with which it works closely when communicating with systems on the
network. NetBIOS is an application programming interface (API) that is used

to make network calls to remote systems. When you install NetBEUI, it includes
the NetBIOS protocol, and NetBEUI relies on NetBIOS for session management
functionality. Also, NetBIOS is nonroutable but may be installed with other
routable protocols such as IPX/SPX or TCP/IP to allow NetBIOS traffic to travel

across networks. NetBIOS has two communication modes:

B Session mode s used for connection-oriented communication in which
NetBIOS would be responsible for establishing a session with the target
system, monitoring the session to detect any errors in transmission, and then
recovering from those errors by retransmitting any data that went missing or
was corrupt.

B Datagram mode Is used for connectionless communication in which a
session is not needed. Datagram mode also is used for any broadcast by
NetBIOS. Datagram mode does not support error detection and correction
services, which are therefore the responsibility of the application using

NetBIOS.
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Now that you understand a little bit about NetBIOS, here is a list of facts about
NetBIOS and NetBEULI:

B NetBIOS is a session protocol, whereas NetBEUI is a transport protocol
(more on session and transport later in this chapter, when you learn about the

OSI model).
B NetBIOS is used by other protocols as well, such as TCP/IP.

B Since NetBIOS is not a transport protocol, it does not directly support
routing but depends on one of three transport protocols—TCP/IP, IPX/SPX,
or NetBEUI—to do this.

B NetBIOS uses NetBIOS names as a method of identifying systems on
the network. A NetBIOS name, also known as a computer name, can be
a maximum of 16 bytes long—15 bytes for the name and 1 byte for the
NetBIOS name suffix (a code at the end of the name representing the service
running). The NetBIOS computer name must be unique on the LAN.

IPX/SPX

Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX) is a protocol suite
(which means there are many protocols in one) that was developed by Novell and
was very popular on older NetWare networks. However, newer versions of NetWare
(NetWare 5.x and above) have moved away from it and are using TCP/IP as the
preferred protocol. Microsoft refers to IPX/SPX as NWLink (NetWare Link).
The IPX protocol of the IPX/SPX
protocol suite is responsible for the routing of
information across the network. IPX/SPX is a
Match routable protocol, so its addressing scheme must
IPXISPX is a routable be able to identify each system on the network
protocol that was built by Novell and and the network it exists on. The network
used in older versions of NetWare. administrator assigns each network a network
ID. An IPX network ID is an eight-character
hexadecimal value—for example, OBADBEEE
A complete IPX address is made up of the network 1D, a period (.), and then
the six-byte MAC address of the network card (a unique address burned into the
network card) in the system. For example, the computer [ am sitting at right now has
a MAC address of 00-90-4B-4C-C1-59. If my system were connected to network 1D




FIGURE 2-1

Configuring the
IPX/SPX protocol
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OBADBEEEF, then my IPX network address would be OBADBEEE00904B4CC159.
The fact that the MAC address is used in the address means that there is no need to
have it resolved when communication occurs—which will make the protocol more
efficient than other protocols such as TCP/IP, which does require the IP address to
be resolved to a MAC address.

[PX/SPX is not as easy to configure as NetBEUIL. When doing an IPX installation,
you will need to be familiar with configuration issues such as the network number
and frame type (shown in Figure 2-1).

B Network number Is the number assigned to the Novell network segment.
It is a hexadecimal value, eight digits maximum.

B Frame type Is the format of the packet that is used by the network. It is
important to make sure that all systems on the network are configured for the
same frame type. For example, if I wish want to connect to SERVERI, which
uses the frame type of 802.2, then [ would need to ensure that my frame
type was set to 802.2—otherwise, | would not be able to communicate with
SERVERI. The four major frame types are 802.2, 802.3, ETHERNET_SNAP,
and ETHERNET_II.

Nwlink IPX/5PX/NetBl0S Compatible Transport Prot... [EI E3

00000000




76 Chapter 2:

on the

Qob

AppleTalk

Network Protocols and Standards

The Microsoft operating systems default to an auto setting on the frame type,
which allows the IPX/SPX protocol to “sense” the frame type being used on the
network and configure itself for that frame type. This has made the configuration
of IPX/SPX much easier during the past few years.

If you are working on a network where there are multiple frame types
configured, such as 802.2 and 802.3, the clients that are configured to
autodetect the frame type will configure themselves for 802.2, because it is
the default frame type.

While IPX is responsible for the routing of packets, it is also a connectionless,
unreliable transport. Unreliable means IPX packets are sent to a destination without
requiring the destination to acknowledge receiving those packets. Connectionless
means that no session is established between sender and receiver before transmitting
data. SPX is the protocol in the IPX/SPX protocol suite that is responsible for
reliable delivery. SPX is a connection-oriented protocol that will ensure that packets
that are not received at the destination are retransmitted on the wire.

To install IPX/SPX in Windows, you will go to your Local Area Connection
properties and then choose the Install button. When shown a list of components to
install, you then select Protocol and then click Add to add a protocol. When shown
the list of protocols, you then select the NWLink IPX/SPX entry and click OK. To
configure the network number and frame type, go to the properties of NWLink.
Exercise 2-2 demonstrates the steps needed to install and configure IPX/SPX on a
Windows 2000 system.

Be sure to take a look at Exercise 2-2 in the LabBook.pdf file that is found on
the CD-ROM for this book.

AppleTalk is a routable protocol that is used primarily in Macintosh environments
to connect multiple systems together in a network environment. AppleTalk was
implemented in two phases, known as phase 1 and phase 2, with the second phase
being more popular today:

M Phase 1 Was designed for small workgroup environments and therefore
supports a much smaller number of nodes on the network. Phase 1 supports
nonextended networks; each network segment is allowed to be assigned only
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a single network number, and only one zone is allowed in a nonextended
network. A zone is a logical grouping of nodes—the network administrator
will assign nodes to a particular zone.

B Phase 2 Was designed for larger networks and supports more than 200 hosts
on the network. Phase 2 supports extended
networks, thereby allowing one network

segment to be assigned multiple network

Jatch numbers and allowing for multiple zones on that
For the exam, be aware

A T e Y e network segment. Each node is part of a single

zone on an extended network.

TCPI/IP

Transmission Control Protocol/Internet Protocol (TCP/IP) is the most common
protocol used today. A routable protocol, TCP/IP is the protocol on which the
Internet is built. TCP/IP is very robust and commonly is associated with UNIX and
Linux systems.

TCP/IP originally was designed in the 1970s to be used by the Defense Advanced
Research Projects Agency (DARPA) and the U.S. Department of Defense (DOD)
to connect dissimilar systems across the country. This design required the capability
to cope with unstable network conditions. Therefore, the design of TCP/IP included
the capability to reroute packets.

One of the major advantages of TCP/IP
was the fact that it could be used to connect
heterogeneous (dissimilar) environments
You’ll also need to know together, which is why it has become the
that TCPIIP is a routable protocol. protocol of the Internet—but what are its
drawbacks? TCP/IP has two major drawbacks:

Match

B Configuration TCP/IP is a protocol that requires configuration, and to
administer it, you need to be familiar with IP addresses, subnet masks, and
default gateways—not complicated topics once you are familiar with them,
but there is a bit of a learning curve compared to installing NetBEUI.

B Security Because of the open design of TCP/IP, it has become a very

insecure protocol. If security is of concern, you need to make certain that you
implement additional technologies to secure the network traffic or systems
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running TCP/IP. For example, if you want to
m ensure that other individuals cannot read the
Match data sent to your web server, you would SSL

The Network+ exam enable the web site—which would encrypt
focuses on TCP/IP as the core protocol.

Note that Chapters 4, 5, and 6 of this
book go into more detail on TCP/IP—

traffic between a client and your web server. You
will be introduced to more on network security

in Chapter 12, but be aware that security

please be sure to spend a lot of time with could be an issue for TCP/IP if not handled

those chapters to prepare for the exam. appropriately.

Routable vs. Nonroutable Protocols

We have discussed each of the four major protocols, and you have learned that
NetBEUI is a nonroutable protocol, whereas IPX/SPX, AppleTalk, and TCP/IP are
routable protocols. What exactly is a routable protocol? A routable protocol is a
protocol whose packets may leave your network, pass through your router, and be
delivered to a remote network, as shown in Figure 2-2.

A nonroutable protocol is a protocol that does not have the capability to cross a
router to be sent from one network to another network. This is due to the fact that

FIGURE 2-2 A routable protocol sending data through a router
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TCPIIP, IPXISPX, and

AppleTalk are all examples of routable
protocols, while NetBEUI is a nonroutable
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the protocol is designed as a simple protocol
and does not accommodate addressing patterns
in the packets that give knowledge of multiple
networks. For example, NetBEUI uses NetBIOS
names as a method to send data back and

forth, but a NETBIOS name does not identify
“what network” the destination system exists
on, whereas TCP/IP and IPX/SPX both have a

network ID portion to their addressing schemes

that identify “what network” the destination system exists on.
When a nonroutable packet reaches the router, the router discards it, as shown
in Figure 2-3, because there is no routing information in the packet such as a layer-3

destination address.

CERTIFICATION OBJECTIVE 2.02

The OSI Model

In 1984, the International Organization for Standardization (ISO) defined a

standard, or set of rules, for manufacturers of networking components that would
allow these networking components to communicate in dissimilar environments.
This standard is known as the Open Systems Interconnect (OSI) model and is a
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model made up of seven layers. Each layer of the OSI model is responsible for a
specific function or task within the stages of network communication. The seven
layers of the OSI model, from highest to lowest, are application, presentation,
session, transport, network, data link, and physical. Network communication starts
at the application layer of the OSI model (on the sending system) and works its way
down through the layers to the physical layer. The information then passes along
the communication medium to the receiving computer, which works its way back
up the layers starting at the physical layer. Figure 2-4 shows an example of packets
being transmitted down through the OSI layers of the sending computer, across the
medium, and back up the OSI layers on the receiving computer. Be sure to refer to
this figure frequently when going through this section.

Each layer of the OSI model is responsible for certain functions within the
process of sending data from one system to another. Each layer is responsible for
communicating with the layers immediately above it and below it. For example,
the presentation layer will receive information from the application layer, format
it appropriately, and then pass it to the session layer. As another example, the
presentation layer will never deal directly with the network or data link layers.

Application Application
A
Presentation Presentation
Session Session
Transport Transport
Network Network
Data Link Data Link
Physical Physical
v

v
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Let’s look at the layers from the point of view
of two computers that will send data between
each other: COMPUTERI and SERVER1
are going to exchange data on the network.
COMPUTERI will be known as the sending
computer, and SERVER1 will be known as the

receiving computer, as shown in Figure 2-5.

The data exchange starts with COMPUTERT1 sending a request to SERVERT. It

is important to notice as you progress through the layers that whatever function is
performed at a layer on the sending system must be undone at the exact layer on
the receiving system. For example, if the presentation layer compresses the data on
the sending system, the presentation layer will decompress the data on the receiving
system before passing the data up to the application layer.

Layer 7:The Application Layer

The application layer running on the sending system (COMPUTERU1) is responsible
for the actual request to be made. This could be any type of networking request—a
web request using a web browser (HTTP), an e-mail delivery request using SMTP,

m Identifying the function of each layer of the OSI model

Computerl

Application e—1— Initiates request (example: HTTP) Application
Presentation @—+— Formats data; enacts compression, encryption Presentation
Session  @—— Establishes and manages session Session

Transport
Transport e—— Breaks data into packets; ensures delivery
Network
Network e—+— Logical addressing, routing, and
delivery of packets Data Link
Data Link  @+— Physical addressing (MAC), converts Physical
packets to signals ysica
Physical ~ e—4— Places signal on the wire

Serverl
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or a file system request using the network client redirector software. On the
receiving system, the application layer would be responsible for passing the request
to the appropriate application or service on that system. In our example, we will
assume that you are sitting at COMPUTERI1 and you have typed the address of
SERVERI into your web browser to create an HTTP request.

Layer 6:The Presentation Layer

After the request is made, the application layer passes the data down to the
presentation layer, where it is to be formatted so that the data (or request) can be
interpreted by the receiving system. When the presentation layer receives data
from the application layer to be sent over the network, it makes sure that the data
is in the proper format—if it is not, the presentation layer converts the data. On
the receiving system, when the presentation layer receives network data from the
session layer, it makes sure that the data is in the proper format and once again
converts it if it is not.

Formatting functions that could occur at the presentation layer could be
compression, encryption, and ensuring that the character code set can be interpreted
on the other side. For example, if we choose to compress our data from the
application that we are using, the application layer will pass that request to the
presentation layer, but it will be the presentation layer that does the compression.
Now, at some point, this data must be decompressed so that it can be read. When
the data reaches the presentation layer of the receiving computer, it will decompress
the data and pass the data up to the application layer.

Layer 5:The Session Layer

The session layer manages the dialog between computers. It does this by establishing,
managing, and terminating communications between two computers. When a
session is established, three distinct phases are involved. In the establishment phase,
the requestor initiates the service and the rules for communication between the two
systems. These rules could include such things as who transmits and when, as well as
how much data can be sent at a time. Both systems must agree on the rules; the rules
are like the etiquette of the conversation. Once the rules are established, the data
transfer phase begins. Both sides know how to talk to each other, the most efficient
methods to use, and how to detect errors, all because of the rules defined in the first
phase. Finally, termination occurs when the session is complete, and communication
ends in an orderly fashion.



The OSI Model 83

In our example, COMPUTERTI creates a session with SERVERT at this point, and
they agree on the rules of the conversation.

Layer 4:The Transport Layer

Datch

transport protocol responsible for reliable
delivery, whereas UDP is an example

of a transport protocol responsible for
unreliable delivery.

The transport layer handles transport functions such as reliable and unreliable
delivery of the data. For reliable transport protocols, the transport layer works hard
to ensure reliable delivery of data to its destinations. On the sending system, the
transport layer is responsible for breaking the data into smaller packets, so that if
retransmission is required, only the packets missing will be sent. Missing packets are
determined by the fact that the transport layer receives acknowledgments (ACKs)
from the remote system, when the remote system receives the packets. At the
receiving system, the transport layer will be responsible for opening all of the packets
and reconstructing the original message.

Another function of the transport layer is segment sequencing. Sequencing is a
connection-oriented service that takes segments that are received out of order and
resequences them in the right order. For example, if I send you five packets and
you receive the packets in this order (by their sequence number): 3, 1, 4, 2, 5, the
transport layer will read the sequence numbers and assemble them in the correct
order.

The transport layer also enables the option
ée.am of specifying a “service address” for the services

or application on the source and destination
computers to specify what application the
request came from and what application the
request is headed for. All modern operating
systems run many programs at once, and each
program has a unique service address. Service

TCP is an example of a

addresses that are well defined (by networking
standards, for example) are called well-known
addresses. Service addresses also are called sockets or ports by protocols such as
TCP/IP.

At this point in our example, the request is broken into packets in preparation
for being delivered across the network, and transport layer information (such as the
transport protocol being used and any additional transport information) is appended
to the request. In this example, because we are dealing with a TCP/IP application,
the source port and destination port are added.
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Connection-Oriented
Communication

Connection-oriented communication ensures
reliable delivery of data from the sender to
the receiver. Connection-oriented services
must ensure that data is sent reliably across
the network. When establishing these ser-
vices, the protocol must perform some sort

of handshaking function. Handshaking takes
place at the beginning of a communication
session. During handshaking, the two com-
puters determine the rules for communica-
tion, such as transmission speed and which
ports to use. Handshaking also determines
the proper way to terminate the session when
finished. This ensures that communication
ends in an orderly manner.

A session is a reliable dialog between two
computers. Because connection-oriented
services can provide reliable communica-
tion, they are used when two computers need
to communicate in a session. Sessions are

maintained until the two computers decide
that they are finished communicating. A
session is just like a telephone call. You set
up a telephone call by dialing (handshaking),
speak to the other person (exchange data),
say “Goodbye,” and hang up when finished.

Connectionless Communication

Connectionless communication is a form of
communication in which the sending system
does not “introduce” itself—it just fires the
data off. Also, the destination computer does
not notify the source when the informa-

tion is received. This type of communica-
tion can be unreliable because there is no
notification to guarantee delivery. Connec-
tionless communication can be faster than
connection-oriented communication because
the overhead of managing the session is not
there, and after the information is sent, there
is no second step to ensure proper receipt of
information.

Layer 3:The Network Layer

The network layer is responsible for managing logical addressing information in the
packets and the delivery, or routing, of those packets by using information stored in
a routing table. The routing table is a list of available destinations that are stored in
memory on the routers (more on routing in Chapter 5).

The network layer is responsible for working with logical addresses. The logical
addresses are address types that are used to uniquely identify a system on the
network, but at the same time identify the network that system resides on. This is
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unlike a MAC address (the physical address burned into the network card), because
a MAC address just gives the system a unique address and does not specify or imply
what network the system lives on. The logical address is used by network-layer
protocols to deliver the packets to the correct network.

Match
An example of a logical

address is an IP address, which might take
the form of 192.168.3.24. An IP address is
also known as a layer-3 address.

Layer 2:The Data Link Layer

In our example, the request is coming from a
web browser and destined for a web server, both
of which are applications that run on TCP/IP.
At this point, the network layer will add the
source address (the IP address of the sending
system) and the destination address (the IP
address of the destination system) to the packet
so that the receiving system will know where
the packet came from.

The data link layer is responsible for converting the data from a packet to a pattern
of electrical bit signals that will be used to send the data across the communication
medium. On the receiving system, the electrical signals will be converted to packets
by the data link layer and then passed up to the network layer for further processing.
The data link layer is divided into two sublayers:

B Logical link control (LLC)

functions.

[s responsible for error correction and control

B Media access control (MAC) Determines the physical addressing of the
hosts. It also determines how the host places traffic on the medium, for

example CSMA/CD versus Token Passing.

The MAC sublayer maintains physical device addresses (commonly referred to
as MAC addresses) for communicating with other devices on the network. These
physical addresses are burned into the network cards and constitute the low-level
address used to determine the source and destination of network traffic.

Jatch

An example of a MAC
address is 00-02-3F-6B-25-13, which is
also known as a layer-2 address.

In our example, once the sending system’s
network layer appends the IP address
information, the data link layer will append
the MAC address information for the sending
and receiving systems. This layer will also
prepare the data for the wire by converting the



86 Chapter 2: Network Protocols and Standards

packets to binary signals. On the receiving system, the data link layer will convert
the signals passed to it by the physical layer to data and then pass the packets to the
network layer for further processing.

Layer |:The Physical Layer

The bottom layer of the OSI hierarchy is concerned only with moving bits of data
onto and off the network medium.

This includes the physical topology (or structure) of the network, the electrical
and physical aspects of the medium used, and encoding and timing of bit
transmission and reception.

In our example, once the network layer has appended the logical addresses and
passed the data to the data link layer where the MAC addresses have been appended
and the data was converted to electrical signals, the data is then passed to the
physical layer so that it can be released on the communication medium. On the
receiving system, the physical layer will pick the data up off the wire and pass it to
the data link layer, where it will ensure that the signal is destined for that system by
reading the destination MAC address.

Now that you have been introduced to the seven-layer OSI model, look at an

y exercise to put your newfound knowledge to the test.
*# Be sure to take a look at Exercise 2-3 in the LabBook.pdf file that is found on

the CD-ROM for this book.

Protocols and the OSI Layers

Different protocols work at different levels of the OSI model. Here, we look at a few
of the main protocols for this exam, apply them to the OSI model, and see how they
fit in the OSI model’s seven layers. For more information on protocols and services

check out Chapter 4.

IPX

IPX is an extremely fast, streamlined protocol that is not connection oriented. IPX
was once fairly common because of its widespread use on Novell NetWare. IPX is
a routable protocol that is located at the network layer of the OSI model. Because
it is also an unreliable connectionless transport, IPX also applies to layer 4—the
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transport layer. Remember, unreliable means

eam data is sent without acknowledgment
of receipt, and connectionless means that a

Watch S . o
Although IPX runs at layer session is not established before transmitting.
3 (network layer) and layer 4 (transport IPX is capable of being run over both Ethernet
layer), the Network+ exam places it at and Token Ring networks using the appropriate
layer 3. network interface card (NIC). For a number
of years, IPX over Ethernet was the default

Jatch

protocol and is responsible for logical
addressing—as a result, an IP address is
referred to as a layer-3 address.

use of NICs.

SPX

Sequenced Packet Exchange (SPX) is a transport protocol used by IPX for
connection-oriented communication. It is responsible for breaking the message
into manageable packets and ensuring the data reaches the destination. SPX is the
equivalent to TCP but for the IPX/SPX protocol suite. Because SPX runs at the
transport layer, it is considered a layer-4 protocol.

IP

The Internet Protocol (IP) in the TCP/IP protocol suite performs the same routing
functions that IPX does for the IPX/SPX protocol suite. IP is responsible for the logical
addressing and routing of messages across the network. IP does not ensure the delivery
of the packets; that is the responsibility of higher-layer protocols, such as TCP.

The logical address that IP uses is known as an IP address and looks similar to
192.168.3.200—which is different from the physical address (MAC address), which
looks like 00-02-3F-6B-25-13. The logical address is responsible for identifying the
network the system resides on along with an address of the system, whereas a MAC
address is very flat and identifies only the physical system on the LAN—not “where’
the system resides.

il

IP is fully capable of running over either

m Token Ring or Ethernet networks, as long as an
appropriate NIC is used. IP over Ethernet is the

most common implementation in networking
today, because Ethernet is much less expensive
than Token Ring and because TCP/IP is used

widely on the Internet.

IP is a network-layer
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transport layer of the OSI model and are
therefore considered layer-4 protocols.

Network Protocols and Standards

TCP

The Transmission Control Protocol (TCP) is a transport-layer protocol that is
responsible for breaking the data into manageable packets and ensuring that the
packets reach their destination. TCP is considered a connection-oriented protocol,
which means that it relies on a session being first established. This is different from
a connectionless communication, which just sends the data out and if it reaches the
destination, great; if not, no big deal. With connection-oriented protocols, a session
is established through introductions. (“Hi, I'm Glen Clarke. Nice to meet you, I am
going to send you some data.”) Connection-oriented protocols will monitor that
session to ensure that the packets have reached their destination.

UDP

The User Datagram Protocol (UDP) is part of the TCP/IP protocol suite and is
the brother of TCP. When you send data on a TCP/IP network and if you need a
connection-oriented conversation, you have
learned you would use the TCP protocol. But
what protocol do we use if we want to have a
connectionless conversation? UDP. Both TCP
and UDP are layer-4 protocols. IP is used to
deliver both types of data, but TCP and UDP

determine whether it is connection oriented

TCP and UDP run at the

or not.

NFS

The Network File System (NFES) is a protocol for file sharing that enables a user
to use network disks as though they were connected to the local machine. NFS
was created by Sun Microsystems for use on Solaris, Sun’s version of UNIX. NFS
is still used frequently in the UNIX and Linux worlds and is available for use with
nearly all operating systems. NES is a protocol that is used universally by the UNIX
community. Vendor and third-party software products enable other operating
systems to use NFES. It has gained acceptance with many companies and can be
added to nearly any operating system. In addition to file sharing, NFS enables you
to share printers. NFS is located in the application layer of the OSI model and is
considered a member of the TCP/IP protocol suite. The primary reason to use the
NES protocol is to access resources located on a UNIX server or to share resources
with someone working on a UNIX workstation.
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SMB and Novell NCP
Microsoft’s Server Message Block (SMB) and Novell’s NetWare Core Protocol

(NCP) are protocols that are implemented in redirectors. A redirector is software that
intercepts requests, formats them according to the protocol in use, and passes the
message to a lower-level protocol for delivery. Redirectors also intercept incoming
messages, process the instructions, and pass them to the correct upper-level
application for additional processing.

SMB and NCP are used primarily for file and printer sharing in Microsoft and
Novell networks, respectively, and are considered application-layer protocols.

SMTP
The Simple Mail Transport Protocol (SMTP) is the protocol that defines the

structure of Internet mail messages. SMTP uses
e am a well-defined syntax for transferring messages.

Tatch An SMTP session includes initializing the
SMTP is the protocol for SMTP connection, sending the destination
sending e-mail on the Internet and is an e-mail address, sending the source e-mail
application-layer protocol. address, sending the subject, and sending the
body of the e-mail message.

FTP and TFTP

The File Transfer Protocol (FTP) is a standardized method of transferring files
between two machines. FTP is a connection-oriented protocol, which means that
the protocol verifies that packets successfully reach their destinations.

The Trivial File Transfer Protocol (TFTP) has the same purpose and function as
FTP, except that it is not a connection-oriented protocol and does not verify that
packets reach their destinations. By not verifying that data has been successfully
transferred to its destination and therefore requiring less overhead to establish
and maintain a connection, TFTP is able to operate faster than FTP. TFTP has no
authentication mechanism, whereas FTP can require a username and password.

DECnet

DECnet is a proprietary protocol developed by the Digital Equipment Corporation
for use primarily in WANSs. You can run DECnet on an Ethernet network, but it is
done infrequently. DECnet is a routable protocol.



90 Chapter 2:

Network Protocols and Standards

DLC
wedal TCPIIP, IPXISPX, Data Link Control (DLC) is not a common
AppleTalk, and DECnet are routable protocol. DLC, a nonroutable protocol, was
protocols; NetBEUI and DLC are not. sometimes used to connect Windows NT servers
to printers.

EXERCISE 2-4

Viewing Protocol Information with Network Monitor

A user typing

a credit card
number into an
insecure web site

In this exercise, you will install a network-monitoring tool known as Network
Monitor that comes with Windows servers, and you will look at network traffic that
was captured previously in a file. The example is that a user has filled a credit card
number into a web site and you have captured the traffic. Your end goal is to find the
credit card number in the packet. Figure 2-6 shows the user filling in the credit card
number on a web page.

3 hitp://192.168.1.3/ - Microsoft Intemet E xplorer

Fle Edit View Favoites Tools Help |
Elack - = - @D [ 4| Qcach Glaveies Bllision | By S [0 - H
| Address | &) htp.//192.168.1.3/ | @60 |JLrI<s =

Glen's Cool Online Store

Enter Credit Card Number: |3878
I
B

Note: This site 15 just for test purposes, don't actually type your real credit card number.

] Dane [ [@ et
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Let’s start the exercise by installing the Network Monitor software on your
system. These steps were written for Windows 2000 Server but are very similar to

those used for Windows Server 2003.

Installing Network Monitor on aWindows Server

I. Go to Start | Control Panel | Add/Remove Programs.

2. In the Add/Remove Programs dialog box, choose the Add/Remove Windows
Components on the left side, as shown in the accompanying illustration.

kg Add/Remove Programs =] B3

Currently installed programs: Sork by:l Mame -I

Adobe Acrobat 4.0

e for support information,

Las & 4 =

m or remove it from your computer,

ﬁ Adobe Download Manager 2.0 (Remove Only)

i Fullshot v7

m Kazaa Lite w2.4.0 [K++ Edition] Size 4, 94MEB
q Microsoft OFfice 2000 SR-1 Premium Size 375ME
-3 M3M Messenger 6,2 Size: 5.85MB
@ Mero - Burning Rom {wWeb installer)

G RealPlaysr Size 32.6MB
ﬁ Remate Desktop Connection Size: 1.05MB
“@ Skuart Little 2 PC Size 90,3MB

=

Close |

3. In the Windows Components Wizard, scroll down to find Management and
Monitoring Tools. As shown in the accompanying illustration, highlight
Management and Monitoring Tools and choose Details.
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Window mpon

Windows Componcnts
*fou can add or remove components of Windows 2000,

¥ &P Indesang Service

nternet Information Services [I1S]
N . 0
] = Mes
1 29 Metwnrkina Services

zage Queuing Services

4. In the Management and Monitoring Tools dialog box, check the Network
Monitor Tools check box (shown in the accompanying illustration).

Management and Monitoring Tos

1 2 Connection Manager Components

Simple Metwork Management Protocol

5. Choose OK. You may be asked for the Windows Server CD.
6. When the file copy is complete, choose Finish.
7. Click Close.

8. Close the Control Panel.
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Viewing Packet Data with Network Monitor

9. To start Network Monitor, go to Start | Programs | Administrative Tools |
Network Monitor.

= Dmﬁmmsm

ok Disrbuted Fila System

0. When you start Network Monitor, it may ask you to select a network (which
means choosing your network card). Select the network card on the left that
shows a dial-up adapter on the right as being false (shown next). This will
be your network card, as opposed to the modem on the system. We want to
capture traffic from this network card eventually.

Select a network | =]
[=- Local Lomputer | Blobtag | Walue | | ok I
ETHERMET, NDIS NPF, D00OC713ED; | IDdC TAUC
FTHERNFT. NDIS NPP.DARRZNS2411 | IESH IHUE Cancal I
IRTC TRUE
155 TRUE
Pt TRUE L’
ClaszD {42585260-806F-11CE-B59F-0..
FAl SF
MacAddres. 0000C71IC020
Hame MHUIS HFH
Curenthddress  O00ECT13ER22
Flags 16400 ¥
4 | = [ | _ﬂJ
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I'l. Once the network card has been selected, you should have Network Monitor
on the screen in front of you. You want to view network traffic that was
captured previously, so choose File | Open.

12. In the Open dialog box, open the HTTPTraffic.cap file located in the
LabFiles\ PacketCaptures folder.

13. The contents of the packet capture are displayed. Notice that there are
24 frames (numbers listed down the left) captured and that frame 16 is the
actual HTTP Post Request (seen next), which is the form’s information
posted to the server. This is the phase where the credit card number was
submitted. We will use frame 16 as our learning tool to view network traffic.

Microeoft Metwork Monitor - [D:M abFiles\PacketCaptures\HTTP Traffic.cap {(Summary])]

&# Flle Edt Display Tools Options Wwindow Help || 9|
8| REER +[t] vl sl 5 2|
Frame I Time i Src MAC Addr I D=t HAC Addr I Protocol | Description Src Other
T 4_ 255992 00045ADZ21FS  *BROADCAST SHMP SHMPvl; community = public; SNMPvwl Trap; Le... 192.183.1
z 4.736669 00045ADZ21F9  *BROADCAST SHMP SHMPvl; community = public; SNMPvl Trap; Le... 192 163.1
3 4.756637 00045ADZS1FS  *EBROADCAST SHHMP SHMPvl; communicy = public; SNHMPvl Trap; Le... 13Z2.165.1
4 4836210 00045ADZ81F9 *BROADCAST SHMP SHMPvl; community = public; SNMPvwl Trap; Le... 192.163.1
5 4_836535 00045ADZ51FS *EBROADCAST SHIMFP SNIMPVL; communicy = public; SNMPvl Trap; Le... 132.165.1
6 4._836535 0004 5ADES1IFS  *EBROADCAST SMITP SNIMPwl, vumwuniby - public, SNMPwl Trap, Le. .. 132.165.1
7 4.927021 00041EADZ21FS *ENOADCAET SHMI ENMIvl; community — public; SHMDwvl Trop; Le. .. 19z.162.1
e &.102801 COMDPAQLZERZE2 XEROX 000000 TCP ----%., lan: 0, sag:Z2401875132-Z840187E1. .. 19z.1e2.1
a A 1NRANT HRROY NONONN CAMPAQIRARRFR  TrP A B len- M, =erq- 13377NE7IZ-1337TNE79 197 1RR 1
1in 6108601 COMPAQL3EBZS XEROX 0QOODOD TCP Ao, lem: 0, seq:Z2840187514-284018751... 19Z._168.1
11 6.108601 COMPAQL3EBZS XEROX 0QO0ODOOD HTTP GET Request {from client using port 3556} 19Z_168.1
1z 6.118615 XEROX 000000 COMPAQLIEBZ8 HTTP Besponse (to cliemt using port 3556} 19Z.168.1
1z 6.258812 COMPAQL3EBZS XEROX 000000 TCP SRR L 0, seq:Z840187870-284018787... 19Z.168.1
14 7.841040 WINZOOO *BROADCAST Erowser Host Anmouncement [0x01] WINZOOO WINZOOO
15 9_233000 00045ADZ21F9 *BROADCAST SHMP SHMPvl; community = public; SNMPvl Trap; Le... 192.163.1
& L: W1NZUUU L uuuuuu PUST st m client ny por WLNZUUU

17 13.65%232 XEROX 000000 WINZOOO HITP y Response (Co client using port 3556]) 132.168.1

10 12.762207 WINZOO0O KEROX 000000 TCP ALl ., lenm: 0, =seq:Z040100250 Z04010025... WINZO00O
12 14.Z2400E0 OO04EADZ21FS *ENOADCAET EHMI ENMIPvl; community — public; SNMIwvl Traop; Le. .. 19z.1le2.1
z0 12.227026 O0004SADZ2LIFS *EBROADCAST SHMD SHNMPwl; community = public; SHNMPvl Trap; La... 1az. leg2.1
21 2Z.000%77 WINZOOO 00045ADZELFS  TCP ...R... len: 0. seq:Z830669805-2830669580. .. WINZOOO
2z 2Z.000%77 WINZO0OO HEROX 000000 TCP o Rl len: 0. seq:Z2840188350-284018835. .. WINZOOO
23 24_2341ZF 00045ADZE1F® *EBROADCAST SNHMP SHMPvl; community = public; SNMPvl Trap; Le... 192.163.1
24 0.000000  XEROX 000000 XEROX 000000 STATS Humber of Frames Captured = 23

L

| ¥
HTTP Protocol Packet Summary P2 1624 OFF: 54 (x36) L: 480 (x1E0)
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4. Double-click frame 16 to view the details of the traffic (shown in the
accompanying illustration).

Microsoft Network Monitor - [D:\Book Images\LabFiles\PacketCaptures\HT TPTraffic.cap [Summary]]

T Filk Felit Display Tk Mplinns Windws  Help =& x|
i | i |33ELE|_||_|_1__I +|1| |7 Mlﬁilﬂ‘i_flﬂ

Src Uuh:l

WINZOO0O|

Protocol | Description

FOST Request (from Cl

LOCAL ient using porc 3555)

17 13.653%232 KEROX 000000 LOCAL

HITP Bespunse (Lo clienl using pusl 35563 13z.168.]
10 12.762307 LOCAL MHEROK 000000 TCP i Sp— 1 - 0, =s=q:2040100350 Z04010025... WINZO00O
19 14.2400E0 OO0041EADZE21FS *ENOADCAST SHMI ENMIvl; community — public; SNMIwl Trap; Lo... 19z.162
zo 15.232702¢ O0004SADZ21FS *EROADCAST SHMD SENMPrl; community = public; SHMPvl Trap; La... 19z.1e2
21 77 NNN977 TLACAT NAN4SANZRIFS TP B, len- N, =eq- ZRAANARIANE-FRINARIAN WTMZANN
< | ;I_‘
pFrame: Base frame properties _"

SPETHEHMNET: ETYME = UxUSUU : Protocol = LF: DUD Internet Frotocol
wIP. Il - 0x885D, PruLu - TCP, Len. 520
ZhTCD: : 3 222E0, aclh:122770E282, win:lEé920, sro: 2EEE  dst: 20

L Bl

00000000 00 00 00 OO0 OO0 00 00 08 C7 13 EE Z8 08 00 45 00 ......_ ﬂ"—!ﬁ{u.E. ﬂ
UUUUUULU  UZ Ug 88 50 4U UU BU Ut KD 36 LU A8 UL UE LU A% SOe] . L4ph L{,WLL

000000Z0 01 O3 O E4 00 S50 A3 43 D3 DE 4F EB CS 3B S50 18 a
00000020
nnnnnnan
00000050
00000060
00000070
00000020
(ELEITR AT

000000AD 7 5 4 70 = I L, & i
K| _'l—l
[T TP Frolocol Packel Summay PR 16/24 [0 5apeds) [ 480 D)

I5. The window is divided into three panes; the top pane is the summary pane
listing all the frames, the middle pane is the detail pane showing your packet
details, and the bottom pane is showing the hex data for that frame. Ensure
that frame 16 is still selected in the summary pane so that you can investigate
your packet.

16. In the detail pane (middle part of the screen), double-click Ethernet, which
will expand the Ethernet section showing you the source and destination
(shown in the accompanying illustration) Ethernet addresses or MAC
addresses.
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Microsoft Network Monitor - [D:\Book Images\LabFiles\PacketCaptures\HT TPTraffic.cap [Detail]]

&3 File  Felit Misplay  Tonds  MNpinns Windw Help 1=l x|
v = — = v ; .y

=3 (=] 8| [EEEQl +1t] Yl sl o] 2|

T e | 82c mac aaac [pse mac adac [ Pretocel | Dezcriprion | 5 oensl
15 13.5643215 LOCAL KEROX 000000 HITP POST Request (from clienct using porc 3555) WINZOOO
17 13.659232 WEROK 000000 LOCAL HTTP Bespunse {(Lu clienl using purl 3556} 13,1681
10 12.762307 LOCAL MEROK 000000 TCP i Sp— 1 - 0, =s=q:2040100350 Z04010025... WINZO00O
19 14.2400E0 OO0041EADZE21FS *ENOADCAST EHMI ENMIvl; community — public; SNMIwl Trap; Lo... 19z.162
zo 15.232702¢ O0004SADZ21FS *EROADCAST SHMD SENMPrl; community = public; SHMPvl Trap; La... 19z.1e2
21 77 NNN977 TLACAT NAN4SANZRIFS TP B, len- N, =eq- FRAANARIANE-FRINARIAN WTMZANN
al | ;IJ
pFrans: Base frame properties _‘I

SETHEPNET: EITYFE = UxUBUU @ Protocol = L1F:I LDUD Internet Frotocol
SPETHEBNET. DesLioalion address .
GHETHENNET : Eourcc odd gis £
ETHRIMF - Frame Tengrth - R34 (NxN71R)
ETHEBNET: Ethernet Twype : 0Ox0800 (IP: DOD Internet Protocol)
ETHEBNET: Ethernet Data: Mumber of data bytes remaining = 520 (0x0208)
9pIP: ID = Ox885D; Proto = TCP; Len: 520
9pTCP: _AF. .., len: 480, seq:Z540187870-2840188350, ack:1337705883, win: 16930, src: 3556 dst: 0
SHITY: PUST Hequest (from client using port Sbbe)

L mk

0000000 00 00 00 00 00 00 RTICCREECITE0: 00 45 00 ... m.x_ ﬂ
UUUUUULU  UZ Ug 88 50 4U UU BU Ut KD 36 LU A8 UL UE LU A% mé]@.g!@ﬁ ",WLE,
000000Z0 01 O3 O E4 00 S50 A2 43 D3 DE 4F EB CS 3B S50 18 QY}Z.PI—II'LIDﬂ-I-QPT
00000020 42 Z2 F2 EO0 00 00 E0 4F E£E2 £4 Z0 ZF 70 72 €F €2 B"sD. . MOET /fproc
nnannn4dn A5 73 73 FE A1 73 7N PN 4R R4 E4 BN FF 21 PR 31 s=s asp HTTRST 1
DODODOSD 0D OA 41 63 63 €5 70 74 34 20 63 6D 61 67 65 2F  JMAccept: images
DODODDED 67 69 66 2C 20 €3 6D 61 67 65 ZF 78 2D 78 62 €9  gif, image/x-xhi
DODODDTO 74 6D 61 70 ZC 20 69 ED 61 67 65 ZF 6h 70 65 €7  tmap, image/ipeg
D000ODS0  ZC 20 69 €D €1 €7 65 2F 70 64 70 €5 67 2C 20 61, image/piped, a
UUUUUUEU YU YU BL BY B3 BL Y4 BY BF BE ZF Vb BE B4 LK BD Pplication/vnd.m
000000AD 73 ZD 7O 6F 77 65 7Z 70 6F 62 6E 74 EZC Z0 61 70 s-puwdLpuinl, ap _':I
i

KIN|

|Frame source addiess [P 16728 [UI: & [6) |L: b k]

17. Record the source MAC address, which is the system that sent the packet, in
the blanks.

Source MAC Address:
What layer of the OSI model does this information pertain to?

18. Below the Ethernet section is the protocol information. What layer-3
protocol is this network traffic using?

19. If you answered IP in the preceding question, you are correct! If you double-
click the IP section, you will see what layer-3 addresses (IP Address) are the
source of the packet and the destination of the packet.
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Microsoft Network Monitor - [D:\Book Images\LabFiles\PacketCaptures\HT TPTraffic.cap [Detail]]

&3 File  Felit Misplay  Tonds  MNpinns Windw  Help ol
u = — = + H

= & [m)=] 8| [EEEQ +[t] Yiv| alxu] of 2|

Frr e |l8ec mac aaac [pse mac aaac | Pretocel | Dezcriprion | 5rc oensl
15 13.545215 LOCAL KEROX 000000 HITP POST Request (from clienc using porc 3555) WINZOOO
17 13.659232 WEROX 000000 LOCAL HTTP Bespunse {(Lu clienl using purl 35568} 13,1681
10 12.762307 LOCAL MEROK 000000 TCP i Sp— 1 - 0, =s=q:2040100350 Z04010025... WINZO00O
19 14.2400E0 OO0041EADZE21FS *ENOADCAST EHMI ENMIvl; community — public; SNMIwl Trap; Lo... 19z.162
zo 15.232702¢ O0004SADZ21FS *EROADCAST SHMD SENMPrl; community = public; SHMPvl Trap; La... 19z.1e2
21 77 NNN977 TLACAT NAN4SANZRIFS TP B, len- N, =eq- ZRAANARIANE-FRINARIAN WTMZANN
dl | ;IJ
pFrame: Base frame properties =y

PETHEENET: ETYPE = UxUBUU @ Protocol = LP: DUD Internet FProtocol
=IP. I - 0x535DP, PruLu — TCP, Len. 5Z0

IDP: Versionm — 4 {(Omd}

TP- Header Length = 2N (Nxl14)

IP: Precedence = Routine

IP: Type of Service = Normal Service

IP: Total Length = 520 {(0xZ0S8)

IP: Identification = 24309 (0xB88ED}

qpl¥: Flags Summary = £ (Uxz)

IP. Fraugwent OLfzel — 0 {(Dx0) byles

IP: Time to Liwve — 122 {(0ux20)

TP- Pratarnl = TP - Transmission Nantral
ecksum O0xED 36

L

Destination )\dd s 19Z.168.1.3
IP: Data: MNumber of data bytes remaining = 500 {(Dx01F4}

5]
00000000 00 00 00 OO0 OO0 00 00 08 C7 13 EE E8 08 00 45 00 ... ... n||-!6{u.E. ﬂ
00000010 0Z 08 88 5D 40 00 80 06 ED 36 (s [}

ilco &= wé]@.cgﬁi@h

3B 50 18 evsz.pIl]ogdens

7z 6F 63 B"SP._POST fproc

31 ZE 31 ess_asp HITP/1l.1 _':l
.

00000020 01 03 O0 E4 00 &0 A% 43 D3 DE
00000030 4Z ZZ F3 50 00 00 50 4F 53 54
00000040 &5 73 73 ZE 61 73 70 Z0 48 54

KT E|

[Sowce IF Address [P 6/ [O: 26 18] [ 3]

20. Fill in the following information:
Where is the packet headed?
Where did the packet come from?

Hint: View the source and destination addresses.

21. You also can see what transport protocol was used by IP to deliver this packet.
Two lines above the source IP address, you can see that IP is using TCP, a
connection-oriented layer-4 protocol, to ensure that the packet reaches the
destination (shown in the accompanying illustration).
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Microsoft Network Monitor - [D:\Book Images\LabFiles\PacketCaptures\HT TPTraffic.cap [Detail]]

&3 File  Felit Misplay  Tonds  MNpfinns Winds Help _|=f x|
i = — = ; -

=3 (=] 8| [EEEQl +1t] Y| sl ol 2

Tt e | 82c mac aaac [pse mac adac [ Protocel | Dezcriprion | 5ec oensl
15 13.643215 LOCAL KEROX 000000 HITP POST Request (from clienct using porc 3555) WINZOOO
17 13.659232 HWEROX 000000 LOCAL HTTP Bespunse {(Lu clienl using purl 35568} 13,1681
10 12.762307 LOCAL MEROK 000000 TCP i Sp— 1 - 0, =s=q:2040100350 Z04010025... WINZO00O
19 14.2400E0 OO0041EADZE21FS *ENOADCAST EHMI ENMIvl; community — public; SNMIwl Trap; Lo... 19z.162
zo 15.232702¢ O0004SADZ21FS *EROADCAST SHMD SENMPrl; community = public; SHMPvl Trap; La... 19z.1e2
21 77 NNN977 TLACAT NAN4SANZRIFS TP B, len- N, =eq- FRAAINARIANE-FRINARIAN WTMZANN
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IP: Destination Address = 192 168.1.3
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ETE|

eS|

M

[Higherevel pratocol encapsulated in [F: 16724 [Ut: 23 114] L)

22. If you double-click the IP heading, you will collapse the details of IP. Let’s
look at the application protocol information for this packet. You want to see
the credit card number that was typed into the web page. In the details pane,
double-click HTTP to expand the detailed application information.

23. Select the last piece of information for HTTP, which is the HTTP: Data: line.
To view the data that was typed into the browser, look in the bottom right of
the screen (shown in the next illustration).
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Microsoft Network Monitor - [D:\Book Images\LabFiles\PacketCaptures\HT TPTraffic.cap [Detail]]
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24. What was the credit card number?
25. Close Network Monitor.

This exercise has shown you how to view layer-2 information in a packet,
such as the source and destination MAC addresses. It has also shown you how to
view logical address information, such as the source and destination IP addresses,
which were found with layer-3 information. You also saw how the layer-3 protocol
(IP) relies on TCP to ensure delivery of the information. Finally, you viewed the
application information that was submitted with the request. This will hopefully
show you why it is important to ensure that you are using an encryption protocol to
encrypt the data typed into an application.
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It is important to understand the protocols, services, and applications that we
deal with every day and what layer of the OSI model those products may be working
with. Table 2-1 summarizes some of the popular protocols, services, and applications
that are found in networking environments and specifies what layer of the OSI
model they run at.

OSI Layer Protocols, Services, Methods, and Layers

Identifying the Application FTP, SMTP, Telnet
OSI Layer for Presentation JPEG, GIE, MPEG
Popular Protocols
and Services Session NES, RPC
Transport TCP, UDP, SPX, IPX
Network IPX, IP
Data Link Ethernet, Token Ring
Physical Twisted-pair, thinnet coax, AUI, network interface card

CERTIFICATION OBJECTIVE 2.03

802 Project Standards

The Institute of Electrical and Electronics Engineers (IEEE) is a large and
respected professional organization that is also active in defining standards. The
802 committee of the IEEE defines one set of standards dear to the hearts of
most network professionals. Twelve subcommittees of the 802 committee define
low-level LAN and WAN access protocols. Most of the protocols defined by the
802 committee reside in the physical and data link layers of the OSI model.

IEEE 802 Categories

As the use of LANs increased, standards were needed to define consistency and
compatibility between vendors. The IEEE began a project in February 1980, known
as Project 802 for the year and month it began. IEEE 802 is a set of standards given
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to the various LAN architectures such as Ethernet, Token Ring, and ArcNet by the
LAN standards committee. The goal of the committee was to define more of the
OSI’s data link layer, which already contained the LLC and MAC sublayers. Several
802 subcommittee protocols are the heart of PC networking. Although there are

a number of 802 project categories, a few of them are focused on for the exam and
therefore will get a little more focus here in this section.

802.3

Based on the original Ethernet network from DIX (Digital-Intel-Xerox), 802.3 is the
standard for Ethernet networks today. The only difference between 802.3 Ethernet
and DIX Ethernet V.2 is the frame type. The two Ethernet networks can use the
same physical network, but devices on one standard cannot communicate with
devices on the other standard.

The MAC sublayer uses carrier sense multiple access with collision detection
(CSMA/CD) for access to the physical medium.
CSMA/CD keeps devices on the network from
interfering with one another when trying to

Jatch transmit; if they do, a collision occurs. To reduce

e theRleEn;Zﬂ;l;;t:; f;::n?::;.net collisions, CSMA/CD .de.vices listen to the ‘
network before transmitting. If the network is
“quiet” (no other devices are transmitting), the
device can send its data. Because two devices
can think the network is clear and start transmitting at the same time (which
would result in a collision), all devices listen as they transmit. If a device detects
another device transmitting at the same time, a collision occurs. The device stops
transmitting and sends a signal to alert other nodes about the collision. Then, all
the nodes stop transmitting and wait a random amount of time before they begin the

process again.

CSMA/CD doesn’t stop collisions from happening, but it helps manage the
situations when they do occur. In fact, collisions are a normal part of Ethernet
operation. You need to become concerned only when collisions begin to occur
frequently.

Ethernet has evolved over the years to include a number of popular specifications.
These specifications are due in part to the media variety they employ, such as
coaxial, twisted-pair, and fiber-optic cabling.
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B The 10Base5 specification, commonly referred to as thicknet, was the
original Ethernet specification, and it has a maximum distance of 500 meters
(approximately 1640 feet) with a maximum speed of 10 Mbps.

B The 10Base2 specification, commonly referred to as thinnet, uses a thinner
coaxial cable than 10Base5 and has a maximum distance of 185 meters
(approximately 607 feet) with a maximum speed of 10 Mbps.

B The 10BaseT specification uses twisted-
pair cabling with a maximum distance of

100 meters (approximately 328 feet) with a
Jatch
Make sure that you are speed of 10 to 100 Mbps.

familiar with all of the Ethernet project

s L B9 e e e There are a number of Ethernet standards

that have been developed in the 802.3 category,
and those are shown in Table 2-2.

802.5

Although Token Ring was first designed in the late 1960s, IBM’s token-passing
implementation did not become a standard until 1985. It became IEEE standard
802.5 under the IEEE Project 802. The 802.5 standard was modeled after the IBM
Token Ring network, which had been in use for many years before the standard was
even developed.

The 802.5 network introduced a unique access method—token passing. The
Token Ring IEEE 802.5 standard passes a special frame known as the token around
the network. This token is generated by the first computer that comes online on the
Token Ring network. When a workstation wants to transmit data, it grabs the token
and then begins transmitting. This computer
will send a data frame on the network with
the address of the destination computer. The
destination computer receives the data frame,
modifies it, and sends it on to the network
back to the destination computer, indicating
successful transmission of data. When the
workstation has finished transmitting, the
token is released back on to the network. This ensures that workstations will not
communicate on the network simultaneously, as in the CSMA/CD access method.

Match
Remember that Token

Ring is defined in the IEEE 802.5 project.
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IEEE Project Standard Description

Some Popular
Ethernet IEEE
802.3 Project
Standards

802.3 Ethernet (CSMA/CD)
802.3u Fast Ethernet (100 Mbps)
802.3z Gigabit Ethernet over fiber-optic cabling or coaxial
cabling
802.3ab Gigabit Ethernet over twisted-pair cabling
802.3ae 10-Gigabit Ethernet
802.11

The IEEE 802.11 standard is the standard that addresses wireless networking
(discussed in Chapter 7).

This standard includes the wireless access point (WAP) devices and the wireless
network interface cards (NICs) that are used to send and receive broadcasts from the
cell or WAP device.

The WAPs and wireless NICs can be set to use different frequencies to allow for
cell overlap. This technology does not include the same technology used by cell
phones to manage movement of PCs or mobile devices. The wireless NIC is set to a
specific frequency and must be changed manually to be able to communicate with
another cell. This means that a PC cannot be moved from one cell area to another
without changing frequency, unless for some reason the cells operate on the same
frequency and have no overlap of coverage area.

There are a few wireless standards that were developed in the IEEE 802.11
category, and those are listed as follows:

B 802.11a Supports speeds of 54 Mbps at

m frequencies ranging from 5.725 GHz to
11 5.850 GHz. 802.11a wireless components

waGal There are other wireless are not compatible with 802.11b devices.
standards in the IEEE 802.11 project M 802.11b Supports speeds of 11 Mbps at
category, but these four are the most frequency ranges of 2.400 GHz to 2.4835
popular and you should be familiar with GHez. 802.11b wireless components are
them for the exam. compatible with 802.11g devices, which use
an enhancement of the 802.11b standard.
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B 802.11g Supports speeds of 54 Mbps at the same frequency range as 802.11b,
which allows devices from the two standards to coexist. For example, I have
an 802.11b wireless access point, but [ am connected to it with my 802.11g
wireless network card. | am getting only the 11 Mbps transfer rate because it is
the lowest common denominator between the two standards.

M 802.11n Is a new wireless project that runs at 5 GHz or 2.4 GHz and is
backward compatible with 802.11a/b/g standards. The goal of 802.11n is to
increase the bandwidth and the range. 802.11n has data transfer rates of over
100 Mbps!

You will need to be familiar with the IEEE 802 projects that have been
mentioned, and the exam will focus on those, but you should be familiar with the
other 802 standards as well. Table 2-3 lists most of the 802 project standards.

Jatch

Expect to be asked about the ones that map to Ethernet,Token Ring,
the IEEE standards on the exam, especially and wireless.

IEEE 802 Project | 802.1 Internetworking

Standards 802.2 Logical link control
802.3 Ethernet
802.4 Token bus
802.5 Token Ring
802.6 Metropolitan area network (MAN)
802.7 Broadband technology
802.8 Fiber-optic technology
802.9 Voice and data integration
802.10 Network security
802.11 Wireless networking
802.12 Demand priority networking
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CERTIFICATION SUMMARY |

In this chapter, you have learned about some of the more popular network protocols,
such as NetBEUI, IPX/SPX, and TCP/IP. You have learned about the advantages
and disadvantages of these protocols, which ones are routable, and which ones are
nonroutable.

You also have learned that in order for all of the different manufacturers of
networking components to build technologies that will work together, there had to
be some standards defined. There are two major standards that manufacturers follow:
the 802 project models and the OSI model. In this chapter, you looked at each layer
of the OSI model and what functions they perform. An easy way to remember the
layers (application, presentation, session, transport, network, data link, and physical)
is with the sentence, “All People Seem To Need Data Processing.”
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TWO-MINUTE DRILL

Network Protocols

Q

Packets and protocols are the fundamental building blocks of data transmis-
sion over the network.

Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX) is the

protocol most commonly used with older versions of Novell NetWare.
[PX/SPX is the fastest routable network protocol suite available.

The Transmission Control Protocol/Internet Protocol (TCP/IP) is the most
common protocol used today. TCP/IP, a routable protocol, is the protocol on
which the Internet is built.

The NetBIOS Extended User Interface (NetBEUI) is a transport protocol

commonly found in smaller peer-to-peer networks.
NetBEUI is a nonroutable protocol.

AppleTalk is a routable protocol used in Macintosh environments.

The OSI Model

Qa

Q

The Open Systems Interconnect (OSI) model is a seven-layer model that
defines the function of network protocols and devices.

The seven layers of the OSI model, from highest to lowest, are application,
presentation, session, transport, network, data link, and physical.

SMTP, HTTP, Telnet, and FTP are all examples of application-layer (layer 7)

protocols.

Compression and encryption are examples of functions that can be performed
at the presentation layer (layer 6).

The session layer (layer 5) is responsible for the creation of sessions and the
management of those sessions.

The transport layer (layer 4) is responsible for the reliability of the transmis-
sion, including breaking the data down into manageable packets and sizes
using acknowledgments and packet sequence numbers to ensure that data ar-
rives at the destination and is pieced together in the correct order. Examples
of layer-4 protocols are TCP, UDP, and SPX.

Layer 3, known as the network layer, performs logical addressing and delivery
functions. Examples of layer-3 protocols are IP and IPX.
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The data link layer, layer 2, is responsible for physical addressing and con-
verting the packets to electrical signals. Any device that works with MAC
addresses runs at this layer.

The first layer of the OSI model, located at the bottom, is known as the
physical layer and is responsible for carrying the signal. Your network media
and architectures are defined at this level.

An IP address is known as a layer-3 address and looks similar to 192.168.45.6.
A MAC address is known as a layer-2 address and looks similar to 00-02-3F-
6B-25-13.

A port address is known as a layer-4 address and looks similar to 80 (web
server port).

802 Project Standards

a

The Institute of Electrical and Electronics Engineers (IEEE) has created
project groups that define networking standards.

802.3 is the Ethernet (CSMA/CD) standard.
802.5 defines the Token Ring standard.
802.11 defines the wireless standard.
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SELFTEST

The following questions will help you measure your understanding of the material presented in this
chapter. Read all the choices carefully because there may appear to be more than one correct answer
and you need to choose the best answer.

Network Protocols

What is the name given to languages that are used for network communication?

A. NIC

B. Segment
C. Protocol
D. Cable

Which network protocol did Novell develop for use in its networking environment?

A. IPX/SPX

B. TCP/IP
C. NetBEUI
D. DLC

Which protocol is used on the Internet to give each computer a unique address?

A. IPX/SPX

B. TCP/IP

C. NetBEUI

D. DLC

Which of the following protocols is a nonroutable protocol?
A. IPX/SPX

B. TCP/IP

C. NetBEUI

D. AppleTalk

Which protocol was developed by IBM and used primarily in Microsoft workgroup
environments?

A. NetBEUI
B. TCP/IP

C. IPX/SPX
D. AppleTalk
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6. Which protocol configures hosts in zones on the network?

A. IPX/SPX
B. TCP/IP
C. NetBEUI

D. AppleTalk

7. You are troubleshooting to find out why a client on your NetWare 4.x network can
communicate only with some of the Novell servers on the network. You have verified that
the IPX/SPX protocol is installed; what else would you check?

A. Ensure that the IP address is configured correctly.

B. Ensure that all servers and clients are configured for the same frame type.
C. Ensure that the client has a network card driver loaded.
D

. Ensure that the client software is loaded.

The OSI Model

8. Which of the following is not a layer in the OSI model?

A. Physical
B. Transport
C. Network

D. Data transmission

9. Which of the following protocols are layer-3 protocols? (Choose two.)

A. IPX
B. TCP
C. IP

D. SPX

10. Which of the following represents a layer-2 address?
A. COMPUTER1
B. 00-02-3F-6B-25-13
C. 192.168.3.200
D.

. www.gleneclarke.com
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Which of the following functions can be performed at layer 6 of the OSI model? (Select all that
apply.)

A. Routing of the message

B. Compression

C. Encryption

D. Converting the message to a format that is understood by the destination

Which of the following protocols are transport-layer protocols? (Choose two.)

A. IPX

B. TCP
C. IP
D. SPX

Which of the following represents a layer-3 address?
A. COMPUTERI1

B. 00-02-3F-6B-25-13

C. 192.168.3.200

D. www.gleneclarke.com

Which of the following represents an application-layer protocol?

A. SMTP
B. IP

C. SPX
D. TCP

Which layer of the OSI model is responsible for converting the packet to an electrical signal
that will be placed on the wire?

A. Layer 1
B. Layer4
C. Layer3
D. Layer?2

Which protocol in the IPX/SPX protocol suite is responsible for logical addressing and delivery?
A 1P

B. SPX
C. ARP
D. IPX
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802 Project Standards

17. Which 802 project standard defines Gigabit Ethernet using fiber-optic cabling?
A. 802.5
B. 802.3:
C. 802.3ab
D. 802.11g

18. Which 802 project standard defines Token Ring?
A. 802.5
B. 802.3z
C. 802.3ab
D. 802.11g

19. Which 802 project standard defines 10-Gigabit Ethernet?
A. 802.3z
B. 802.3ae
C. 802.3ab
D. 802.11g

20. Which 802 project standard defines wireless at speeds of 54 Mbps and a frequency range of
2.4 GHz?
A. 802.11a
B. 802.11b
C. 802.11c
D. 802.11g
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SELF TEST ANSWERS

Network Protocols

M C. A protocol is the network language used by two systems to communicate across the
network.

X A, B, and D are incorrect because a NIC is a network card, which is not a language—it is a
network device. The segment is the term for a part of network cabling on one side of a router or
bridge. The cable is not a language; it is the network medium used to carry the signals.

M A.IPX/SPX is the protocol developed by Novell for use in NetWare environments.

B, C, and D are incorrect—none of them were developed by Novell. TCP/IP is the
protocol of the Internet; NetBEUI was developed by IBM and used in Microsoft workgroup
environments. DLC is a protocol used to connect to printers.

M B. TCP/IP is the protocol of the Internet, and each system is assigned a unique IP address.
A, C, and D are incorrect. IPX/SPX is the protocol developed by Novell for use in
NetWare environments, NetBEUI was developed by IBM and used in Microsoft workgroup
environments, and DLC is a protocol used to connect to printers.

M C. NetBEUI is a nonroutable protocol.
& A, B, and D are incorrect because IPX/SPX, TCP/IP, and AppleTalk are all routable

protocols.

M A. NetBEUI was developed by IBM and used primarily in Microsoft workgroup
environments.

& B, C, and D are all incorrect. IPX/SPX was developed by Novell, AppleTalk was developed
by Apple, and TCP/IP is the protocol of the Internet.

M D. The AppleTalk protocol configures hosts into zones.
A, B, and C are incorrect. IPX/SPX, TCP/IP, and NetBEUI do not use zones to organize

nodes on the network.

M B. Using IPX/SPX and having trouble connecting to some of the servers on the network
but not others is a classic description of a communication problem, indicating that the client
has the frame type set to something different from that used by the servers. You will need to
verify the frame type on all systems and ensure that systems that wish to talk to one another are
configured with the same frame type.

A, C, and D are incorrect. A is incorrect because IP addresses have nothing to do with the
[PX/SPX protocol. C and D are incorrect because both are describing issues that would arise
when connecting to “any” server. In our example, the client can connect to some servers, so the
client software and the network card driver must already be loaded.
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The OSI Model

8.

M D. Data transmission is not a layer of the OSI model.
& A, B, and C are incorrect because physical, transport, and network are all layers of the

OSI mode.

M A and C. IP is the network-layer protocol in the TCP/IP protocol suite, and IPX is the
network-layer protocol in the IPX/SPX protocol suite.
& B and D are incorrect because TCP and SPX are transport-layer protocols.

M B. 00-02-3F-6B-25-13 is an example of a MAC address, which is a layer-2 address.

& A, C, and D are incorrect. COMPUTERTI is an example of a NetBIOS name (computer
name), 192.168.3.200 is an example of an IP address, which is a layer-3 address, and www.
gleneclarke.com is an example of a DNS name.

M B, C, and D. They are all examples of data formatting that is performed at the presentation
layer.

&l A is incorrect because the routing of the message is handled by the network layer, which is
layer 3.

M B and D. TCP is the transport protocol that is responsible for reliable delivery in the
TCP/IP protocol suite, whereas SPX performs the same function in the IPX/SPX protocol suite.
& A and C are incorrect. [IPX and IP are network-layer protocols that are responsible for the
addressing and delivery of data.

M C.192.168.3.200 is an example of an IP address that is a layer-3 protocol, and this is a
layer-3 address.

A, B, and D are incorrect. COMPUTERTI is a computer name, 00-02-3F-6B-25-13 is
an example of a Mac address (layer-2 address), and www.gleneclarke.com is an example of a
DNS-style name.

M A. An application-layer protocol is a protocol that is responsible for initiating some form of
request. SMTP is used to send e-mail from server to server.

& B, C, and D are incorrect. IP is a layer-3 address (network layer), SPX is a transport-layer
protocol, and so is TCP.

M D. Layer 2 (the data link layer) is responsible for converting the packet to an electrical
signal.

A, B, and C are all incorrect. Layer 1 (physical layer) is responsible for placing the signal
on the wire, layer 4 (transport layer) is responsible for reliable delivery, and layer 3 (network
layer) is responsible for logical addressing, routing, and delivery.
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16. M D.IPX is responsible for logical addressing and delivery of the message. IPX is similar in
function to the IP and UDP protocols found in the TCP/IP protocol suite.
A, B, and C are all incorrect. IP is responsible for logical addressing and delivery but is not
found in the IPX/SPX protocol—it is found in the TCP/IP suite. SPX is a transport protocol
responsible for reliable delivery, and ARP is an address resolution protocol found in the TCP/IP
protocol suite.

802 Project Standards

17. M B. Gigabit Ethernet over fiber is defined in the IEEE 802.3z project standard.
& A, C, and D are incorrect. The 802.5 standard defines Token Ring, 802.3ab defines
Gigabit Ethernet over twisted-pair, and 802.11g defines wireless at 54 Mbps.

18. ™M A. The IEEE 802.5 project standard defines Token Ring.
& B, C, and D are incorrect. 802.3z defines Gigabit Ethernet over fiber, 802.3ab defines
Gigabit Ethernet over twisted-pair, and 802.11g defines wireless at 54 Mbps.

19. ™M B. The IEEE 802.3ae standard defines 10-Gigabit Ethernet.
X A, C, and D are incorrect. 802.3z defines Gigabit Ethernet over fiber, 802.3ab defines
Gigabit Ethernet over twisted-pair, and 802.11g defines wireless at 54 Mbps.

20. M D.802.11g defines a wireless standard at 54 Mbps while maintaining compatibility with
802.11b by being on the same frequency.
X A, B, and C are incorrect. 802.11a is at 54 Mbps but is not at a frequency of 2.4 GHz,
802.11b is at 11 Mbps but compatible with 802.11g, because it runs at the same frequency, and
both are Wi-Fi compatible. 802.11c is not a wireless standard.
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n this chapter, you will learn about popular networking components found in a LAN

environment, such as network cards, hubs, switches, routers, and other network devices.This

chapter is a critical chapter not only for the Network+ exam but also for the real world. Be
sure to take your time and understand all the concepts presented in this chapter.

CERTIFICATION OBJECTIVE 3.01

Network Interface Cards

The network interface card (NIC), or network card, is a device installed on the system
that is responsible for sending and receiving data onto the network. The network
card is responsible for preparing data from the system to be transported on the wire
by converting the outbound data from a parallel format (due to bus width of the bus
architecture that the card is sitting in) to electrical signals that will travel along the
network media. On the receiving end, the network card is responsible for receiving
the electrical signal and converting it to data that is understood by the system.

The network card also is known as a network adapter; it can be installed in the
system after the system has been purchased, or the system comes with a network
card built in. A system that comes with a network card built in is said to have an
integrated network card—meaning the card is integrated into the system. Figure 3-1
shows an integrated network card port on the side of a laptop; desktop computers
typically have the port on the back of the computer.

An integrated

network card on
a system
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Network cards that are installed on the computer as an add-on can be installed
into the system by inserting the card into the expansion bus of the system (usually

Datch . .
It is very important that

you know these types of slots and their
abilities as far as the bus width (measured
in bits) and speed the slot can handle. In
addition, network cards run at layer | and
layer 2 of the OSI model.

B ISA

PCI, but in the past it was ISA) or by plugging
in a USB device. There are a number of
different types of expansion slots in the system.
When installing a network card, you will need
to make sure that you get the correct type of
card for the particular type of expansion slot.
For example, a PCI card is placed in a PCI slot
and will not fit into an ISA or AGP slot. The
following is a list of popular expansion bus
architectures, and Figure 3-2 shows a picture
of an ISA network interface card.

Industry Standard Architecture (ISA) is an old bus architecture that

runs at 8 MHz and supports 8- or 16-bit cards.
B MCA Microchannel Architecture (MCA) was built by IBM and has a
32-bit architecture that runs at 10 MHz.

B VESA Video Electronics Standards Association (VESA, also known as
VESA local bus, or VLB) at the time ran at the system speed (which was
around 33 MHz); it has a 32-bit architecture.

B EISA Extended Industry Standard Architecture (EISA) is the upgrade to
ISA that supports 32-bit cards running at 8§ MHz.
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B PCI Peripheral Component Interconnect (PCI) is the popular bus
architecture today for adding cards to the system. PCI runs at 33 MHz and
has a 32-bit or 64-bit bus architecture. Most network cards today are PCI.

B AGP Advanced Graphics Port (AGP) is the new graphics standard that
runs at 66 MHz and is used by video cards.
B PCMCIA Personal Computer Memory Card Industry Association

(PCMCIA) is the bus architecture used in laptop computers. PCMCIA has
a 16-bit architecture that runs at 33 MHz.

Transceivers

RJ-45 and
BNC onboard
transceivers on a

network card

A transceiver is that portion of the network interface that actually transmits and
receives electrical signals across the transmission media. When the signal is traveling
along the length of the wire, the transceiver picks the signal up and verifies that the
data is destined for the local system. If the data is destined for the local system, the
data is passed up to the system for processing; if it is not, it is discarded. There are
two types of transceivers: onboard and external.

Onboard Transceivers

Onboard transceivers are built onto the network interface card. With these
transceivers, the media connector is built right on the back of the NIC. Common
examples of this type include R]-45 receptacles for twisted-pair cable and BNC
connectors for thinnet coaxial cable (shown in Figure 3-3).




An AUI
connector on the

back of a network
switch
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External Transceivers

With an external transceiver, the actual media connection is made external to the
network card using a small device that attaches to the NIC via an extension cable.
These connections use an attachment unit interface (AUI) connector, also called
a Digital-Intel-Xerox (DIX) connector, on the back of the network card. The AUI
connector is a female 15-pin D-connector (shown in Figure 3-4) that looks very much
like a joystick port and typically is used to connect a workstation to thicknet cabling.
The types of transceivers and media that can be served by a NIC determine the
appropriate connector. Each media type has a typical connector type or connection
method.

Thicknet Coax

Thicknet, or standard Ethernet coax, uses a connection method that typically involves
an external transceiver connected to the adapter’s AUI port. This external transceiver
has a connection called a vampire tap that attaches to the media by drilling a hole

in the cable using a special drilling jig that controls the depth of the hole. This jig
prevents the drill from drilling through and severing the center conductor.

The vampire tap consists of a pin that is inserted into the hole drilled in the cable
and a clamp that holds the tap onto the cable. One of the challenges of this type of
connection is to position the tap so that it contacts the center conductor without
shorting to the shield surrounding it. These difficulties, as well as the cost and size of
thicknet cable, have rendered it largely obsolete, although it occasionally could be
found in existing installations.

CONSOLE

L
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Thinnet Coax

Thinnet coax can be attached directly to a network adapter if an onboard
transceiver is used. In this case, a connector called a barrel connector (BNC) on
the network card attaches to a T-connector. The T-connector has a female fitting
that attaches to the card, as well as two additional male fittings that attach to cable
segments or a terminator.

Each end of a thinnet Ethernet segment must be terminated, so the last node on
each end could have a terminator attached to the side of the T-connector opposite
the inbound cable. All other nodes use T-connectors with cable segments attached
to both sides, just like holiday tree lights. A thinnet segment cannot be attached
directly to the BNC connector on the network adapter; it must use a T-connector.

Twisted-Pair Wiring
The typical connector for a twisted-pair connection is called an RJ-45 connector.
The RJ-45 connector looks like an oversized phone connector. The reason for the
difference in size is that a phone connector (R]-11) has a four-wire connector,
whereas an R]-45 connector is an eight-wire connector.

An RJ-45 patch cable can be plugged directly into the back of the network
adapter. The patch cable usually runs to a wall receptacle, which is wired back to a
patch panel and ultimately back to a wiring hub.

Fiber-Optic Cabling

Fiber-optic adapters generally have two connectors, one each for incoming and
outgoing fiber cables. The mechanical connectors that join the cable, called ST
connectors, are designed to pass light seamlessly across the joined fiber segments.
For this reason, these connectors must be made with great precision. Fiber-optic runs
generally are made back to a concentrator that performs a hub function.

In many situations, fiber-optic cabling is used to connect high-speed computers
and provide a high-speed backbone to which slower LANs are attached. The LANs
might connect copper media, such as twisted-pair or coaxial cable, to a set of hubs
that are then bridged to the fiber-optic backbone for high-speed data transfer
between LANSs.

Transceiver Configuration

A number of network cards have multiple types of connectors on the back of the
card (called combo cards in this case) to allow you to use different types of cabling
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to connect the system to the network. The transceiver type that is being used by
the network card is typically set to the “auto” setting, which means that the card
can sense which transceiver you are using and the card will configure itself to use
that transceiver. When troubleshooting to find out why the card is not working,
the “auto setting” is the first thing you should change. When I have problems
connecting to a network, I usually change the transceiver setting to the actual

one I am using. For example, if you are using the RJ-45 connector you will want

to change the setting to something like TP (for twisted-pair) or TX as shown in
Figure 3-5. During configuration, the different transceivers can be referred to in the

following ways:

B DIX or AUI The card uses an external thicknet transceiver.

B Coax, 10Base2, or BNC The card has an onboard thinnet Ethernet
connector known as a BNC connector.

B TP, TX, UTP, 10BaseT, or 100BaseT The card has an onboard RJ-45

connector.

Another setting that | normally have no problem with but have had trouble
with recently is the transfer rate of the network card. A number of today’s network
cards support 10 Mbps, 100 Mbps, and even 1000 Mbps. Most of the time these

m 5i5 900-Based PCI Fast Ethernet Adapter Properties EHE

General Advanced | Driver I Hesourcesl Power Managementl

Changmg the The following properties are available for this network. adapter. Click
transceiver type ::hnetﬁ::ﬁgeﬁf you want to change on the left, and then select its value
th rough the Eroperty: Walue;
network card MediaType 10BaseT -
MetworkAddress
roperties 100B aseTx
prop | 1008 szeT Pull_Duples

110

1BaseT Full k plex :
Auto_Config

oK I Cancel
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network cards are set to “auto” in order to detect the speed at which the card will
run—the card derives its speed from the device it is connected to. For example, if
you have a 10/100 Mbps network card but plug it into a 10 Mbps hub, it will run at
10 Mbps—not the full 100 Mbps, because the card detects the speed of the device it
is connected to.

Recently, I had a problem when the network card was not able to autoconfigure
itself. After troubleshooting for a little bit, I went to the network card properties and
forced the speed of the network card to 100 Mbps (shown in Figure 3-6)—and voila!
[t worked beautifully.

Another setting you may want to configure on your network card is the
transmission method of either simplex, half duplex, or full duplex. The three
transmission methods are as follows:

B Simplex Allows communication in one direction only. You will only be able
to send or receive with a simplex device—not both directions. It is either one
way or the other.

B Half duplex Allows communication in both directions (send and receive),
but not at the same time. A network card set to half duplex will not be able
to receive data while sending data. Using the half-duplex setting can slow
down communication if your device does support full duplex.

B Full duplex Allows communication in both directions at the same time. If
a network card supports full duplex, it will be able to receive data when data
is being sent because all four pairs of wires are used. If you make sure that a
network card that supports full duplex is set to full duplex, you will notice a
big difference in throughput if the device is set to half duplex.

Most network cards are set to auto. With this
setting, you may want to force the setting to the

Match full-duplex mode to be sure that you are getting
Be sure to be familiar full-duplex communication. You can change the
with the differences between simplex, half communication method through the network
duplex, and full duplex. card properties in Device Manager, as shown in
Figure 3-7.

Ar

[ 7N.. Be sure to do Exercise 3-1 from LabBook.pdf found on the CD-ROM and
Lert€am 3°1  cpeck out the CertCam training video from the CD-ROM as well.
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FIGURE 3-6
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MAC Address

Each network card has a unique address that is burned into the card by its
manufacturer. This unique address, known as a MAC address, is used in the header
of the packet for the source and destination addresses of the packet. The MAC
address is a 48-bit address displayed in a hexadecimal format that looks similar to
00-90-4B-4C-C1-59 or sometimes 00:90:4B:4C:C1:59.

The MAC address is made up of

12 characters and is in hexadecimal format.

The first half of the MAC address is the
e 4 a m manufacturer’s address, while the last half

Datch . . .
A MAC address is a of the address is the unique address assigned
48-bit address burned into the network to that network card by the manufacturer
card and is used to send data from one (shown in Figure 3-8). The combination of the
network card to another. A MAC address manufacturer 1D and the unique address ensure
looks similar to 00-90-4B-4C-C1-59. that the MAC address is singular.
To view your MAC address on your system

Identifying the
manufacturer
ID of the MAC
address

in Windows 2000/XP/2003, you can go to a

command prompt and type ipconfig /all. You
will notice the MAC address of the network card listed within the output as the
physical address. To view your MAC address in Linux, go to a terminal prompt
and type ifconfig to view your MAC address. Exercise 3-2 demonstrates how
to view your MAC address and then how to use the Internet to determine the
manufacturer of the network card by using the first six characters of the MAC
address.

‘00-02-3 F‘-‘6B-25- I 3‘

Unique ID

Manufacturer ID
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EXERCISE 3-2 LN

CertCam 3-2

Determining Your Local Machine’s MAC Address

In this exercise, you will learn how to determine the MAC address of your computer
using Windows XP. You will then go to the Internet site of http://www.coffer.com/
mac_find/ to determine the manufacturer of your network card.

I. To start a command prompt, select Start | Run, type cmd, and then
press ENTER.

2. When the command prompt appears, type ipconfig /all to view your TCP/IP
settings and MAC address (shown next).

o CAWINDOWSASpstem32hcmd. exe

|
Ethernet adapter Wireless Network Connection:
Connection—specific DNS Suffix . =
Description . . . . . . . . . . . * Broadcom 882._.11b-g WLAN |
Physzical Address. . . . . . . . . = B8—98-4B-4C-C1-59
Dhcp Enabled. . . . . . . . . . . & Yes
Autoconfiguration Enabled . . . . : Yes
IP Address. . . . . . . . . . . . @ 192.168.8.1681
Subnet Mask . . . . . . . . . . . z 265.255.255.8
Default Gateway . . . . . . . . . = 192.168.8.1
DHCP Server . . . . . . . . . . . = 192.168.8.1
DNS Servers . . . . . . . . . . . = 192.168.8.1
Lease Obtained. . . . . . . . . . ¢ Sunday, June 12, 2885 3:17:14 PM
Lease Expires . . . . . . . . . . ® Saturday. June 18, 2885 6:19:45 PM
LR
[

3. Record your MAC address here:
Physical Address:

4. Once you have recorded the MAC address, start Internet Explorer and
navigate to http://www.coffer.com/mac_find/. This site is used to input the
first six characters of the MAC address, which represents the address of the
manufacturer of the card, and the site will tell you who manufactured the card.

5. Once you access the MAC address find site, fill in the “MAC Address or
Vendor to look for” text box with the first six characters of your MAC
address and click the String button. For example, the first six characters
of my MAC address is 00-90-4B, so | would type 00904B, as shown in the

accompanying illustration.



http://www.coffer.com/mac_find/
http://www.coffer.com/mac_find/
http://www.coffer.com/mac_find/
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<3 Vendor/Ethemet/Bluctooth MAC Address Lookup and Scarch  Microzoft Intemnct Explorer

Fie Edl View Favoiles Tuds Helo | &
O30 oY - ) (2] S Sench 25 Favotes )| L= Rol=
Agdiess |lﬂ hitp { A crdfes eam/mar_find/ j h‘:} Go | Links ”_

Vendor/Ethernet/Bluetooth MAC Address Lookup
and Search

MAC Addiess or Vendor Lo look [or. IUUG[HE'

Search by vendor. For Example: "apple” or " allied®
Searchby MAC Address. For Example. "00013 A% or "00-80-C7" ur "000420"

Tu lvokup MAC address "08.00.69 0201 FC",
enter first 6 characters “03:00:69"
or full MAC address "L U0A0UEULEC"

Database [ast updated: Sep [, 2008

| -EJ | L o Inlened 3

6. In the middle of the page, your network card manufacturer will be displayed.
In my example, the manufacturer of all cards starting with 00-90-4B appears
to be Gemtek Technology Co., as shown in the next illustration.

&} Scarch rcsults for "00904D" (Vendor/Cthernet/Dluctooth MAC Addicss Lookup) - Microseft Intc.... F[=] E3
Fle El View Favuiles Tooks Hel v

(3 Back = €3 - [ ;2] | Sowch - Favoos €9 0~ v K -

jg’ Gall _mm »

e [ 2] hitp: /v calfer com/mac_tind/7strng=UUsUa8

Vendor/Ethernet/Bluctooth MAC Address Lookup
and Search

MLACT Address or Vendor to look for: string |

Searchhyvendar For Fxample "apple” or "allied"
Search by MAC Address. For Example: "UNTEAU"Y or "ULEULCTY or “UURLA"

To lockup MAC address "U2 UUAYALLOLFC":
enter first 6 characters "050060"
or full MAC address "03:00.65 0201 FC*.

Database last updated: Sep 1, 2008

Search results for "00904B"

MAC Adidress
Prefiw Vendor
005040 gentek technology co., led.
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7. Take a few minutes and search for manufacturers of the following MAC
addresses. Once you find the manufacturer, fill in the table that follows:

MAC Address Manufacturer

00-BO-DO-B1-ED-51
00-0D-60-48-53-9E
00-A0-C9-C3-D2-E2

8. Now that you have searched for the vendor of a MAC address by using the
manufacturer ID portion of the MAC address, let’s search by manufacturer!
In the String to search for text box, type Intel and choose the String button.
Record the first five manufacturer IDs in the spaces provided.

iv.

V.

9. Close the browser when you have finished.

Watch
The MAC address is Be sure to remember for the exam that
also known as the hardware address or the MAC address is known as a layer-2
physical address of the network card. address.

Troubleshooting Network Cards

Along with installing and configuring the network card, you should be familiar with
some common steps involved in troubleshooting connectivity issues with a network
card. When problems arise in connecting to the network, one of the first things you
want to do is check to see that the “link” light is on at the back of the network card.
If the link light is on, you may want to make sure that there is activity by looking
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at the activity light. The activity light should be blinking when there is network
activity. If these lights are not on, you will need to reconfigure the cards or replace
them if reconfiguration doesn’t work. You also may want to try updating the driver
for the network card if you are having problems with the device.

Testing

If there is one thing you will do often, it is testing to be sure any updates or changes
you made are working properly. Once your network card has been installed, you
have to connect the cable to it. Some network cards have multiple transceivers

on them. You must connect the appropriate cable for the network into the correct
transceiver type.

Once the cable has been connected, you can check a couple of things to see
whether the card is operating properly. The first of these is the link light on the back
of the card. Some older network cards do not have this feature, but newer ones do.
You should see a light next to the transceiver. Some 10 Mbps cards have an activity
light and a connection light. Some 10/100 Mbps cards have both a 10 Mbps light
and a 100 Mbps light along with the activity light, which tells you the speed at
which you are connected.

Once you have verified that the link light is on, which proves to you that there
is a physical connection, the next thing you need to do is troubleshoot connectivity
issues. Most networks run TCP/IP, so you will likely start pinging addresses on the
network. For more troubleshooting tips on TCP/IP, refer to Chapter 6.

Network Card Diagnostics

Another direction to take when troubleshooting the network card is to use a
diagnostic program to run a series of tests on the network adapter. You can use
generic diagnostic programs or vendor-supplied diagnostics. Many diagnostics must
be run without the network drivers loaded, so you may need to boot the operating
system to Safe mode first. Figure 3-9 shows a diagnostic and testing program for

an Acer card. Diagnostic programs run a variety of tests on the hardware of the
card, including the transceiver, and also perform a communication test (such as a
loopback test).

LoopbackTest The loopback test is one that tests communication in and out of
the card. A stream of data is sent out and loops back around into the card. The input
is then compared to see whether the data received is the same as that sent.



Network card
diagnostics
program
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ADrivershaln101\diskette \ACERSET_EXE

Wait While Scanning Slot

Some cards can run an internal loopback test as a method of troubleshooting
communication problems. Others must have a loopback adapter that plugs into the
card. This way, the data actually is sent out of the card and loops around and comes
back into the card as though it were received from another device. Sometimes this is
a more accurate and realistic test of the card.

Drivers

When you install a network card on a Windows system, Plug and Play recognizes
and configures the hardware by loading the appropriate driver. A driver is a piece of
software that enables the operating system to communicate with the device. There
are different types of drivers for modems, sound cards, and just about any other
component in a computer.

The manufacturer provides the driver, and usually the driver has its own
configuration program to set up and install the network adapter. This is usually a
SETUP.EXE, INSTALL.EXE, or INSTALL.BAT file. If this isn’t the case, and Plug
and Play finds the network adapter but no default driver exists, you will have the
opportunity to change the driver in Device Manager. If a driver needs updating in
Device Manager, it will show with an Unknown Device icon (yellow question mark)
in Device Manager, as shown in Figure 3-10.
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From time to time, you might want to update the drivers for your various devices.
Manufacturers update their drivers if problems are found in current versions. You
can update the driver for your network card through Device Manager with Windows
operating systems. Once in Device Manager, you will need to locate the device and
then right-click and choose Update Driver, as shown in Figure 3-11. Once you choose
the update driver command, you will need to browse to the location of the driver file.

Updating
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|Launches the Hardware Update Wizard for the selected device. |




Hubs, MAUs, and Repeaters | 3 ||

CERTIFICATION OBJECTIVE 3.02

Hubs, MAUs, and Repeaters

Hubs

A five-port hub
used to connect
systems together

Once you have the network card inserted into the computer system or network
device, you will next need to connect each of the systems together using devices
such as hubs, repeaters, or MAUs. You will need to be familiar with each of these
networking devices for the Network+ exam, as well as being familiar with the layers
of the OSI model that these devices run at.

Hubs are one of the most important components of a network because they act as
a central point for all network devices to connect to. You can easily remember the
layout of a hub if you think of a wheel and picture how the spokes radiate out from
the hub of the wheel. In a network, each spoke is a connection, and the hub of the
wheel is the hub of the network where all of the cables come together.

The Role of Hubs in Networking

The hub, also known as a concentrator, is responsible for allowing all systems a
central point of connection, so that when a computer sends a piece of data to
another computer, the electrical signal leaves the network card of the sending system
and reaches the hub, and the hub sends the signal to all ports on the hub so that all
systems can check to see whether the data is destined for them. Figure 3-12 shows an
example of a five-port hub.

\

£
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When looking at Figure 3-12, you will notice that the hub displays link lights
for each port on the hub that is active. This can be used in troubleshooting, just
like the link light on the back of a network card. You also will notice that there
is a collision indicator on the hub, which indicates whether or not your network
currently is having a lot of collisions. Once again, this could be very useful when
troubleshooting network problems—excessive collisions could lead to systems
dropping off the network.

Cascading Hubs

Looking at Figure 3-13, you will notice that there is a switch on the hub to
indicate that you wish to use the fifth port to cascade, or connect, to another
hub. If you were to try to chain two hubs together with the switch set to normal,
it would be similar to trying to connect two computers together with a straight-
through cable; it can’t be done because you need to switch the send and receive
wires on one end of the cable. We have discussed using a crossover cable, but
manufacturers of hubs have given us a solution that eliminates the need for
crossover cables by creating a port on the hub that is already crossed over; you
simply need to switch the setting to use the fifth port as the cascade port. Also
known as the uplink port, the cascade port connects to a normal port on the
next hub.

If you wanted to connect three 24-port hubs together, you would need to uplink
from port 24 on the first hub to any port on the second hub (I usually uplink to the
first port on the second hub), then use port 24 on the second hub to uplink to the
first port on the third hub, as shown in Figure 3-14.

The uplink switch . e |

on a hub
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Before we get into the different types of hubs, a point that I want to stress (one
that was mentioned earlier) is that a hub sends the signal to all ports on the hub.
This means that, if you have a 24-port hub linked to another 24-port hub and a
workstation sends data to another workstation, the data will be sent to all 48 ports
on the network. This leads to a lot of unneeded traffic and contention across the
entire network that will slow network performance. A solution would be to use a
switch, which is the subject of an upcoming discussion!

Passive Hubs

The function of a passive hub is simply to receive data from one port of the hub and
send it out to the other ports. For example, an eight-port hub receives data from port
3 and then resends that data to ports 1, 2, 4, 5,

6, 7, and 8.
e‘am A passive hub contains no power source

Tatch or electrical components, there is no signal
For the exam, remember processing (such as when the hub receives the
that a passive hub does not regenerate electrical signal), and there is no regenerating
the signal as the active hub does; of the signal to ensure that it is readable at the
therefore, the cable distance between destination. A passive hub simply attaches the
two PCs is the total cable length and not ports internally and enables communication to
PC-to-hub length, as with active hubs. flow through the network. Regeneration of the
signal is a function of an active hub!

Active Hubs

An active hub provides the same functionality as a passive hub with an additional
feature. Active hubs rebuild (regenerate) the data before sending it to all of the
destination ports on the hub. Using active hubs, you can increase the length of your
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network, because although the signal weakens with distance, when the active hub
receives the signal, it rebuilds the data, allowing it once more to go a greater
distance. It is important to remember that UTP
m— cabling can be run a maximum of 100 meters.
With an active hub, you can run this type of
Datch cable 100 meters on each side of the hub. An

When exam time comes, i o
active hub has a power source and built-in

remember the difference between an _ ‘
active hub and a passive hub: An active repeaters to boost the signal. Extra electronics
built into an active hub allow for signal

hub can boost the signal, whereas a .
passive hub cannot. regeneration.

Hybrid Hubs
A hybrid hub is a hub that can use many

m— different types of cables in addition to UTP
cabling. A hybrid hub usually is cabled
Datch using thinnet or thicknet Ethernet along

environments, whereas Token Ring with popular cable types such as twisted-pair

environments use MAUs. Also know that cabling. A few years ago, hybrid hubs were
hubs run at layer | of the OSI model fairly popular. UTP seems to be the popular
cable type today, so you may not see the

thinnet or thicknet connector on the hub
as well. Figure 3-15 displays a hybrid hub.

Hubs are used in Ethernet

because they work with the electrical
signal.

A hybrid hub
using UTP and
thinnet cabling
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Multistation Access Units

A multistation access unit (MAU) is a device to which multiple workstations are
connected in order to communicate on a Token Ring network. A MAU is a hub-type
device for Token Ring networks with some features that make it a little bit different
from a hub—for example, a MAU regenerates the signal when it reaches the MAU.
Because Token Ring networks use token

passing instead of CSMA/CD, there is no
m chance for collisions on a Token Ring network.

Repeaters

A Token
Ring MAU

Tatch The first difference you will notice with MAUs
Remember that the over hubs is that a MAU does not have collision
MAU allows for a physical star topology indicators on it because you can’t have collisions
but is logically a ring topology because on a Token Ring network. Figure 3-16 shows
it cycles through all ports in order to a picture of a MAU; notice that there are no
simulate a ring. collision indicators on the device.
Another major difference with a MAU is

that MAUs don’t actually use an uplink port.
With Token Ring, there is a logical ring within the MAU, and when you connect
to another MAU, you must complete a full ring structure again. Therefore, you will
notice on the Token Ring MAU that it has a ring-in port and a ring-out port. When
you wish to connect two MAUs together, you must ring out of the first MAU and,
with that cable, ring in to the second MAU. Then you must ring out of the second
MAU and ring in to the first MAU, as shown in Figure 3-17.

One of the pitfalls of networking environments is that the electrical signal that

is traveling the wire is weakened over distance as a result of outside interference.
Eventually, if two systems are too far from one another, the signal is so weak that by
the time it reaches the other side it is unreadable. This is where repeaters come in.
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FIGURE 3-17

Connecting two
MAUs using
ring-in and

ring-out ports

L= oy
e

MAU

Datch

Because a repeater works
with the electrical signal, it is considered a
layer-1 device.

If your network layout exceeds the normal
specifications of the cable, you can use repeaters
to allow the signal to travel the distance by
placing the repeaters at different points in the
network. For example, if you are using thinnet
cabling, you know that thinnet is limited to
185 m. But what if you want to connect two
systems together that are 235 m apart? You would

place a repeater somewhere before the 185 m mark so that the repeater will regenerate
or rebuild the signal, allowing it to travel the extra difference. Figure 3-18 shows a
signal that is weakened over distance but is regenerated through the use of a repeater.

m Using a repeater to regenerate the signal

Signal gets weaker with distance

Repeater

{0

Y

Repeater rebuilds the signal so
the signal can travel a greater
distance
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CERTIFICATION OBJECTIVE 3.03

Bridges and Switches

Bridges

A bridged
network with
three segments

Now that we have discussed some of the popular layer-1 devices, let’s take a look at
some popular layer-2 devices. Layer-2 devices are a little smarter than layer-1 devices
in the sense that they actually can make decisions about where the electrical signal
needs to go. Remember that a hub, which is a layer-1 device, would forward the
signal to all ports on the hub, which will lead to traffic problems as you start adding
hubs to the topology.

This section will introduce you to two layer-2 devices that often are used to filter
network traffic. By filtering network traffic, we are conserving precious bandwidth
on the network, which will have a huge impact on the overall performance of the
network.

A bridge is a network connectivity device that is used to break the network down
into multiple network segments. A bridge runs at layer 2, the data link layer, and is
used to filter traffic by only forwarding traffic to the destination network segment.
Figure 3-19 shows an example of a bridged network.

Segment 3

Worl;;gétion Bridge Table

Workstation Segment
00-B0-DO-BI-ED-51 3
00-0D-60-48-53-9E 2

00-AO-C9-C3-D2-E2 |

Segment |

~

Workstation Workstation Workstation Workstation
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$atch

with a MAC address, and the MAC is a
component of layer 2 of the OSI model,
the bridge runs at layer 2 of the OSI model

Let’s look at an example of how a bridge filters network traffic. Assume that
you have just completed connecting the bridge to the network segments shown in
Figure 3-19. When Workstation A sends data to Workstation F, the data will go
out the network card of Workstation A and will travel the full length of segment 3
in both directions. The signal will reach the bridge, and the bridge will look at the
destination MAC address of the packet. Once the bridge looks at the destination
MAC address, it will compare that MAC address with the MAC addresses in its
bridging table. The bridging table is a table in memory that lists all known MAC
addresses and which network segment that MAC address lives on. This table is
critical to the bridge’s filtering features. Since this is the first piece of data sent on
the network, the MAC address for Workstation F is not in the bridging table, so the
bridge will need to forward the data to both segment 1 and segment 2. It will not
forward the information to network segment 3 because that is where the data came
from, and if Workstation F existed on that network, it would already have the data.

When the bridge received the initial data from Workstation A, it recorded
the MAC address of Workstation A and the network segment that Workstation
A resides on in the bridging table. This way if anyone sends data to Workstation
A, the bridge will have an entry for Workstation A in the bridging table, and the

bridge will forward the data only to network
segment 3 and not to the other segments.

_ Also note that when Workstation F replies
e)‘am to Workstation A, the data will need to pass

through the bridge, so the bridge will know
what network segment Workstation F resides
on and will record that MAC address in the
bridging table.

Over time, the bridging table will be filled

Since a bridge works

Switches

with MAC addresses and their associated
network segments. In our example, after the bridging table has been constructed,
if Workstation A sends data to Workstation C, the data will reach the bridge and
the bridge will forward the data only to network segment 1. This prevents network
segment 2 from being congested with the traffic (shown in Figure 3-20).

Switches, also known as switching hubs, have become an increasingly important
part of our networking today, because when working with hubs, a hub sends the data
to all ports on the hub. If you have a large network structure, this means that you



FIGURE 3-20

A bridge
forwards the
traffic only to the
needed network
segments.

A 24-port 10/100
Mbps switch
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Segment 3
g Bridge Table
Workstation Workstation Segment
00-B0-DO0-BI-ED-51 3
00-0D-60-48-53-9E 2
00-AO-C9-C3-D2-E2 I

Segment 2

Workstation 4 Workstation Workstation Workstation

have probably linked a few hubs together, and when data is sent from one system to
another, all computers see the traffic. This leads to a lot of network traffic, which
eventually slows network performance. Figure 3-21 shows an example of a 24-port
10/100 Mbps switch.

When you use a switch instead of a hub, the switch acts as a filtering device by
associating the MAC address of the system connected to the switch with the port on
the switch that the system is connected to. For example, in Figure 3-22, Computer
A transmits a packet to Computer C. The packet enters the switch from port 1 and
then travels a direct route to port 3, because the switch uses the destination MAC
address of the packet and knows that the MAC address is of the device connected
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An example of a
switch in action

on th?

Qob

11 [21 31 41 [5] [e] [7]

Workstation Workstation Workstation

into port 3. From port 3, the packet is transmitted to Computer C. During this
process, Computer B is unaware of the traffic between Computers A and C, because
there is a direct path within the switch and no shared bandwidth.

It is a best practice to use switches whenever possible because of the increase
in performance over a standard hub.The bandwidth with a standard hub is
shared by all users connected to the hub; however, with a switch, all users get
the full network bandwidth. For example, a 100 Mbps network with a 24-port
hub and 24 PCs allows each user to have 100/124 Mbps bandwidth; with a
switch, however, each user would have a full 100 Mbps bandwidth.

Understanding VLANSs

Virtual LANs (VLANS) are a feature of special switches, known as managed switches,
which allow the administrator to group ports on a switch to a “virtual LAN.” When

a port is configured for a particular VLAN) it is unable to communicate with systems
that are not on that VLAN without the use of a routing device such as a router. This
is similar to the fact that, if we had two physical networks, a machine cannot send
data from one network to the other without the use of a router.
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The purpose of a VLAN is to cut down on broadcast traffic through the use of
what are known as broadcast domains. A VLAN acts as a broadcast domain—Ilet’s
look at how this works. Normally, if we had a 24-port hub or switch and a computer
wanted to send data to all systems, it would “broadcast” the data out onto the
network. A broadcast will hit every port on that switch or hub. With a VLAN-
supported switch, you can create VLANS that act as “broadcast” domains. This
means that if Workstation A is on VLANI, which is made up of ports 1 through
12 on the 24-port switch, when Workstation A sends broadcast traffic (traffic
intended for all systems), it will be sent only to ports 1 through 12 because the
virtual LAN is acting as a boundary for traffic. The benefit of this is that you are
now able to minimize traffic within or across switches, which increases network
throughput. Figure 3-23 shows a switch that is divided into two different VLANS.

How you implement your VLAN depends on what type of switch you have. There
are a number of different types of switches:

B Layer-1 switch A layer-1 switch implements what is known as port
switching. Port switching means that the network administrator associates
the ports on the switch as being members of a particular VLAN. With port
switching, you need to ensure that you are satisfied with the fact that if
you move a computer from one port to another, the system may become a
member of a different VLAN, because the port is the member of the VLAN,
not the network card connected to it. Layer-1 switches do offer benefits;
they are great for increasing security and isolation. They also allow an
administrator to move a system to a new VLAN by reconfiguring the port
for the new VLAN. The benefit is that there is no need to move the system
physically.

B Layer-2 switch A layer-2 switch doesn’t associate the port with the VLAN,
but the MAC addresses of systems are associated with the VLAN. The
network administrator is responsible for listing all the MAC addresses for
each VLAN on the switch. When a packet is sent by a system and reaches
the switch, the switch tags the packet as being a member of the VLAN, and
it will be sent only to other systems in the VLAN. The benefit of layer-2
switches is that, because the MAC address is associated with the VLAN, it
doesn’t matter what port the system is plugged into. This is a great feature for
laptop users who typically roam around on the network—they will always be
a member of the same VLAN unless the switch is reconfigured.
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Ports on a switch

associated
with VLANs

¥ E Wy FEEy

rewlrerrw

Switch
B Layer-3 Switch A layer-3 switch bases
ée.am membership to a VLAN on the subnet ID of
Oatch the layer-3 address of a packet. With layer-3

For the exam, know that
bridges and switches are considered
layer-2 devices.You can remember this
easily because they both work with MAC
addresses (layer-2 addresses).

switches, the workstations do not actually
belong to the VLAN, but the packets that are
being sent do belong, because they have the
source address information which contains
the network ID in them.

To create the VLANS, the network administrator will need to run the
configuration utility on the VLAN-supported switch. Also note that with a layer-1
switch, if a system needs to be moved from VLANI to VLANZ2, there is no need
to move systems around; you simply need to configure the port that the system is
connected to from one VLAN to the other on the switch.

Datch

Know that a multilayer of a switch (layer-2) and a router (layer-3).
switch, such as a layer-2 and layer-3 switch, These are popular devices today rather
is a switch that provides the functionality than buying both a switch and a router.

Now that you have an understanding of some of the more popular network com-

! ponents, let’s work through an exercise and think about how these devices are used.

Be sure to check out the Cisco switch exercises in LabBook.pdf on the
CD-ROM. Exercises 3-3, 3-4, and 3-5 summarize the different types of devices
and also walk you through the configuration of a Cisco switch.
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Please check out the Exercise 3-3 CertCam training video on the CD-ROM.

Switch Features

Most enterprise-capable switches have a number of features that make the switch
attractive for large organizations. The following is a listing of popular features
incorporated into big-name switches such as those from Cisco and Juniper Networks.

Spanning Tree Protocol (STP) The Spanning Tree Protocol (STP) runs at layer
2 and is designed to prevent loops on a network that could occur if you connect a
number of switches together. For example, a loop is created if you connect Switch1
to Switch2 and then turn around and connect Switch2 back to Switch1 using a dif-
ferent cable and ports on the switches.

Having a loop on the network could cause the network to go down and creates
instability in the switches. To prevent this, STP was designed. STP is a protocol that
looks at all of the ports used to create a loop and then places one of those ports in a
blocking state so that no data traffic can pass through the port. Once the port is in a
blocking state, the loop is broken and the network becomes more stable.

The fact that the port is in a blocking state instead of being disabled means that if
one of the other links go down, then the port is transitioned into a forwarding state
automatically. When a port is in a forwarding state, it is allowed to send and receive
data on the port.

Trunking Trunking is a feature on Cisco switches that allows you to connect the
switches together and then assign one of the ports as a trunk port. The trunk port is
the port that is used to carry VLAN traffic to the other switch. VLANS are allowed
to contain ports as members that are from multiple switches. If data is destined for
all systems in the VLAN, the VLAN identification information is added to the data
packet and then the switch sends the packet out the trunk port. When another
switch receives the packet, it checks the VLAN identification information and then
sends the data to all of its ports that are a member of that particular VLAN.

ISL and 802.1Q When a switch assigns the VLAN identification information to
a packet, this is known as tagging. Two popular protocols for tagging are the Inter-
Switch Link (ISL) and the IEEE 802.1Q protocol.

ISL is the Cisco proprietary protocol for tagging packets and associating them
with a particular VLAN on older switches, while 802.1Q is the IEEE standard for
VLAN trunking. Newer Cisco and Juniper Networks switches use 802.1Q as the
tagging method.
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Port Mirroring Port mirroring, also known as port monitoring, is a feature that
allows the switch to send a copy of data that reaches certain ports to the mirrored, or
monitored, port. Port monitoring allows an administrator to plug his/her workstation
into the port that the copy of the data is being sent to, and monitor the network
traffic.

Port mirroring is an important feature of a switch because by default the switch
filters traffic by only sending the data to the port that the destination system resides
on. The switch’s filtering feature will prevent the monitoring of traffic, and as a
result the administrator will have to enable port mirroring (monitoring) and specify
the port that receives the copy of data.

Port Authentication Port authentication is another important feature of the
switch that allows the administrator to associate the MAC address of the system that
will connect to the port. The administrator can also specify that if a system with a
different MAC address connects to the port, the port is to be automatically disabled.
Port authentication will help increase the security of the network by allowing
only authorized systems to connect to the network—a critical feature of any switch!

Content Switch A content switch is a special switch that is designed for optimiz-
ing data delivery to clients by incorporating features to improve performance such
as data caching or load balancing features on the switch. Here is an example of how
the switch can load-balance traffic: if you connect two servers into the switch, the
switch creates a virtual server using a virtual IP, and when a request comes in to the
virtual IP, the switch then forwards the request to one of the servers connected to
the switch. The result is that the load is balanced across both servers and perfor-
mance is increased.

CERTIFICATION OBJECTIVE 3.04

Routers and Brouters

One of the most popular network devices along with a switch is a network router. A
router is responsible for sending data from one network to another and is a layer-3
device. This section will introduce you to routers and brouters.



Routers
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Routers are layer-3 devices and are responsible for routing, or sending data from one
network to another. A router will have multiple network interfaces, as shown in
Figure 3-24, with each network connecting to a network or a WAN environment.
Routers are typically used to connect the LAN to a WAN environment by having
a network interface and a WAN interface connecting to each type of network. The
router then passes data from one interface to the other.

Routers work with layer-3 addresses, which

are logical addresses assigned to the systems
ercam that are used to determine how to reach the

Datch destination network. Routers use a routing table
In order for data to stored in memory on the router to determine
leave the network, the systems must use how to reach a system on a destination network.
routable protocols, such as IPXISEX, TCF! Figure 3-25 shows three networks connected by
IF, or AppleTalk. routers. In the figure, notice that if a system on
Network A wants to send data to a system on

A Cisco 1604
router with
LAN and WAN
interfaces

Network B, it must leave Network A by means
of Router 1 and then Router 1 will send the data to Router 2. It is the responsibility
of Router 2 to send the data to the destination computer.

Routers are a great way to filter network traffic as well, because they act as a
broadcast domain. Traffic will not cross the router unless it is actually destined for a
system on the remote network. Most router administrators do not allow broadcasts
to pass through the router.

For more information on how routers work and how to manage them, be sure to

check out Chapter 5.

RJ-45 & AUI LAN interfaces ISDN interface TI interface to DSU/CSU
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m Routers connecting LANs to a WAN

Network A

’
,” Router |

Network B

Router 3

Server

Brouters

A number of network environments use multiple network protocols on the network
to support different network applications or services. If you need to route data for
one protocol but need the bridging functionality for another protocol, instead

of buying both a bridge and a router, you can purchase a brouter. A brouter is the
combination of a bridge and a router, and it makes the decision whether it needs

to bridge the data or route the data according to the protocol being used. If the
protocol is a nonroutable protocol such as NetBEUI, the data will be bridged. If the
protocol is TCP/IP or IPX/SPX, the routing features of the brouter will be used.
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CERTIFICATION OBJECTIVE 3.05

Gateways and Security Devices

Gateways

Two other types of devices that are found in networking environments are gateways
and firewalls. This section discusses gateways and acts as an introduction to security
devices such as firewalls and intrusion detection systems. For a more detailed
discussion, see Chapter 12.

A gateway is responsible for translating information from one format to another and
can run at any layer of the OSI model, depending on what information the gateway
translates. A typical use of a gateway is to ensure that systems in one environment
can access information in another environment. For example, you want to make
sure that your PC environment can access information on the company’s mainframe.
As shown in Figure 3-26, when the packet reaches the gateway, the gateway strips
the packet down and repackages it so that it is understood on the other side of the
gateway.

In Figure 3-26, notice that the information sent by Workstation 1 has been
reformatted after reaching the gateway. Gateways do this by stripping the packet
down to just the data and then rebuilding the packet so that it is understood at the
destination.

m A gateway translates data from one format to another.

i )l ol
APl |

[Tom—g = |

Mainframe

R

Gateway
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Firewalls

on the
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It is also important to note that when you configure TCP/IP and you configure
the “default gateway” setting, you are pointing to the address of the router on the
network. It really has nothing to do with an actual “gateway” device.

Firewalls are a networking component responsible for protecting the network
from outside intruders. The firewall is designed to block specific types of traffic
while allowing certain information to pass through. For example, | have a firewall
that blocks any data that tries to reach my network from the Internet unless it is
HTTP traffic. The reason I have allowed HTTP traffic through the firewall is that
I would like my customers to be able to view my web site. The firewall administrator
selectively chooses which traffic can and cannot pass through the firewall.

For more information on firewalls, refer to Chapter 12.

The home router you purchase for home or a small office has firewall features
built in. I would highly recommend one to protect your systems from the
Internet. To make sure that your computer is not connected directly into the
Internet, put one of these devices between you and the outside world!

Intrusion Detection Systems

An intrusion detection system (IDS) is a security device that monitors system or
network activity and then notifies the administrator of any suspicious activity.
Intrusion detection systems are important devices that will complement other
security devices such as firewalls. The IDS is an important device because it will
notify you not only of suspicious activity against the firewall, but also of suspicious
activity inside the network.

There are two types of intrusion detection systems:

B Host based Host-based intrusion detection systems monitor the local
system for suspicious activity. A host-based IDS is typically a piece of software
installed on the system and can only monitor activity on the system the IDS
was installed on.

B Network based A network-based IDS monitors network traffic for

suspicious behavior. A network-based IDS has the capability of monitoring
the entire network and comparing that traffic to known malicious traffic
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patterns. When a match is found an alert can be triggered. Network-based
IDSs can be software loaded on a system that monitors network traffic or can
be a hardware device.

Intrusion detection systems can be either active or passive. An active IDS will
monitor activity, log any suspicious activity, and then take some form of corrective
action. For example, if a system is doing a port scan on the network, the IDS may log
the activity but also disconnect the system creating the suspicious action from the
network.

A passive intrusion detection system does not take any corrective action when
suspicious activity has been identified. The passive IDS will simply identify the
activity and then log to file any information needed during an investigation. The
passive IDS does not take any corrective action.

For more information on intrusion detection systems, see Chapter 12.

CERTIFICATION OBJECTIVE 3.06

Other Networking Devices

There are a few additional devices that you should be familiar with for the Network+
exam. These are devices that will connect you to a wireless network or a WAN
environment. These devices are only quickly mentioned here because they appear
again in the chapters on WAN and remote connectivity.

Wi ireless Access Points

Wireless access points (WAPs) are network devices that can be connected to the
wired network to allow a wireless client to pass through to get access to the
wired network and its resources. A wireless access point also is known as a cell,
which is a device that transmits and receives radio frequencies between the PCs
and network devices with wireless transmitters connected to them. The wireless
access point is connected to a physical cable, which connects the WAP device to
the rest of the network. Figure 3-27 shows an example of a Linksys home router
that is a wireless access point as well. Notice the wireless antennas attached to
the access point.
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FIGURE 3-27

A home router
being used as a
wireless access
point

The typical home router is a multifunctional device; it acts as a wireless access
point, firewall, switch, and router, all wrapped up in one device.

Modems

There are other forms of networking devices beyond the typical network card; for
instance, modems can be used to communicate with other systems across the public
switched telephone network (PSTN). They are used to convert digital data from
the PC to analog transmission so that the information can be transmitted over the
analog phone lines. The modem on the receiving end is designed to convert the
analog signal to a digital format readable by the system. For more information on
modems, see Chapter 8.

CSU/DSU

A channel service unit/data service unit (CSU/DSU) is either one device or a pair of
devices that allows an organization to get a very-high-speed WAN connection from
the telephone company, such as a T1 or T3 link. The CSU is used at the business
end to get the connection to the WAN, and the DSU may be used at the provider’s
end to allow the CSU to connect. For more information on WAN technologies and

CSU/DSUgs, see Chapter 9.
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The Integrated Services Digital Network (ISDN) is a communication standard for
sending voice and data over normal telephone lines or digital telephone lines. In
order to connect to the ISDN lines, a system will need an ISDN modem, which
doesn’t really act like a modem because, whereas a modem converts digital data to
analog, the ISDN modem carries digital data from one digital system to another, and
so it really is acting as a terminal adapter connecting you to the ISDN lines.

There are two popular types of ISDN connections:

B Basic rate interface (BRI) Thisisa

128 Kbps connection that is made up of two
e | a m 64 Kbps channels (known as B-channels)

Match

BRI and PRI ISDN connections. You will be
tested on them for the Network+ exam.

and one 16 Kbps control channel (known as
Be sure to be familiar with a D-channel).

B Primary rate interface (PRI) This is
a 1.55 Mbps connection that is made

up of twenty-three 64 Kbps channels
(B-channels) and one 64 Kbps D-channel

for signaling and control information.

Wiring Distribution

This chapter wouldn’t be complete without a discussion of how the cabling for the
network is configured. In Chapter 1 you learned about the different types of cables,
and this section will identify related terms you need to know for the exam that
surround cabling as a topic.

Plenum vs. Nonplenum

For the Network+ exam you need to be familiar with the term plenum. Plenum refers
to the space between the ceiling tiles and the floor located above them. This space
is typically used to route power and network cables. It is important to use plenum-
grade cables in this space because if there is a fire and you are not using plenum-
grade cables, a toxin is given off that could be carried throughout the building,
causing harm to individuals. Plenum-grade cabling uses a low-toxicity material for
the jacket of the cable in case of fire.
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Patch Panel

Most companies have network jacks located in the walls that allow systems to
connect to the network. These jacks have cables connected to them that are then
routed a long distance to a patch panel in a

server room.
The patch panel then has a patch cable that

Datch connects to the front of the patch panel and a
Cables are typically port on a switch. When a computer connects
connected from the wall jack to the patch to the network jack in the wall, the patch cable
panel by a punch-down tool.There are is used to map that system to the port on the
a few standards for wiring patch panels; switch. The concept of the patch panel allows
66 block is used for wiring the telephone ease of administration and flexibility in moving
system, while 110 block is used to wire the systems from one switch to another without
patch panel for CAT 5 UTP cable. visiting the workstation. Figure 3-28 displays a
patch panel.

Cross Connects, MDF, and IDF

When wiring the network you will typically have the outside line coming into
the building connect to a panel; this panel is known as the main distribution frame,
or MDF. From the MDF you would typically connect to other panels, known as
intermediate distribution frames (IDFs), which is what the workstations connect to.
This hierarchy of MDF and IDF panels allows greater flexibility when rearranging
the network at a later time.

A typical patch

070809101112 131415161718
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A typical example of how the MDF and IDFs are used is that the MDF would
connect to the cable coming from outside the building. Then there may be a
separate IDF panel representing each floor in the building, with the workstations
on a particular floor connecting to the panel associated with that floor.

$atch

The patch cable that The cable that connects the MDF to the
connects to the patch panel is called a IDFs is called the vertical cross-connect
horizontal cross-connect (HCC) cable. (VCC) cable.

CERTIFICATION SUMMARY |

In this chapter, you learned about some of the popular networking devices that are
used on networks to allow systems to communicate on the network. The first of
those devices is the network card. The network card is responsible for converting
parallel data that is transmitted through the computer’s bus to a serial bit stream to
be sent on the wire. The network card uses a transceiver. Transceivers constitute
that portion of the network interface that actually transmits and receives electrical
signals across the transmission media and connects to the media. There are two types
of transceivers: built in and external. The NIC usually has a built-in transceiver for
twisted-pair and thinnet, but thicknet typically uses an external transceiver.

The network card uses the MAC address burned into the card by the
manufacturer as an identifier to determine where the packet is destined and where it
came from. The system does this by adding the source MAC address and destination
MAC address to the packet, which is read by networking devices to determine
where the packet needs to go.

There are a few popular layer-1 devices, such as hubs, repeaters, and MAUS.
Remember that these devices are considered layer 1 because they work with the
electrical signals. Any data that reaches a layer-1 device will be sent to all ports on
the device. A repeater is responsible for regenerating the electrical signal so that the
signal may travel a greater distance. A MAU is used in a Token Ring environment
and regenerates the signal with each system connected to the MAU. When
connecting MAUs, you will need to ring out of one MAU and ring in to the second
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MAU; you will then ring out of the second MAU and ring in to the third MAU.
Remember to ring out of the last one and ring in to the first MAU.

Bridges and switches are examples of layer-2 devices. A bridge is responsible for
filtering network traffic by sending the data only to the network segment where
the destination system resides. The bridge builds a bridging table, which has a list
of destinations. A switch has replaced the network hub nowadays, and it filters
traffic by sending data only to the port on the switch where the destination system
is connected. You can increase network performance dramatically by changing
your network hubs to switches. A number of switches support VLAN capabilities.
A VLAN is used to create virtual networks out of ports on one or more switches.
When data is broadcast on the VLAN, it is sent only to members of the VLAN,
not the entire switch. Systems can communicate only with other systems on their
VLAN and cannot communicate with systems on other VLANs without the use of
router.

Some other popular networking components are routers, gateways, and firewalls.
Routers are layer-3 devices that are responsible for sending data from one network to
another. A gateway is responsible for converting data from one format to another so
that the data can be understood on both sides of the gateway. A firewall is a device
that stops traffic from passing through it, protecting private network resources.
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TWO-MINUTE DRILL

Network Interface Cards

a

Q

Network interface cards (NICs) function by converting parallel data from
the computer to a serial bit stream sent on the network.

The computer must have a software driver installed to enable it to interact
with the NIC, just as it must for any other peripheral device.

The media access control (MAC) address, or hardware address, is a 12-digit
number that is used to determine where the data is being sent and where it is
coming from. The MAC address also is known as a layer-2 address and looks
like 00-0D-60-48-53-9E.

A computer bus is the term used for the speed and type of interface the
computer uses with various types of interface cards and equipment. Popular
bus architectures are ISA, PCI, and PCMCIA for laptops. When you install
a network card, you will need to be familiar with what bus slot you will place
the card into.

The network card uses a transceiver to pick up the electrical signals and send
electrical signals on the wire. There are two types of transceivers: built in and
external. The transceivers for twisted-pair and thinnet usually are built into the
network card, whereas the transceiver for thicknet is usually an external one.

When you are configuring the network card, you may need to specify the
transfer rate so that it supports the device you are connecting to. You also
may need to specify the transceiver you intend to use, the transmission type,
and whether to use half duplex or full duplex.

Simplex transmissions allow data to be sent in only one direction. Half
duplex allows data to be sent and received, but not at the same time. Full
duplex allows data to be sent and received at the same time.

Hubs, MAUs, and Repeaters

a

a

Hubs are the central location to which all cabling must connect in most
topologies.

When exam time comes, remember the difference between an active hub and
a passive hub. An active hub contains electronic components to boost the
signal. A passive hub does not.
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Networking Components

A multistation access unit (MAU) is a device to which multiple workstations
are connected in order to communicate on a Token Ring network.

Because the signal gets weaker over distance, repeaters are used to regenerate
the signal so that it can continue in its travels.

Hubs, MAUs, and repeaters are layer-1 devices.

Bridges and Switches

Q

Q

A bridge is used to create multiple segments on the network. The bridge will
forward network traffic only to the destination segment and not to all seg-
ments, thus acting as a filtering device to improve network performance.

A switch filters network traffic by sending data only to the port on the switch
where the destination system resides.

Switches are replacing hubs, and network administrators who wish to im-
prove network performance should replace their hubs with switches.

Some switches support virtual LANs (VLANs). A VLAN is a group of ports
on the switch that make up their own logical network. Systems on a particu-
lar VLAN can communicate only with other systems on the same VLAN
unless a router is used. The VLAN also acts as a broadcast domain, because
broadcast traffic is sent only to ports in the VLAN where the sender of the
broadcast traffic exists.

Bridges and switches are layer-2 devices.

Routers and Brouters

Q

Q

A router is a layer-3 device that sends data from one network to another us-
ing a layer-3 address such as an IP address.

Routers are used by routable protocols such as IPX/SPX, TCP/IP, and
AppleTalk.

A brouter is a device that combines a bridge and a router. The brouter will
act as a router for routable protocols but will act as a bridge for nonroutable
protocols such as NetBEUI.
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Gateways and Security Devices

QO A gateway is a device that is used to join dissimilar environments together.

Q The gateway converts data from one side of the gateway to a format that the
other side of the gateway will understand.

Q A firewall is a device that blocks all network traffic from passing through
the firewall in order to protect private network resources. The firewall may
be configured to allow selected traffic to pass through. For example, most
companies have a web server that publishes their web site, so they will need
to allow HTTP traffic to pass through the firewall.

Other Networking Devices

O Modems are used as remote connectivity devices to connect systems across
telephone wires. The modem converts digital signals to analog on the sending
computer and converts analog signals to digital on the receiving computer.

Q CSU/DSU is a network device that allows an organization to connect to a

high-speed link such as a T1 or T3.

Q ISDN is a digital service that is used to connect systems over a digital phone
line and to receive transmission rates faster than conventional modems.
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SELFTEST

The following questions will help you measure your understanding of the material presented in this
chapter. Read all of the choices carefully, because there might be more than one correct answer.
Choose all correct answers for each question.

Network Interface Cards

I. What does a network interface card add to a computer’s functionality?
A. It provides faster communication between the CPU and the hard disk.
B. It provides the capability to communicate across a phone line to another computer.
C. It provides the capability to communicate with other computers across a network medium.

D. It provides the capability to save more information on a diskette than normal.

2. In order for a NIC to interact with the computer, what needs to be installed?

A. The appropriate documentation for the user to take advantage of the features of the
interface card

B. A driver, which is software that enables the NIC and the computer to communicate with
each other

C. A bus, which enables the interface card to communicate through the various topologies of
the Internet

D. Nothing

3. Ifa card has the capability to connect to more than one kind of medium, you might have to set
which of the following in order to ensure connectivity?

A. IRQ setting
B. Link light on/off setting
C. Transceiver-type setting
D. PCI setting

4. When troubleshooting to find out why a network card will not connect to the network, which
of the following would you check first?
A. Driver
B. Link light
C. Transceiver-type setting
D. Switch
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5. Which of the following is an example of a layer-2 address?
A. 192.168.2.5
B. COMPUTER100
C. Computer100.glensworld.loc
D. 00-0D-60-48-53-9E
6. What is an AUI connector?
A. A 9-pin DB male connector
B. A 15-pin D female connector
C. A 25-pin D female connector
D.

Same as an RJ-45 connector

Hubs, MAUs, and Repeaters

7. Which of the following types of hubs does not regenerate the signal and therefore is not a

repeater?

A. Active
B. Hybrid
C. Passive

D. Switching hub

8. Which network component is used to extend the distance the signal can travel by regenerating
the signal?

A. Passive hub

B. Switch
C. Router
D. Repeater
9. Which type of hub enables more than one type of cable or medium to connect to it?
A. Passive
B. Active
C. Hybrid

D. Multistation access unit

10. Which network device is used to connect systems together in a Token Ring environment?
A. Multisensing action unit
B. Multistation access unit
C. Multisplit add transmission unit
D.

Multistation action unit
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Il. When data is sent to a system on a hub, the data is sent to which port(s) on the hub?
A. The port of the destination system
B. All ports on the immediate hub but not any linked hubs
C. All ports on the immediate hub and any linked hubs
D. All ports on only the linked hub

Bridges and Switches

12. Which type of network component enables each device to have the full bandwidth of the
medium when transmitting?

A. Hub
B. Repeater
C. Switch

D. Transceiver

13. When data is sent to a system on a switch, the data is sent to what port(s)?
A. The port of the destination system
B. All ports on the immediate hub, but not the any uplinked hubs
C. All ports on the immediate hub and any uplinked hubs
D. All ports on the uplinked hub

14. Which layer of the OSI model does a bridge run at?

A. Layer 4
B. Layerl
C. Layer3
D. Layer2

15. Which networking feature allows you to group ports on a switch to create a broadcast domain?

A. WANSs

B. VLANs
C. MANs
D. CANs
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Routers and Brouters

16. Which layer of the OSI model does a router run at?

A
B.
C.
D.

Layer 4
Layer 1
Layer 3
Layer 2

17. Which networking device routes data used by a routable protocol but bridges data for
nonroutable protocols?

A

B.

C.
D.

Router
Bridge
Gateway
Brouter

18. Which of the following are nonroutable protocols?

A

B.
C.
D. AppleTalk

NetBEUI
IPX
TCP/IP

Gateways and Security Devices

19. Which of the following layers does a gateway run at (select the best answer)?

A. Layer 4
B. Layer1
C. Layer5
D. All layers
20. Which type of device is responsible for connecting dissimilar networking environments
together?
A. Router
B. Bridge
C. Gateway
D. Switch

161
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21. Which networking device is used to block unauthorized traffic from entering the network?

A. Bridge

B. Gateway
C. Switch
D. Firewall

Other Networking Devices

22. Which of the following devices is used to connect to digital phone lines?
A. ISDN modem

B. CSU/DSU
C. Modem
D. NIC
23. Which of the following devices is used to prepare the digital data for transmission over the
PSTN?
A. ISDN modem
B. CSU/DSU
C. Modem
D. NIC
24. How many B-channels are in a BRI ISDN connection?
Al

B. 2
C. 3
D. 4
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SELF TEST ANSWERS

Network Interface Cards

M C. A network card provides the capability to communicate with other computers across

a network medium such as a CAT 5 cable. The network card connects to the cable using a
transceiver which is responsible for sending and receiving the electrical signals on the wire.
Network interface cards (NICs) are known by a variety of names, including network adapters,
network cards, network adapter boards, and media access cards. Regardless of the name, they
function by enabling computers to communicate across a network. NICs are often defined

by the following criteria: 1) The type of data link protocol they support, such as an Ethernet
adapter or a Token Ring adapter. 2) The type of medium to which they connect, such as TP or
thinnet. 3) The data bus for which they were designed, such as ISA, PCI, or USB.

A is incorrect because a NIC does not help increase the bus speed between the CPU

and the hard drive; that would require a different, faster system bus that is based on the

system clock, which controls the bus speed. B is incorrect because a NIC does not provide
communications on a phone line—a modem does. D is incorrect since the NIC has no bearing
or connection to the diskette drive.

M B. The computer must have a software driver installed to enable the operating system to
interact with the NIC, just as it must for any other peripheral device. These drivers enable the
operating system and higher-level applications to control the functions of the adapter. The
NICs that exist in the various workstations on a network communicate with each other using
their own unique addresses. The hardware address, or MAC address as it is commonly called, is
unique on each network card on a network.

& A is incorrect because the documentation for a device or add-in card is for user reference
only and has no bearing on the device’s functionality. C is incorrect because all PCs must
already have a bus for all internal components of the PC to communicate with one another.
D is incorrect because the operating system does need to have instructions to communicate
with a device, which requires a driver.

M C. The transceiver-type setting is required for network adapters that are capable of
attaching to more than one media type. Typical cards of this nature include Ethernet cards that
have both twisted-pair and coaxial connectors. This is one of the more common oversights

in configuring a NIC and renders the card nonfunctional if configured for the wrong media
connection. To alleviate this problem, some cards of this type have an auto setting that causes
the card to search for the transceiver that has media connected to it. From a troubleshooting
point of view, you should be prepared for the auto setting not to be working, and you may need
to manually specify the transceiver type.
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A is incorrect because the IRQ setting allows you to specify that the IRQ is used to get the
processor’s attention, allowing the device to get some processing time. B and D are incorrect
because the link light on/off setting and the PCI setting do not exist.

4. M B. When troubleshooting any kind of problem, you want to check the easy stuff first.
When it comes to network cards, the first thing you want to check is the link light on the back
of the computer to verify that there is an actual connection to the network.

& A, C, and D are incorrect. Although the driver and switch are definitely things you should
verify, they would not be at the top of my list. After verifying that there is a link, I would check
the settings on the network card, such as the transceiver type; if that did not work, I would try
replacing the driver with a newer version.

5. M D. A layer-2 address is a MAC address and looks like 00-0D-60-48-53-9E.
A, B, and C are incorrect. 192.168.2.5 is an example of an IP address, which is a layer-3
address. COMPUTER100 is an example of a NetBIOS name, and computer100.glensworld.loc

is an example of a fully qualified domain name.

6. M B.An AUI connector is a 15-pin D female connector. With an external transceiver, the
actual media connection is made external to the NIC using a small device that attaches via an
extension cable. These types of connections use an adapter unit interface (AUI) connector, also
called a Digital-Intel-Xerox (DIX) connector, on the back of the NIC. The AUI connector is a
female 15-pin D-connector that looks very much like a joystick port.

A is incorrect because a 9-pin male connector is found on the back of PCs and is the serial
port. C is incorrect because a 25-pin connector is found on the back of a PC as the printer
connection. D is incorrect because the RJ-45 is used with twisted-pair cable networks.

Hubs, MAUs and Repeaters

7. M C. The function of a passive hub is simply to receive data from one port of the hub and
send it out to the other ports. For example, an eight-port hub receives data from port 3 and then
resends that data to ports 1, 2, 4, 5, 6, 7, and 8. It is as simple as that. A passive hub contains
no power source or electrical components. There is no signal processing. It simply attaches the
ports internally and enables communication to flow through the network.

A is incorrect because the active hub does regenerate the signal, since it is powered. B is
incorrect because, even though the hybrid hub is powered, the only difference between it and
a regular hub is that the hybrid hub has connectors for different media types. D is incorrect
because a switch is always powered and therefore will regenerate the data signals.

8. M D. Repeaters can be used to extend the length of the maximum distance of the different
types of cables, because when a signal reaches a repeater, the repeater regenerates the signal.
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&l A is incorrect because a passive hub does not regenerate signals, given that it is not
powered. B is incorrect because a NIC generates a signal but does not regenerate a signal.

C is incorrect because the IRQ is used to get the CPU’s attention by interrupting it to perform
processing.

M C. A hybrid hub is one that can use many types of cables. A popular example of a hybrid
hub is a hub that has connectors for thinnet and twisted-pair cabling.

A and B are incorrect because active and passive hubs deal with the question of whether
they will regenerate the signal or not; this has nothing to do with the connector types on the
hub. D is incorrect because a MAU is for Token Ring networks and does not support multiple
connector types.

M B. A multistation access unit (MAU) is a hub-type device in Token Ring environments.
Remember that the MAUs are connected together by a ring-in/ring-out feature.
A, C, and D are incorrect because they are terms that were made up to trick you!

M C.Remember that with hubs, when a data signal reaches the hub, the hub sends the signal
throughout the entire network bus, which includes ports on that hub and any linked hubs. Hubs
perform no filtering of traffic, which is what a switch offers!

& A, B, and D are incorrect because the signal will be sent to all ports on all linked hubs.

Bridges and Switches

12.

M C. Switching is a fairly involved process that allows the device to have the full bandwidth
when transmitting.

&l A is incorrect because the bandwidth is divided among all used ports on a hub. B is
incorrect because a repeater does not split bandwidth, inasmuch as it is used only to receive
signals on one cable and regenerate the signal on another cable. D is incorrect because a
transceiver is the connection point on a NIC and does not allow for multiple users to send data
through the transceiver. The bandwidth on the transceiver is dedicated to the PC in which the
NIC is installed.

M A. A switch is different from a hub in the sense that with a switch the data is sent only
to the port that hosts the destination system. This minimizes network traffic and increases
throughput on the network.

& B, C, and D are incorrect because a switch will forward the signal only to the port on
which the destination system resides.

M D. Because a bridge works with MAC addresses, it is considered a layer-2 device.
A, B, and C are incorrect. A hub and a repeater are examples of layer-1 devices; a router is
an example of a layer-3 device.
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15.

M B. A VLAN is a way to group ports on a switch so that each grouping is its own virtual
network. Systems can communicate only with other systems on their own VLAN, which
includes broadcast traffic. If a system sends broadcast traffic on the wire, it will be sent only to
other ports on the same VLAN.

& A, C, and D are incorrect. WANs, MANSs, and CANSs are terms used for types of networks;
they have nothing to do with features of a switch.

Routers and Brouters

16.

M C. A router runs at layer 3 of the OSI model.
X A, B, and D are incorrect. An example of a layer-1 device would be a hub or repeater,
and an example of a layer-2 device would be a bridge or a switch. A gateway could be a layer-4

device.

M D. A brouter will route information using a routable protocol and will bridge information
being sent using a nonroutable protocol.

A, B, and C are incorrect. A router simply routes or sends data from one network to
another, whereas a bridge filters data within the network by sending data to the appropriate
network segment within a network. A gateway is a device used to translate data from one
format to another.

M A. NetBEUI is an example of a nonroutable protocol.
B, C, and D are incorrect because they are routable protocols.

Gateways and Security Devices

19.

20.

21.

M D. A gateway can run at any layer of the OSI model, such as layer 4, 5, 6, or 7, depending
on what it is translating. It is very popular in the networking world that layers 4, 5, 6, and 7 are
used, but be aware that the gateway could run at any layer.

A, C, and B are incorrect because a gateway can run at any layer.

M C. A gateway is responsible for converting data from one format to another to allow
dissimilar networking environments to communicate.

A, B, and D are incorrect. A router sends or routes information from one network to
another without reformatting. A bridge and a switch are filtering devices that run at layer 2.

M D. A firewall is used to block unauthorized traffic from entering the network.
& A, B, and C are incorrect because these devices do not block traffic. A bridge and a switch
are filtering devices that run at layer 2, whereas a gateway translates data.
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Other Networking Devices

22.

23.

24,

M A. An ISDN modem is used for digital communication over digital or conventional
phone lines.

& B, C, and D are incorrect. A CSU/DSU is used to connect to a high-speed WAN link,
such as a T1 or T3 link. A modem is used to connect systems over an analog link, and a
network card is used to connect a system to the network over network media.

M C. A modem is responsible for converting digital data to analog and analog data to digital
so that digital data can travel over analog lines.

A, B, and D are incorrect. An ISDN modem is used for digital communication over digital
or conventional phone lines. A CSU/DSU is used to connect to a high-speed WAN link, such
asa T1 or T3 link. A network card is used to connect to another system over network media.

M B. There are two B-channels in a BRI connection. Each channel is 64 Kbps, so a BRI
connection is 128 Kbps.
X A, C, and D are incorrect because a BRI connection does not use 1, 3, or 4 B-channels.
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he most popular protocol in use today is Transmission Control Protocol/Internet

Protocol (TCP/IP).The Internet and most company intranets currently use TCP/IP

because of its popularity, flexibility, compatibility, and capability to perform in both small
and large network implementations. TCP/IP can connect a diverse range of hosts, from mainframes
to palmtop computers.The popularity of this protocol makes it a likely culprit to appear many
times throughout the Network+ exam. Although TCP/IP is the most commonly used protocol,
it is not the easiest to configure or even to understand. This chapter gives you an in-depth
understanding of TCP/IP, including the architecture, addressing issues, and configuration involved
with its use. The Network+ exam will test your knowledge of the protocol, but most importantly,
it will test your ability to configure the protocol on workstations. Real-world experience, in
addition to this chapter on TCP/IP, will ensure that you can easily answer any TCP/IP-related
questions presented to you on the exam.

CERTIFICATION OBJECTIVE 4.01

TCP/IP Protocol Suite

The Transmission Control Protocol/Internet Protocol (TCP/IP) is the protocol suite
used by most, if not all, networking environments today. TCP/IP is used on small,
medium, and large networks and has been adopted as the protocol of the Internet.
TCP/IP is a protocol suite—meaning that there are multiple protocols within the
TCP/IP protocol. You will be required to know a number of these protocols for the
Network+ exam.

As you learn in this chapter, each protocol in the suite has a specific purpose
and function. It is not important for the Network+ exam that you understand the
evolution of TCP/IP, so we discuss here the details of the protocol on which you are
likely to be tested. Be sure to spend your time on the TCP/IP chapters, because this
knowledge will help you throughout your years as a networking professional.

The TCP/IP Model

Contained within the TCP/IP model is a four-layer model similar in concept to the
seven-layer OSI model. The four layers of the TCP/IP model map out to the seven
layers of the OSI, but you may find that one layer of the TCP/IP model combines
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multiple layers of the OSI model, as shown in Figure 4-1. There are several protocols
that direct how computers connect and communicate using TCP/IP within the TCP/
[P protocol suite, and each protocol runs on different layers of the Internet model.

Let’s start at the top of this model, which is the application layer. The application
layer is responsible for making the network request (sending computer) or servicing
the request (receiving computer). For example, when a user submits a request from a
web browser, the web browser is responsible for the submission of the request and is
running at this layer. When that web request reaches the web server, the web server,
running at the application layer, accepts that request. The following are popular
application-layer protocols; for more information, see the section “Application-
Layer Protocols” in this chapter:

B Hypertext Transfer Protocol (HTTP)

B Simple Mail Transfer Protocol (SMTP)

B Network News Transport Protocol (NNTP)
B File Transfer Protocol (FTP)

OSI Model TCP/IP Internet Model
| Application |
| Presentation | Application layer

(SMTP, HTTP, FTP)
| Session |
| Transport | Transport layer
P (TCP, UDP)
| Network | Internet layer
(IP, ARP, ICMP)

| Data Link |

Network interface layer
| (Ethernet, Token Ring)

| Physical
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$atch

considered layer-4 (transport) protocols

Transport Layer

The next layer under the application layer is the transport layer. The transport layer
is responsible for both connection-oriented communication (a session is established)
and connectionless communication (a session is not established). When the request
comes down from the higher (application) layer, a transport protocol is then chosen.
The two transport protocols in TCP/IP are the Transmission Control Protocol (TCP)
and the User Datagram Protocol (UDP).

Transmission Control Protocol The Transmission Control Protocol (TCP) is
responsible for providing connection-oriented communication and ensuring delivery
of the data. TCP will make sure that the data reaches its destination by retransmit-
ting any data that is lost or corrupt. TCP is used by applications that require a reli-
able transport, but this transport has more overhead than a connectionless protocol
because of the construction of the session and monitoring and retransmission of any
data across that session.

Another factor to remember about TCP is that the protocol requires that the
recipient acknowledge the successful receipt of data. Of course, all the acknowledgments,
known as ACKSs, generate additional traffic on the network, which causes a reduction
in the amount of data that can be passed within a given time frame. The extra
overhead involved in the creation, monitoring, and ending of the TCP session is
worth the certainty that TCP will ensure that the data will reach its destination.

User Datagram Protocol The User Datagram Protocol (UDP) offers a con-
nectionless datagram service that is an unreliable “best-effort” delivery. UDP does

not guarantee the arrival of datagrams, nor does
it promise that the delivered packets are in the
correct sequence. Applications that don’t require
TCP and UDP are an acknowledgment of data receipt use UDP.
Because of the lack of overhead involved in UDP

of the OSI model. conversations, it is more efficient than TCP.

Internet Layer

After a transport protocol has been selected, which boils down to whether the
communication should be connection-oriented or connectionless, the information
is passed to the Internet layer to determine who is responsible for the delivery of the
information. There are a few protocols that run at the Internet layer; IP, ICMP, and
ARP are examples.
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Internet Protocol The Internet Protocol (IP) provides packet delivery for
protocols higher in the model. It is a connectionless delivery system that makes a
“best-effort” attempt to deliver the packets to the correct destination. IP does not
guarantee delivery of the packets—that is the responsibility of transport protocols;
[P simply sends the data.

The IP protocol is also responsible for the logical addressing and routing of TCP/
IP and therefore is considered a layer-3 protocol

(of the OSI model). The IP protocol on the

Tatch router is responsible for decrementing (usually
IP is a layer-3 protocol by a value of 1) the TTL (time to live) of the
(of the OSI model) and is responsible for packet to prevent it from running around in a
logical addressing and routing. “network loop.” Windows operating systems
have a default TTL of 128.

Internet Control Message Protocol The Internet Control Message Protocol
(ICMP) enables systems on a TCP/IP network to share status and error information.
You can use the status information to detect network trouble. ICMP messages are
encapsulated within IP datagrams so that they may be routed throughout a network.
Two programs that use ICMP messages are Ping and Tracert.

You can use Ping to send ICMP echo requests to an IP address and wait for ICMP
echo responses. Ping reports the time interval between sending the request and
receiving the response. With Ping, you can determine whether a particular IP system
on your network is functioning correctly. You can use many different options with
the Ping utility.

Tracert traces the path taken to a particular
host. This utility can be very useful in trouble-
e am shooting internetworks. Tracert sends [CMP

Datch

ICMP is the protocol in the echo requests to an IP address while it
increments the TTL field in the IP header by a
count of 1 after starting at 1 and then analyzing
the ICMP errors that are returned. Each
succeeding echo request should get one further
into the network before the TTL field reaches O
and an “ICMP time exceeded” error message is returned by the router attempting to
forward it.

Also note that Internet Group Management Protocol (IGMP) is another Internet
layer protocol and is used for multicast applications.

TCPIIP protocol suite that is responsible
for error and status reporting. Programs
such as Ping and Tracert use ICMP.
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Address Resolution Protocol The Address Resolution Protocol (ARP)
provides IP address—to—physical address resolution on a TCP/IP network. To accom-
plish this feat, ARP sends out a broadcast message with an ARP request packet

that contains the IP address of the system it is

trying to find. All systems on the local network
m see the message, and the system that owns the

@atch [P address for which ARP is looking replies by
ARP is responsible for sending its physical address to the originating
converting an IP address (layer-3 address) system in an ARP reply packet. The physical/IP
to the physical MAC address (layer-2 address combo is then stored in the ARP cache
address). of the originating system for future use.
All systems maintain ARP caches that

include IP address—to—physical address
mappings. The ARP cache is always checked for an IP address—to—physical address
mapping before initiating a broadcast. You can learn more about the ARP utility and
other related TCP/IP utilities in Chapter 6.

Application-Layer Protocols

Now that you have learned some of the core protocols such as TCP, UDP, and IP in
the TCP/IP protocol suite, let’s take a look at some of the application-level protocols
that run at the application layer of the TCP/IP Internet model.

HTTP and HTTPS

The Hypertext Transfer Protocol (HTTP) is the protocol used on the Internet to
allow clients to request web pages from web servers and to allow client interaction
with those web servers. HTTP is a stateless protocol, meaning that the web servers
are not aware of what a client has or has not requested and cannot track users who
have requested specific content. This system does not allow for good interaction
with the web server but does allow for retrieving the HTML pages stored on web
sites. To aid in tracking client requests, we use cookies—small files stored on the
client computer that allow the web server to store data on the client that the client
will send back with each request to the server.

The Hypertext Transfer Protocol, Secure (HTTPS) allows you to connect to
a web site and receive and send content in an encrypted format using the Secure
Sockets Layer (SSL). HTTPS is most commonly used on e-commerce sites to
allow you to send personal information without worrying that an Internet hacker is
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viewing this information, especially credit card numbers and other confidential data.
You can determine when HTTPS is being used because the address of the web site
starts with https:// and not http://, which marks the regular HTTP protocol. Another
sign that HTTPS is in use: In Internet Explorer, a lock appears in the status bar of

a page; the lock is either closed or locked (as
shown in Figure 4-2).

Normally, HTTPS is not used for an entire
e-commerce site, because the encryption and
decryption processes slow the connection time,
so only the part of the site that requests personal
information uses HTTPS.

Datch
For the exam, know that

a newer protocol to secure trdffic is
Transport Layer Security (TLS).

Network Time Protocol (NTP)

The Network Time Protocol (NTP) is used to synchronize the clocks of PCs on
a network or the Internet. This is accomplished by configuring a server to be the
time server, which then is the server from which all other PCs on the network
synchronize their time.
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On earlier Windows networks, you can manage time synchronization by placing
a command in a logon script to synchronize the time on the client with the time
server. Use the following command:

NET TI ME \\ conput ernane / SET

Newer Microsoft networks, such as Active Directory networks, have the PDC
emulator provide the time to all servers and clients automatically, so there is no
need to create a logon script for the clients to synchronize the time with the time
server. PDC emulators can also retrieve their time from Internet NTP servers.

Time servers on the Internet allow you to synchronize your PC’s clock with the
exact time kept by atomic clocks. The time synchronization takes into account
time zone settings of your operating system and allows you to synchronize with a
time server even if it is not set for your local time zone.

Network News Transfer Protocol (NNTP)

News clients use the Network News Transfer Protocol (NNTP) to send and
retrieve news articles to a newsgroup. Newsgroups are typically used as a place for
users to post questions and answers on a particular topic area (called a newsgroup).
NNTP uses TCP to send and receive news articles. NNTP allows the submission
and retrieval of only the news articles that have not previously been sent or
retrieved.

Simple Mail Transfer Protocol (SMTP)

The Simple Mail Transfer Protocol (SMTP) is used to send or route mail over a
TCP/IP network such as the Internet. Most e-mail server products support SMTP in
order to send e-mail out of the corporation and onto the Internet.

Post Office Protocol 3 (POP3)

The Post Office Protocol, version 3 (POP3) is the Internet protocol used to
retrieve e-mail from a mail server down to the POP3 client. The e-mail is
“popped” or downloaded to the client after the client has been authenticated to
its mailbox. POP3 has limited capabilities as far as folder support is concerned.
A POP3 client supports only an inbox, an outbox, sent items, and deleted items.
If additional folder support is required, you would need to use an IMAP4 client.
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Internet Message Access Protocol 4 (IMAP4)

The Internet Message Access Protocol, version 4 (IMAP4) is another protocol
similar to POP3 that allows clients to retrieve messages from a mail server. IMAP4
allows additional folders other than the four basic ones provided with POP3. For
example, you can use an IMAP4 client to connect to public folders stored on an
Exchange Server.

Datch

POP3 and IMAP4 are whereas SMTP is the Internet protocol for
the Internet protocols for reading e-mail, sending e-mail.

Simple Network Management Protocol (SNMP)

The Simple Network Management Protocol (SNMP) is an Internet standard that
provides a simple method for remotely managing virtually any network device that
supports SNMP. A network device can be a network card in a server; a program or
service running on a server; or a network device such as a hub, switch, or router.

The SNMP standard defines a two-tiered approach to network device
management: a central management system and the management information base
(MIB) located on the managed device. The management system can monitor one or
many MIBs, allowing for centralized management of a network. From a management
system, you can see valuable performance and network device operation statistics,
enabling you to diagnose network health without leaving your office.

The goal of a management system is to provide centralized network
management. Any computer running SNMP management software is referred
to as a management system. For a management system to be able to perform
centralized network management, it must be able to collect and analyze many
things, including the following:

B Network protocol identification and statistics

B Dynamic identification of computers attached to the network (referred to as
discovery)

B Hardware and software configuration data
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B Computer performance and usage statistics
B Computer event and error messages

B Program and application usage statistics

File Transfer Protocol (FTP)

The File Transfer Protocol (FTP) is a TCP/IP protocol that exists to upload and
download files between FTP servers and clients. Like Telnet and Ping, FTP can
establish a connection to a remote computer using either the hostname or the IP
address and must resolve hostnames to IP addresses to establish communication with
the remote computer.

When TCP/IP is installed on the system, there is an FTP utility available, but
there are also a number of third-party graphical user interface (GUI) FTP clients
available for all operating systems. If you use FTP a great deal, a GUI FTP client
could save you a lot of time and frustration in dealing with FTP commands.

Trivial File Transfer Protocol (TFTP)

The Trivial File Transfer Protocol (TFTP) is a simple protocol compared to FTP
that supports only reading and writing to files and does not support features such

as listing directory contents and authentication. TFTP uses UDP as the transport
protocol, as opposed to FTP, which uses TCP. TFTP is typically used to boot diskless
workstations.

Secure File Transfer Protocol (SFTP)

The Secure File Transfer Protocol (SFTP) is an interactive file transfer protocol
similar to FTP, but it encrypts all traffic between the SFTP client and the SFTP
server. SETP supports additional features such as public key authentication and
compression. Unlike TFTP, SFTP does support a number of commands in its
interactive shell such as listing directory contents, creating directories, downloading
files, and uploading files.

Telnet

Telnet is a terminal emulation protocol that allows a client to run or emulate the
program running on the server. A number of devices allow you to telnet into the
device and perform remote administration of the network device using the command
set available to the Telnet session.
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standard protocol for accessing a
directory service and is supported by
Active Directory and Novell’s eDirectory.
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Secure Shell (SSH)

The Secure Shell (SSH) is a program used to create a shell, or session, with a remote
system. Once the remote session is established, the client can execute commands
within this shell and copy files to the local system. SSH has a major purpose in

life, and that is to support remote shells with support for secure authentication and
encrypted communication.

Secure Copy Protocol (SCP)

The Secure Copy Protocol (SCP) is responsible for copying files from a remote
server to the local system over a secure connection, ensuring that data in transit is
kept confidential. A number of SCP products use an SSH connection to ensure the
security of the secure copy operation.

Lightweight Directory Access Protocol (LDAP)

The Lightweight Directory Access Protocol (LDAP) is the TCP/IP protocol for
directory service access that is supported by all the principal directory services,
such as Novell’s eDirectory and Microsoft’s

Active Directory. LDAP is a protocol that
€ { a m allows LDAP clients to connect to the network

LDAP is the industry- database, or directory, and query the database
for information about its objects, such as user
accounts and printers. For example, a user on
the network could find out the phone number of
another user by using the LDAP protocol.

Line Printer Daemon (LPD) and Line Printer Remote (LPR)

The line printer daemon (LPD) is a printer protocol, or service, installed on the
print server to allow line printer remote (LPR) clients to send print requests to the
print server. When LPD receives the print request, it stores the print request in a
queue until the printer becomes available.

Now that you are acquainted with some of the core protocols of TCP/IP and some
of the application-layer protocols that run on top of TCP/IP, let’s take a look at the
possible scenarios involving TCP/IP protocols and services and their appropriate
solutions.
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CERTIFICATION OBJECTIVE 4.02

TCP/IP Fundamentals

Now that you have learned some of the popular protocols that exist in the TCP/
IP protocol suite, this section will introduce you to the configuration of TCP/IP by
discussing the addressing scheme and rules for assigning an address to a system.

TCP/IP Settings

TCP/IP is a protocol that requires a little bit of knowledge to configure the systems
properly. When you configure TCP/IP, you are required to know the settings for the
[P address, subnet mask, and default gateway. Let’s start with the IP address!

IP Address

The IP address is a 32-bit value that uniquely identifies the system on the network
(or the Internet). An IP address looks similar in appearance to 192.168.1.15. There
are four decimal values in an IP address separated by periods (.). Each decimal value
is made up of 8 bits (1s and Os), and there are four decimal values, so 8 bits times

4 equals the 32-bit address.

Since each of the decimal values is made up of 8 bits (for example, the 192), we
refer to each of the decimal values as an octet. There are four octets in an [P address.
It is very important to understand that the four octets in an IP address are divided
into two parts—a network ID and a host ID. The subnet mask determines the
number of bits that make up the network ID and the number of bits that make up
the host ID. Let’s see how this works.

Subnet Mask

When looking at a subnet mask, if there is a 255 in an octet, then the corresponding
octet in the IP address is part of the network ID. For example, if | had an IP address
of 192.168.1.15 and a subnet mask of 255.255.255.0, the first three octets would
make up the network ID and the last octet would be the host ID. The network 1D
assigns a unique address to the network itself, while the host ID uniquely identifies
the system on the network. Table 4-1 summarizes this example.

You can see in Table 4-1 that the network ID (shown with an “N”) is 192.168.1,
and the host ID is the last octet with a value of 15. This means that this system is
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TABLE 4-1

Identifying the
Network ID and
Host ID Portions
of an IP Address

TABLE 4-2

Identifying

Two Systems

on Different
Networks Using
the Subnet Masks
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on the 192.168.1 network and any other system on the same network will have the
same network 1D.

To use a different example, if I had a subnet mask of 255.0.0.0, it would mean that
the first octet of the [P address is used as the network ID portion, while the last three
octets are the host ID portion of the IP address.

So what is the purpose of the subnet masks? Or better yet, why do we have
a subnet mask that breaks the IP address into a network ID part and a host ID?

The reason is so that when a system such as 192.168.1.15, with a subnet mask of
255.255.255.0, sends a piece of data to 192.198.45.10, the sending system first needs
to determine whether the target computer exists on the same network or not. It does
this by comparing the network IDs (Table 4-2); if the network IDs are the same,
then both systems exist on the same network and one system can send to the other
without the use of a router. If the systems exist on different networks, the data will
need to be passed to the router so that the router can send the data to the other
network.

Let’s take a look at an exercise in which you will need to determine whether two
systems are on the same network or not.

Be sure to do Exercise 4-1 found in the LabBook.pdf on the CD-ROM.

Octet | Octet 2 Octet 3 Octet 4
IP address 192 168 1 15
Subnet mask 255 255 255 0
Address portion N N N H
Octet | Octet 2 Octet 3 Octet 4
IP address 1 192 168 1 15
Subnet mask 255 255 255 0
IP address 2 192 198 45 10
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Default Gateway

When your system wants to send data to another system on the network, it looks at
its own network ID and compares that to the destination system’s IP address. If it
appears that they both have the same network ID, the data is sent directly from your
system to the destination system. If the two systems are on different networks, your
system must pass the data to the router so that the router can send the data to the
destination system’s router.

The question is now, how does your system know who the router is? The answer
is “that is what the default gateway is.” The default gateway is the IP address of the
router that can send data from your network.

In order to communicate on the Internet, your system will need to be
configured with an IP address, a subnet mask, and a default gateway. If you need to
communicate only with other systems on your network, you will need only an IP
address and a subnet mask.

To view your TCP/IP settings, you can go to a command prompt and type
ipconfig—you should see output similar to that shown in Figure 4-3. You will learn
more about TCP/IP-related commands later in this chapter and in Chapter 6.

m ot CAWINDDWSA\System32\cmd. exe I [=l

fEthernet adapter Wireless Metwork Connection:

Vlewmg your Connection—specific DNS Suffix

; TP Address. o - - - o = « - - . % 192.168.0.108
TCP/IP settings Sihier oL DO A v g
Default Gateway . . . . . . . . . = 192.168.8.1
Con2,

CERTIFICATION OBJECTIVE 4.03

TCP/IP Addressing

This section will introduce you to the binary representation of an IP address
and ensure that before you move onto the next chapter (on subnetting) you feel
comfortable with converting binary values to decimal and address classes.
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Understanding Binary

TABLE 4-3

Values Associated
with Each Bit in
an Octet

TABLE 4-4

Calculating the
Decimal Value of
192 in Binary

You know from the previous discussion that the IP address is a 32-bit address divided
into four 8-bit blocks (called octets). The four octets are normally displayed as
decimal values but also have a binary representation that looks like

11000000 10101000 00000001 00001111

Notice that there are four sets of 8 bits (1 or 0), which makes up the 32 bits
(8 x 4 sets) of an IP address. Let’s take a look at how you can determine the binary
representation of an octet. The values of the 8 bits within the octet are shown in
Table 4-3.

Looking at Table 4-3, you can see that the first bit in an octet (far right) has
a decimal value of 1, the second bit has a decimal value of 2, the third bit has a
decimal value of 4, and the values keep doubling with each additional bit. You can
also see that the eighth bit has a decimal value of 128. The first bit is known as
the least significant bit or low-order bit, while the eighth bit is known as the most
significant bit or high-order bit.

To calculate the binary value of an octet with a decimal number such as 192, you
need to enable, or turn on, the bits that will add up to the number of 192, as shown
in Table 4-4.

Notice that the foregoing table has bit eight and bit seven turned on to give you
a value of 128 + 64, which equals 192. The remaining bits will take an “off” state,
which means they are not included in the calculation. A bit that has an on state
takes a “1,” and an off state takes a “0.” So the combination of 8 bits to make the
number 192 would be 11000000. Now that you know how to convert a decimal
value to binary and a binary value to decimal, try out Exercise 4-2 before moving on
to the section on address classes.

Bit 8 7 6 5 4 3 2 1
Value 128 64 32 16 8 4 2 1
Bit 8 7 6 5 4 3 2 1
Value 128 64 32 16 8 4 2 1

State On On
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Al

/.., To practice working with binary, do Exercises 4-2 and 4-3 in LabBook.pdf on

the CD-ROM.

Address Classes

Jatch

an IP address in which the first octet is
between | and 126. Class A addresses also
have a default subnet mask of 255.0.0.0.

Every IP address belongs to a distinct address class. The Internet community defined
these classes to accommodate networks of various sizes. The class to which the IP
address belongs initially determines the network ID and host ID portions of the
address, along with the number of hosts that are supported on that network. The
different class addresses are named class A, class B, class C, class D, and class E. This
section details each class of addresses.

Class A Addresses

A class A address has a default subnet mask of 255.0.0.0, which means that the
first octet is the network ID and the last three octets belong to the host ID portion
of the address. Each octet can contain 256 possible values (0-255), so a class A
address supports 16,777,216 hosts on the network (256 x 256 x 256). Actually, there
are only 16,777,214 valid addresses to use on systems, inasmuch as there are two
addresses on each IP network you are not allowed to assign to systems because they
are reserved. These are the addresses with all host bits set to Os (the network ID) and
all host bits set to 1s (the broadcast address). So

_ with a class A address, you will not be able to
e)am assign n.0.0.0 or 1.255.255.255 (where n is your

network ID) to any hosts on the network.

You can always identify a class A address,
because the value of the first octet falls between
the numbers 1 and 126. Actually, an address that
starts with 127 is a class A address as well, but

Class A addresses have

you are not allowed to use any address that starts
with 127, because it is reserved for the loopback
address (more on the loopback address later). For example, the IP address 12.56.87.34
is a class A address because the first octet is 12, which falls in the range 1-126.

Class B Addresses
Class B addresses have a default subnet mask of 255.255.0.0, which means that the

first two octets are the network ID and the last two octets are the host ID portion



Class B addresses have an
IP address in which the value of the first
octet is between 128 and 191. Class B
addresses have a default subnet mask of
255.255.0.0.

Class C Addresses
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of the address. This means that we can have
65,536 hosts (256 x 256) on the network. Oh,
but wait! Don’t forget to take off the two illegal
addresses, so that gives us 65,534 addresses that
can be assigned to hosts on the network.

Due to the number of hosts that are
supported on a class B address, you usually
find that a medium-sized company has a class
B address. You can identify a class B address
because the first octet starts with a number that
falls between 128 and 191.

Class C addresses have a subnet mask of 255.255.255.0, which means that the first
three octets are the network ID and the last octet is the host ID. Having only one

Datch
Class C addresses have an

IP address in which the value of the first
octet is between 192 and 223. In addition,
class C addresses have a default subnet
mask of 255.255.255.0.

Class D Addresses

octet as the host ID means that a class C address
can support only 254 hosts (256 — 2) on the
network.

You can identify a class C address because
it has a value for the first octet that ranges
between 192 and 223. For example, an IP
address of 202.45.8.6 is a class C address
because 202 falls between 192 and 223. You
also know that this system has a subnet mask of

255.255.255.0 because it is a class C address.

Class D addresses are used for special types of applications on the network known
as multicasting applications. Multicasting applications send data to a number of
systems at the same time by sending data to the multicast address, and anyone who
has registered with that address will receive the data. A multicast address is what
class D addresses are used for, so you will not be assigning them specifically to hosts
on the network for normal network communication.

Class D addresses have a value on the first octet that ranges from 224 to 239.
With that many ranges, class D has the potential for 268,435,456 unique multicast
groups that users can subscribe to from a multicast application.
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TABLE 4-5

Reviewing
Address Classes

DMatch

Class E Addresses

The funny thing about class E addresses is that they were designed for experimental
purposes only, so you will never see a class E address on a network. Class E addresses
have a first octet with a value that falls in the range of 240-247.

Now that you are familiar with the different class addresses, take a look at
Table 4-5, which summarizes the address classes. Be sure to know them for the exam.

First Octet Value Subnet Mask # of Hosts per
Network
Class A 1-126 255.0.0.0 16,771,214
Class B 128-191 255.255.0.0 65,534
Class C 192-223 255.255.255.0 254

It’s guaranteed that you and C addresses on the exam. Be sure to

will see questions on identifying class A, B,  know their default subnet masks as well.

AP

L. To practice identifying address classes, check out Exercise 4-4 in LabBook.pdf,
which is found on the CD-ROM.
Loopback Address

You have learned that you are not allowed to have a host assigned an IP address that
has a value of 127 in the first octet. This is because the class A address range of 127
has been reserved for the loopback address.

The loopback address is used to refer to the local system, also known as the
localhost. If you want to verify that the TCP/IP software has initialized on the local
system even though you may not have an IP address, you may ping the loopback
address, which is typically referred to as 127.0.0.1.
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functioning on your system.

Private Addresses
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You can test your own local system by typing pi ng 127.0. 0. 1, pi ng
| ocal host, or pi ng | oopback, to verify that the TCP/IP protocol stack is

Another type of address you need to be aware of is what is known as a private
address. A private address is an address that can be assigned to a system but cannot
be used for any kind of Internet connectivity. The private addresses are nonroutable
addresses, so any system using them will not be able to function off the network. The
following are the three address ranges that are private:

B 10.0.0.0-10.255.255.255

B 172.16.0.0-172.31.255.255

B 192.168.0.0-192.168.255.255

Not being able to route data across the Internet when using these addresses will
not pose a problem, because realistically, you will have these private addresses sitting

INSIDE THE EXAM

lllegal Addresses

There are a few IP addresses that are ille-

gal to assign to hosts on the network. You
might wonder why a class C address can have
only 254 hosts and not 256, as would seem
more likely, since an 8-bit number can have
256 possible values. The reason for this seem-
ing discrepancy is that two of the addresses
are lost from the available host pool. The first
is an address that has all bits set to Os in the
host ID, which signifies the network 1D of
the network. The second is an address that

has all bits set to 1s in the host ID, which
signifies the broadcast address for the net-
work. So, for example, in the class C network
200.158.157.x, the addresses 200.158.157.0
(the network ID) and 200.158.157.255 (the
broadcast address) are not available to hosts,
reducing the available number of hosts from
256 to 254.

Another illegal address to assign to a host
on the network is any system that has the first
octet of 127; remember that this is reserved as
the loopback address and you will not be able
to assign the address to any host.
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behind a Network Address Translation (NAT) server that will translate the private
address to a public address that can be routed on the Internet. For more information
on NAT, refer to the section “Network Services” later in this chapter.

Addressing Schemes

IPvé

When sending data on the network, there are different ways that the data can
be sent to the destination. The data can be sent to a unicast address, a broadcast
address, or a multicast address. The following outlines the difference between
unicast, broadcast, and multicast:

B Unicast [s the sending of information to one system. With the IP protocol
this is accomplished by sending data to the IP address of the intended
destination system.

B Broadcast Is the sending of information to all systems on the network. Data
that is destined for all systems is sent by using the broadcast address for the
network. An example of a broadcast address for a network is 192.168.2.255.
The broadcast address is determined by setting all host bits to 1 and then
converting the octet to a decimal number.

B Multicast Is the sending of information to a selected group of systems.
Typically this is accomplished by having the systems subscribe to a multicast
address. Any data that is sent to the multicast address is then received by
all systems subscribed to the address. Most multicast addresses start with
224.x.y.z and are considered class D addresses.

Our entire discussion so far about TCP/IP is based on version 4 of TCP/IP, known
as IPv4. The use of TCP/IP over the years has far exceeded expectations, and we are
running out of IP addresses. For that reason, TCP/IP has been redesigned and the
new version is IP version 6 (IPv6).

There are major changes to IPv6 from what we know of IPv4. For starters, IPv4
uses a 32-bit address scheme, while IPv6 will use a 128-bit address scheme. This will
give us an insane number of unique possible addresses—3.4 x 10 to be exact (2!%8)!
This is a huge improvement over 2%2=4 billion unique addresses with 1Pv4.

An IPv6 address will no longer use four octets. The IPv6 address is divided into
eight hexadecimal values that are separated by a colon (:) as shown in the following
example:

65b3: b834: 45a3: 0000: 0000: 762e: 0270: 5224
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A number of different devices and software now support both IPv4 and IPv6, but
it will be a few years yet before we see all systems and devices using only IPv6.

TCPI/IP Ports

Sending data to
a web server on
port 80

An application or process uses a TCP/IP port as an identifier for that application
running on a system. When you send data from one computer to another, you send
data to the port used by that application. For example, when you type the IP address
of a web site in your web browser, the web browser connects to the web server (or web
application) running at that system by sending data to port 80 (shown in Figure 4-4).
Port 80 is the default port of a web server. When the web server answers your request
by sending the web page to your browser, the browser is running on a particular port
as well and the web server sends the page to the port of the web browser.

Server applications typically use low port numbers that fall under 1024, whereas
client applications usually run on ports over 1024. Port numbers that are used by
servers are known as well-known ports (under 1024), whereas port numbers over
1024 used by client applications are known as dynamic ports. They are called
dynamic ports because many times the port is selected at runtime by the application

Port: 80
Web server

Port: 25
SMTP server

Port: 21
FTP server

Client computer
192.168.1.225

192.168.1.200
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and is different each time the program runs. For example, when you start Internet
Explorer, it may use a different port number each time the program is started, but a
web server uses the same port each time (port 80).

Table 4-6 is a list of well-known port numbers that are used by different types of
applications or protocols. Be sure to know these for the Network+ exam.

Jatch
For the exam, know the Also understand that both TCP and UDP

port numbers in Table 4-6, because you will use port numbers.
be tested on the well-known port numbers.

TABLE 4-6 Port Number Process Description

Ports Used by 20 FTP-DATA File Transfer Protocol—used to transfer data from
Popular Internet one machine to another
Applications 21 FTP File Transfer Protocol—used for control messages
of the FTP session
22 SSH Secure Shell
23 TELNET Telnet—used to create a terminal session
25 SMTP Simple Mail Transfer Protocol—used to send
e-mail across the Internet
53 DNS Domain Name System—used to query DNS
servers for the IP address of a remote system
69 TFTP Trivial File Transfer Protocol
80 HTTP Hypertext Transfer Protocol—used to deliver web
pages from a web server to the web client
110 POP3 Post Office Protocol, version 3—a protocol for
reading e-mail over the Internet
119 NNTP Network News Transfer Protocol—used to read
news articles from a news server
123 NTP Used by the Network Time Protocol to
synchronize the time on systems
143 IMAP4 Internet Message Application Protocol, version
4—another Internet protocol for reading e-mail
443 HTTPS Secure Hypertext Transfer Protocol—used to

encrypt web traffic between a client and server
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EXERCISE 4-5

Viewing TCP/IP Port Values

In this exercise, you will look back to the packet capture that you viewed in
Chapter 2 for the analysis of web traffic and identify the ports that were used by both
the web browser (sending system) and the web server (the receiving system).

I. Start Network Monitor by choosing Start | Programs | Administrative Tools
| Network Monitor.

2. Once Network Monitor has started, open the HT TPTraffic capture file from
the LabFiles\ PacketCaptures folder.

3. Double-click the frame in the packet capture that is posting form data to a
web server (frame 16) to expand the details of that packet.

4. In the details panel (middle of screen), select the TCP section by clicking it
once (as shown in the accompanying illustration).
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5. Notice that the source port and the destination port are shown on this line on
the far right side. Record the following information in the spaces provided:

Source Port:

Destination Port:
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6. You should have the following answers recorded in the preceding spaces:
Source Port: 3556
Destination Port: 80

7. Keep in mind that the destination port is port 80, which is the default port
of a web server. You have found that the source port is 3556, which is a value
above 1024. You have learned that a client application usually uses a value
above 1024, so this is traffic of a web browser sending data to a web server.

8. Close Network Monitor and don’t save any information if asked.

Another term that you will hear a lot is socket. A socket is the end point of
communication and is made up of three components: the IP address of the system,
the port number of the application, and the protocol that is being used—either TCP
or UDP. The socket is the end point of communication for a TCP/IP application
and is how data is sent from one system to another, or more accurately, from one
application to another. The following formula defines what a socket is:

Socket = IP address + Port number + Protocol (TCP or UDP)

CERTIFICATION OBJECTIVE 4.04

TCP/IP Configuration Concepts

You have learned what an IP address, a subnet mask, and a default gateway are used
for, and you have learned all about the binary form of addressing, including class
addresses. In this section, you will learn to configure TCP/IP on a client system both
manually and as a DHCP client.

Manual Configuration

To configure TCP/IP on a Windows XP client, you will click the Start button and
then right-click My Network Places and choose Properties.

The network connections window appears, and you should see your LAN
connection. If you right-click your LAN connection and choose Properties, you
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will see your network settings, including the TCP/IP protocol. To configure TCP/IP,
select TCP/IP and choose Properties, as the dialog box shows in Figure 4-5.

To configure your system with a specific address, select Use The Following 1P
Address and then type the IP address, the subnet mask, and the default gateway;
then choose OK. Once you have finished configuring TCP/IP, you will be able to
communicate with network resources using the newly configured system.

Configuring a system manually is not the best approach to take on a network for a
number of reasons:

Workload The amount of work involved in manually configuring each
system on the network is too much for any network administrator.

Typos The potential for human error is great when inputting the
parameters on multiple systems simply due to the fact that it is such a
laborious task. It is also very easy to assign a duplicate address on the
network, which wo