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Request | Respense | Tran |

FOST hifpfianaina81 200WebGoatattack?menu=410 HTTPM .1

Host: janaina: 8180

Usar-Agent: Mozillats. 0 (Windows, U, Windows NT 5.2, en-US, ne1.8.1 4 GeckalZ0070515 Firefow2.0.0. 4 Paros/3.2.1
2

Acoept: testhonl applicationfami applicationfhirm +omil texdithim | o=0.49 textiplaing=0 8, Imageipno, = g=0 5
ecept-Language: en-us eng=045

ihccept-Charset IS0-2858-1 ult-2,q=0.7 *,g=0.7

Keep-Alive: 300

Froxy-Connection: keep-alive

Feferer: htlpsjanzina:d G0AVehGoaliatiack? Screen=37 &menu=410

Cookie JSESSIONID=B33194ET0ABATEE49F 1 DEIECT1 B3BE9E

Buthorization: Basic Z3VIc306Z3VIe30=

Content-Type: applicafionf-weaw-form-urlancoded

Content-Lengih: 81

OT1=6E0TYI=6R0TY3I=680Tvd=68Neld2=4128+3214+0002+1 988 &0ald1=111&5UEMIT=Furchase
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Source 1IP: 192.168.0.101
Source MAC: TZ:02:02:T2:12:12

Target IP: 192.168.0.1

Target MAC: 0000 0H (N 000 .
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ARPLlga

A
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Source [IP: 192.168.0.1
Source MAC: 02:0202Z:02:02:02
Target IP: 19296580101
Target MAC: F242:72:f2:42:42
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MAC Address Scanner &J

-Target

Al hosts it my subnet
" Range
—From-

]1?2_15.15.1

—Ta
|1?2.15.15.254

- Promizcuous-Mode Scanner
[~ &RP Test [Broadcast 31-bit]
[ ARP Test [Broadcast 16-bit]
[~ &RP Test [Broadcast 8-bit)
[~ &RP Test [Group bit]
[~ ARP Test Mulicast group 0]
[~ ARP Test [Multicast group 1]
[~ ARF Test (Mulicast group 3)
[ Al Tests

Cancel I

|

Obbiee 50,5 Towy (6l 4l (g9 £ K&
ol yoo 4y ATl ;o Uljue soled Cannd Julls Sledol b el oo 555 T g il )by 51 JI Slej oS Jga QT
aS Cewl L5.]5»\? ULQ.Q U"‘ u\.u.»l.' oD » ‘ULL')...A :\S...w Sleds oS 43|)‘ Slasuin 9 QL'T IP 9 MAC 6Lb w)bT
Sy 22l Loy 138 05 8 ey cpmly 10 .08 oo plil ARP 1S dladl> g 5lus pgannns ‘QT Sledbl yolwlp 1) L
Coloa (5,58 6la oy 4 ((wamls) Shiffer ;lgie o lads « LS (g9, SIS & g0 0 45 il oo oo 45

g Clled 4 Jorio APR Lo ;o 0ilyd (oo sl 00905 g Blje 5l g Lol a5 Sl 5l oo

Ol i bl Jooz 5 (YL Jouz 1098 (oo ool la Lad 4y JIB Sy 59 cAPR By 5o codled plia o
oled sl Jgoz s (oo Ol 1) Wl 28 (3l paene g 53 oS le olSws e (Vb Jgo2 (Joloe
hest 55T 65y 52 o6l pgmme el gz 3 o ol | Lo Lamag i pgonncs (sl Tgmeals ey ol
Comed Al g0 o2 HUS e 90 (gl)lo conids 5L 8,y oS SIS o skl il dss Cad j0 () 09l Cadle
Joe ol 08 SIS 055 GLiL A S SO IP oyol (595 el Cugy BB oz (gt p0 a5 50 95290 ()l

SR IP 50T g osal)s Gioled 4 (gl oo (g 0 aS0d 50 9250 GUbiae (oolod o 45 095 0 ey

A.».«Sg_i».lsOK 69))JWOQ)SB—§-A—15W‘)A—AMQH)Q u"l")ﬁ)i") IP w)b.‘—sg)ﬁ.b.); B> o

www.ParsBook.org



0L ) 5336 Ollas by (IBHT

,
New ARP Poison Routing ——

WARMING 1

BPR enables you to hijack 1P affic between the selected host on the left ist and sl sedected hosts on the nght list in both
diechons. If & selected host has roubing capabiliies WAN traffic wll be intercepled a: well. Flease note that since your
|{machine haz not the same performance of a router you could causs DoS f you set APR betwesn pour Default Gateway and

all other hosts on yous LAN,

IF addiess | MALC | Hostriame IP addiess | MALC I Hosztrame
17216167 000550 21934C DOTAACSZ2EF | |
17216.16.2 DMDYE2DE4ASE 17216.16.2 DDTEZDEASE

17216716143 0O AADS22E TF

63l poame Slos £5,8 gz o b3 Ol ¥ S

JooSS gz il Cuh,y BB wlood atiigs oYL Jsoz 10 aS SewalS 50 2 IP slo ool Casly oo (5]
Joe (nlanles SSs o 8929 il das o (i 90,5 dndl IS a5 a5 goled (59, 2 (Sl poome a2l 3

lsis 4 a8 55l o o8 1 L 80 50T pins 5 95,5 (oo 65b pianmes 51331 o5 8305 SUISal (5l Jlad sy

|) JLM)J )‘ 03 J».\.»j S, Sleds| ng)Lw P om0 ub; JL@ ﬁ&&job;wm |) Wireshark )‘)5‘ ra).o ».\.0‘9.’ =
55 ot eV iy Ly 45 ARP Sledol 51 VL o S5 o)l L o)l381 o5 ) 51 enlitil & jgm 5o S oanlice

335 osaline |y Ll oy B3l agilys o dlolddly g 05 anlss wisds o Jougo, L3

M. Temae Sawe Uestirten Frotazal  Info
121 8. 711649 O0:216a: h:Tdda OO La a0 522 7T ARP wha has 172, 16,16, 1487 Tell 172.16.16.1
324 ZBE.TI1E54 O0:X1BacShoTdida 0055 20 1994 ARP who has 172.16.16.17  Tell 1L72.16,16. 149
323 XB. 711950 00:21:6az5b:Td 4a 00 LA a0 RE i 2e Tl ARP 172.16.186.1 13 ar O0:X1:6a:5%b:7d:da
126 28, 712037 O0:21:6azsheTd da = H=EHE S By B R ARP 172.16.16.140 15 at O0:21:GarShiTd:da
337 TA.T12408 o0:Lacabc52r2e:Tf DD 2Lcba:ihiTdida Ly 172.16.16.149 15 at 00:la:a0:52:2:7f
128 2B, TLIAR0 G005 kel i ae 02 i6a: $iTd da ARP 172,16, 16.1 18 ar 00:05:5d:1i90ide

ARP 8l 5,5 A IS
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Pamled adlol 095 cand a1y o 6o (94,9 ¢ ) Heiwd Jawsd lel oo Ll
arp —s <IP ADDRESS> <MAC ADDRESS>

ARP SCliwl sl (69959 3| (sd 45 090 ddles 018 (S oy O 05 4 (LS el 4l LSl 4SS 90 0
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s S8 s 4l ol ules slmal (53 F5eeal®) lesen el (sl (52,2 DNS el o
Colw o @8ly ,o sl (pl 03,5 XXXXXXXXX : IP . o1 L www.bankofamerica.com asile culw 8,05 5 ls
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JL»)‘ ﬁ)lf QT 6|).» ‘) IR W) wb})b CJLC)UQ‘)j).M: s ».\.»SLSAJLA) DNS )5)*404.3‘) LS"'“'"P)") L\.u‘ sbb;

..\J)Lb Se>g ».\.u‘)ﬁ L)"‘ L) Ls?r.u:l.o 9 Ls.a.«.a:‘}})b &wd 9O (e Le,u ‘ﬁ)lf LSJ olf».\.).é )‘ s\JLQJ <

m

r o o
B 10000000 192 168.0.114 205.152 3723 DNS Standard query A wiresharkong ® Ble 8 B
i Frame 1: 73 bytes on wire (584 bits), 73 bytes caprured (584 bits)
® Ethernet IT, Src: 00:16:ceife:Bb:24 (00:l6:ce:fe:fb:24), Dst: 00:05:5d:21:99:4c (00:05:5d:21:99:4c)
¥ Internet Protocol, Src: 192.168.0.114 (152.168.0.114), Dst: 205.152.37.23 (205.152.37.23)
i User Datagram Protocol, Src Port: 1060 (10600, Dst Port: 53 (53)
= pomain Mame System (query)
2 f
Transaction ID: Oxlg0f
§ Flags: Ox0100 (standard gquery)
Questions: 1
Answer RRs: O
authority RRS: O
additional RAs: ©
o Quiries
@ wireshark.org: type A, class IN
I
0010 ©0 3b 1F 27 00 00 80 11 67 ¢l €0 aB 00 72 ed 98 .iL'._.. L ] |
020 Hl?ﬂazamasmzr Diﬁdlﬂﬂfﬂlﬁﬂlﬂﬂﬂl | I e 1|
030 DDMDDMMDE fd B J4 BE BL 70 GEJ 3 :E”
040 |
. 20031164 205.152.37.23 182.168.0.114 DNS Standard query responze & 128.121.50.122 & Blo @ B
¢ Frame 2: 89 byus on wire (?12 h‘h:sj. 88 br:es ca.ptured (?12 I:‘h:sj
# Ethernet II, Src: 00:05:5d:21:99:4¢ (00:05:5d:21:99:4c), Dst: 00:16:ce:GeiBbiad (00:16:ce e lb:24)
# Internet Protocol, Src: 205.152.37.23 (205.152.37.23), Dst: 192.168.0.114 (192.168.0.114)
i User Datagram Protocol, Src Port: 53 (53), D3t Port: 1060 (1060)
= pomain Name System (response) |
[Request In: 11
[Time: 0.091164000 seconds]
Transaction I0: OulBof
# Flags: OxE180 (Standard query response, No error)
questions: 1
ANSweEr RRS: 1
Authority RRs: O
additional RAs: O
i Queries
Bl Answers
# wireshark.org: type A, class IN, addr 128.121.50.122
0020 00 72 00 35 04 24 00 37 3c 20 18 OF 81 80 00 01 .r. 55,7 < ..... -
o030 00 01 00 OO OO0 OD 09 77 69 72 65 731 68 61 72 6b . oW ireshark
G040 03 &6Ff 72 67 00 00 01 00 Ol NSNSV M E|
|W5 00 28 40 00 04 B0 73 32 /O B4 Al

Foduzy (o5 (Pl g (Sle o sla atws Lol sl DNS (sla g, o 09250 SlbLS )l 38,5 a5 o L

oS 4 (Sl &ws ol 61 DNS (slo jg9pm U005 oo oo C6 50050 DNS il e alidis o Slas 00,5 0
oo ygym pbaS cldls jUasl SIS DNS g5 G 51 lein aulds cindS (pl 51060 ,8 K05 b bl )l a4y b

Ol 5 sote BB DNS (6o 5 (4 blo )l a5 Conl Cpz o 43 020 aseis |y Dell | Google aisle ol
@ Gl Bk 5D Hg e Sl (Pl s S Jlojl @b 51DNS o gy o bLS ) aiS (o0 53k 0l

QOF S8 Billao) 08" (oo 63 1) )8 A j9 0 o aalb Gl 5o i (90035 (o0 plonl 503 9

www.ParsBook.org



0L ) 5336 Ollas by (IBHT

ABSH0 508 g ooy

(AIBSH0 598 § oy
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A8 93 42§90 ) 9 s9pm 4 (5 e ] el g CanlgS o Jlo)l AT S

:DNS > o 8

o b godaie slo by, 5l le ge 0,8 B 1) )T S slao 8 oo silie slo g, 4 45 jshailen
oS oo oolitil alos gz “DNS &l jols (3" bs, 5l L -ged oolizial "DNS 3" g3 5l ala> (sl

Al (plaBl oo (69,8 4 pastie Aulil 8 Ll gl gl oo Jlu )l a0 a5 DNS gm0 dsws j
oS alox JonalS’ STenlpli 39) (o0 G (Pl 5 (Slss )0 Gla atws 3ges Jate 5 (plulid (ISl Cq

S b)) S8 geels & g 03l il anlis ol Jolis a5 _Le> Sl

Gl paos 4y aladl Lo ol 19,05 o alonil 5 g, Al po 55 ]2 Lags 5 158l o5 G 5 ool L ko !
g ale Bmia |, eealS T Lawgs oot alole Sledbl qugd ol b o3ges SU3 SewelS ARP 25 Aliil>
SR TS ar ]y az (Feoly &aod (G oS 80 1) Fgeals G151 (L) DNS (sl yo & azee
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A yyun Lo
DNS asliss o, 5l oolicl b DNS (g )3 g, 4 alam VY S5
skt oyl @ Ettercap Ll580 o 5 5l Lo .as o 0925 "DNS o 37 ig, 4 alas glyzl cga calitee slo 138l 0 5

33 ey 8,50 Gadod b all e Linux g Windows o 1>l LB sla ased lylo 1581 o35 ol oS oo oolaal

59 90593 DNS o 3" alosil 5l 5153 Sl cabild gllo 1581 o 5 cpl a8 Wyads o dxgie ol g () o Ettercap
DS oo )8 eolaiwl 5 50 MITM) Sl (asels Ol (ST
GUI G slylo 1581 o 5 ol a5 0uads (oo d 9o W3S ol joding Jule piwnew Cow | Ettercap 1581 6 5 S
8 oS o0 oolatnl do> (gly>| Cg> command-line Jlwo 5 51 L o Jlo cpl jo Lol .aiS™ oo )15 o950 a5 oo
g S Jol jo )58l a5 el ol (oo Olendass S ploxil 5 (605,50, 4 50 Ettercap |58l o 5 (sl > 5
ol o aSolul 5lasS e eoliiwl dlas gl Cg calisee (Glo alings) sla plug-in 5l aS ol co (s
Mol 1) plug-in cpl s bgs o bl gui S b b cyles o 211, dlo> dns_spoof a4 Lg, oo plug-in . Jt
09d 033 55 sl oyol 5o Wil (oo B cnl Gading Jele piaes b5 S50 )0 S

C:\Program Files (x86)\EttercapNG\share\etter.dns

Jusr/share/ettercap/etter.dns

aS Gl ol lo Buw .ol oo "DNS o 37 g, ;0 oolatwl 5,50 DNS Sledbl g9l 5 0090 00l jls L8 (ol
S Jalise g Culan o 4SS j0 (e Cole G 4 wjls yahoo.com ol 45 s o)lg dad aST) 65y

pompled ALl VY S jo 0alds aseine (69959 puilsi U
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oW m-grm'n ries km,J.I,WJEEPI!\Jpluié‘ﬁllﬁl.ﬁl’u ~ nﬁ‘.l;ei:mu-r + =g =

fde [dit Search View Encoding |anguage Seftings Macro Run  TedfX Plugins Window } X
P JLE anial|lo|-_|\_']tlﬂﬂc|.th|t J == 'il@ﬂh' @] (vl ol .
3 sttardna
I FERiaaadistiasiiiaiiasitis it saiitars s statinaanininiaatiasieed =
i % £
3 # ectercap —— erter.dns -— hosc file for dns_spoof plugin ]
¥ # £
5 # Copyright (C) ALoR & HaGh £
& ¥ #
7 # This program is free scfcvare: you can redistribuce it andfer modify §
2 # 4iv under che terma of che CHU General Public License as published by £
g ¥ the Free Software Foundaticon: either version 2 of the License, or E
i0 # (at your option} any later veraion. E3
11 8 o
e i e ]
13§ £
4 # Sample hosts file for dns spoof plugin H
15 # 3
16 & che format is (for A query): i
17 #  www.myhostname.com A 16B.11.22.33 £
ia ¥ * . foo.com A 16B.44_.55.65 2
g # H
20 % or for PTR query: #
21 ¢ ww.bar.com A 10.0.0.10 -
id ¥ 2
23 # or for HMX query: §
24 & domain., com MK XEX.HEX. KX, XHX &
25 # ]
26 # or for WINS query: 4
27 ¥ workgroup WINS 127.0.0.1 2
28 ¢ PC* WINS 127.0.0.1 &
29 & L3
30 # NOTE: the wildcardsd hosts can't be used vo poison the PIR reguescs £
3 ¥ ac if you want To reverse poison you have to specify a plain 2
32 # host. (look at the www.microscft.com example) §
i3 ¢ &
TG BRI ERRESIAS PSRN ERR SRR SRR
35
36 iiﬂllﬂﬂﬂﬂlﬂ‘ﬂﬂﬂ“"ﬁiﬂ
== L
<35
39
40
41 -
546 chars 3525 bytes BOlines Ln:36 Col:1 Sel:118 122 bytes)in 1 ranges UNDX ANSI NS

etter.dns « oo ools g B DNS @) bgs o (689,9 o 00,5 adlal N S

3045 B o ygiws ANS_spoof a4y by o plug-in a4y o (659,5 (pl il Oyganl 4 la 535,9 ol o Slae olul
SS A IS 2> e ledbl) www.yahoo.com | yahoo.com sl DNS  ciwlss o & G banlin O g0

) e ol S P o)l ol 10 89290 igunalS ¢ s 0isS 0Jg5 172.16.16.100 : IP o 0T b Sewly &ws

SIS oo SbyE FaelS ioled o pme 0
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oo ly aha! jaiws puad 0B Ll 0,33 LBl g duw, plasl 4 LB g Sy SOldae aSl (oo 4

Dges ooliiul (4l co 2l H5ed j9ao slp 150,050 5l ensS lET ) das g odges

T w80 (oo lad |y (e Jliae i 00
-Q ails o Gioles 4 8L, sl o U oS ozl los g ol o 1) Ol jgiws
-P dns_spoof Sl BT 0 b e (oM )15 (6 saims (i

900,85 oo ARP S aladl> g5l poams’ £o3 517 Sl atd” dlem S plil el M arp jsiws e g

ik oo w2l3 ) OlslyB oy oo Joy 99, Sledlbl samlive 5 il o Sl a0
/11]- WS (o0 e ale B loie a1y Al S
g dolys Lo dlo> 0 ol jgnws 3l s

Ettercap.exe -T —q —P dns_spoof-M arp // //

B peselS as o el ds Jlal Y 5 St

el B= B e |

BN Administrator: Command Prompt

C:wProgram Files {x8&6)\EttercaplGlettercap.exe -T —q —P dns_spoof -H aprp -~ /7

CinProgram Files (xB6XEttercapHG>
ettercap NG-8.7.3 copyright 2001-2884 ALoR & MaGA

Listening on “DewicesNPF_{1E45559D-F7D8-4835-BAF1-F395B1C786533 ... (Ethernet?
DevicesMPF_{1E45559D-P7D8-40A35-BAF1-PI95SB1C78653> >  B0:508:56:C0:00:08 19
5]

2.168.126.1 255,255,255,

added to the ho
ARP poisoning victims:
GROUP 1 = ANY <all the hosts in the list)
GROUP 2 = ANY <all the hosts in the list)

Starting Unified sniffing...

ext only Interface activated...
it *h' for inline help

fctivating dns_spoof plugin...

aib o DNS lgs )3 sl axws il s Jb o Lils Ettercap 3 a5 N0 JSo
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Colw 4wl assls |, Www.yahoo.com colw 4 09,9 duad a5 S 0 ales 51T g &l jgiws opl sl 5l e

(V8 JS8) ol salgs colaa bo >

-
@ Mozilla Firefox

L0 & o [ B ]

File Edit View History Delicious Bookmarks Tools Help

F c P 4 f'__g"_\: E _Ih'l.tpcﬂmw.yahnb.:aml > ', -:.'!'_E;:'e F‘i

£, Most Visited @ Getting Started 5, Latest Headlines

§ T R -

Panic!

I'm in ur network, hackn ur packets...

Dene

5

b8 a0 IDNS (o b g5 5l dlos S ams VF S
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oo s glaal clls a5 DNS ledlbl 5l a8 wily o DNS syaz &5 DNSSEC w5 oslizl DNSSEC |
oolaiwl 8,90 00 S jahay 190 i (! ST ge oolatnl (Srul le aiws o (8lg 5l Lol g wisl
Olabl 3550 (695 b pns (ol 42315 (Sa J5u8 0590 Tous] DNS™ lgie 4y g consl 428,55 )8
355 oyl ;3 GOV g MIL tiguy slyls a5 Slo cole g (oled a5 ol 00ld gm0 1S 10 DOD a5 wisl s
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:(Session Hijacking) auwds 344

ssb ool a5 IS0 alide lo g 5l e e, crl ey (oo Lo GBS A (BB Wiz 3l e Tada (09" sl
=5 ehled ool en (S B) FopalS 99 G )l LS| g a5l aS gl alam g5 0 a5 S g o0 IS
00,5 o S5 0, SleMbl o 45 aF el bl Cadn” 51 glate 9 o wogmins Al 05,

5o 1 bl wad fate o8 4 JsslS 50 o] (655 IS8 Cz o5 ool (sl il S S0 O le 4
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3,90 HTTP Gld> ¢ o9, ol 50 .03l (oo b coOkie (g030 lawgs "anda 090, ig, sy 4o cllin ol jo

5l es> sla Jle col LS password g username 4 Ll as 0,9 sl a5 ola Cole Gy 35,5 o )8 solanu]
Lgd atlid pine Colw oy ol bwgs Lad ol 3V ol (gl dd> iz (6,018 5 5l aiied (6l dd> Sl )|
Oy b w3ls Jlas! da cookie & b 5l cole oy o wd> 51,8, plKin o (password gusername G ,b 3N
dlr Ll 250 S ol Led (gl 1) Sl ] 50 09250 mlie 4y (R oo b Al (0 Sz ) ol
Sl )5l Jle SG L ol iowoy (o0 0Lk 4 and> g 00l S Leis password 5 username (colw g 5l z9,5)
Ml LT 51 Lo aSiol (ygas 95,8 oo JS (6 lonn Slad> 06 501 0 Lo cdlad plSin 4o 0l o (6l dd>

Syl on plil Slad> ol (25 S &b 2oyl s bl 551 g euil axsls
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ald jlaach saal

Cile il Cunlgh)ys

A

wls L aals B

A
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eole a5 VY S

500 ol el yo ol jo eals Jay 90, Dledbl s ges caslie " DNS (o 37 g4 3l alax 1o a5 jghilan
ol "l (05" £53 3 e IS 506l it s saslh ) 5 bl s 4 S bl | sl
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O Al Sl o solaiwl 050 (sla coOkie il o 4 0B Lo ST a5 caS )l oo hd Jlio 8,50 10 .0aS oy
sbr 1) 955 g mes iyl y550 41, Lo coOkie ol gy mealss Jol8 olSST p0 )5 J15 3550 Coliw g g 55 5950
J?jwé‘fguiwj)yds@)jbouwum&W‘US.M&‘Lobes)iéom

ByS o0 D90 @L»Twyiélj &l Ao i Lol o )lo
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\Y

- 1
axib (59| gas Gusly

dd fy0g, A S

w20 oo shes o o Bl 4y (uogad lawg ML g, cpl )0 colaiwl 8590 (5,955 31 AT S|
: Ferret  Hamster ¢ I8l o 5 lawgi » cookie 434,

w)oT 4 Gw).a.wb JL‘> o as ‘S.a.x...: Sl 0992 d.’).’o )‘ ””4.......1.? Qo%)w o> R e né.c& JL.A U"‘ B
g e b pased o] Gbu |y 045 4 54 mealys 0B Sledbl ol 51 oolaiwl b Lo oajls 5 (o0 ol 395 Gmail

s 5l b 58l p s pl (690 ;o euiS o oolatul ales oy Sl (sl > co> Ferret g Hamster 1331 6 5 90 51 L

Dl 033 Abl gwyiws BB Sl aS SeoslS o ol o Hamster ,uled U ol . command-line
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31eBTE) asl o ol asles 121 g 0gbils | Backtrackd dsby calas ol ploeil (ol ol oo Lol ¢ yioran

o bods sl ol el 5l e 0l oo Ferret s Hamster o3 5l SeenlS ool el iy 5l sl ,l58 0 5

.wlo /pentest/sniffers/hamster ,aJgé 5 |, Hamster L1 oslys

o)|5 .))L) foouadl s»bjs RS Sl a5 ol u" ‘””4...“.1.?- Qoﬁ)”” Mo )| alos &y u;‘ 6‘)—'." ) r:.\.ﬁ ‘JJ5|
szt 58 033 50 ey OleMbl cpl (6050 Bl ambp 1) ol Jawg oals alole Oledlb| 4.5 Facebook eyl
o9y 3l Gl (ool Sledbl glo aws o4y sl Ll ccasl &y G Wireshark L, TCPDump (L3 5l

S ool ARP 25 Alidl> (5L pyanes

gmaill - Wireshark

Eile Edit Wew Go Capbure Anabyze Statistics Help

BEdoe ctEXea v ¢s»«TF2PE Qacll gNHL B
EEJh-.r:I g 4= Expression j & ggﬂr] ; ."IQF’PWI

Destination

Infa

k. 16.6.155 2069.85.225.83 HTTR GET / HTTR/L.1
p.B5.225.63 172.16.68.135 TCR http = 39916 [ACK] Seqel Ack=387 Wins6784 Lens=0 TSVe400943583
b.B5.225.83 172.16.8.135 HTTR HTTR/1.1 301 Moved Permanently [text/ html]

P.16.8.135 209,695,225 .83 Tce 35510 = http [ACK] Seq=387 Acks=53T Win=8G13 Len=0 TSV=23832 15
P.16.0.135 208.67.222.282 DS Standard query A mail.google.con

L67.222.222 172.16.8.155 DRS Stondard quary response CMAME googlemalil.l.google.com A 2008.65
P.16.6.135 209.95.225.683 TR 39411 = hrtp [SYN] Seqed Wins=5a40 Len=0 M5S=1458 TSYe23038 TSE
p.B5,225.63 172.16.06.135 Tee http > 39911 [SYN, ACK] Seqed Ack=l Wiln=567Z Len=8 MSS=1388 TS
B.16.6.135 269.85.225.463 i= 35911 = http [ACK] Seqel Ack=] Wins=SB8B Len=0 TSWs230845 TSER=3
Fi16.6.135 269.65.225.83 HTTR GET /madls HTTR/L.1

p.B5.225.83 172.16.8.135 TeP http > 39911 [ACK] Seqel Ack=523 Win=6764 Lonsd TSVeI9SE263T2 .|

Jizl

o
J

Teriiar

I 3 |

B8  ff ff ff ff 11 f B0 26 DB 05 a5 64 66 00 45 B8 .......% ...d..E.
3310 G0 40 dB £0 B8 93 43 11 49 14 ac 18 88 G2 ac 18 o R DR TR e
joo2s 00 ff ca TE G0 B9 00 Ja df A6 TH OS5 O1 1008 Bl ...v..il L i¥a.s.
G AR AR AR BR B B9 70 4 &R 45 5% 46 4% 45 dr &5 F HFPF(FI F
[File: “Tpantest/sniffersihamster.., ] Packets: 711 Displayed: 711 Marked: 0 {Profie: Defaut

L]

3yla 1y 555 GMal 4 545 aad 45 Laseis Sledbl og, VA JSi

6,555 pls yo |y Sledlbl bl T cawl oo g, 1) 9giu 395 GMail 5,lg dalys o 4 cased Sledbl 4k,
b ol Sl oy 185 o L victim_gmail.pcap |, Jlw ol jo oolaiwl 550 b1 Lo .asles 0.5 Hamster
Ly 5 pl oS oo oolaiul BB ol sle g e Ferret (581 o 5 51l adls (1,8 095 pgass Jow o
3,90 6 ferret &b,y 20,5 oo plosl ferret-rvictim_gmail.pcap jgiws 1>l g Hamster LB« ol o)lg
pe Hamster dob » awgs &ilgs oo ool ooy b8 .0uS o adgs hamstertxt Ll G g o0ged (3lop 1) jlas

2555 51,8 eoliil 8550 Mand o5, sl
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| B root@bt: /pentest/sniffers/hamster - Shell - Konsole
Session Edit View Bookmarks Settings Help

@ Shell

Ferret lowgs ool oauoje Ll oils, ¥ IS

s diled 995 Hamster L1581 o 5 .08 5Ll 1) alos 0uilys oo qpuils LS| 10 googs, |, HTTP cledbl asiile;
) Hamster Gms‘).v 6‘)}‘ 6‘)4 .éé; ) l» cookie )‘ oolawl o> Gll.....o).t .)L‘?u‘ u.CL: 9 £ = J—o& GLAS‘JJ

Sulei >l command-line sle gl o SUSGI o 1) 1580 e 55 ol alys

} B root@bt: /jpentest/sniffers/hamster - Shell - Konsole
Session Edit View Bookmarks Settings Help

] :
& Shell
]

Hamster a.l, sl,>1 YY) S
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3o Lags gadgs gle iz g,m llas ) 158l o ol STy Slankits Sl p3Y s S Lzl | asls ) (L35
Sloslatwl 4y 0l aS ws s (g9 1) 093 STy Sladas canl oo lodh )50 & le 45 .0 20 055 Haster
5,lg dnternet Explorer ;o Sladass ol yodd 6l p 0l o 0l 1234 & jgy 10 127.0.0.1 wyol iS5y e
Q9 LAN Setting o,lg o)1 51 e g Suga Connections o,y o551 s g Internet Options o)y e wiis Tools

i S 59> LAN box o | Use a proxy server Coowd o

Connection Settings

Configure Proxies to Access the Internet
O No proxy
O Auto-detect proxy settings for this network
O Use system proxy settings

() Manual proxy configuration:

HTTP Proxy: | 127.0.0.1 Port: 1234 :

Use this proxy server for all protocols

Mo Proxy for: |localhost, 127.0.0.1

Example: .mozila.org, .net.nz, 192.168.1.0/24
O Automatic proxy configuration URL:

| _@raload |
I Help %Cancel‘ <ok ‘

Hamster aob , b oSy oolatnl Cga onSTy londas o YV S

oy Hamster oyle,é 5o 4y dhttp://hamster ool 4 38, b og audles 0B STy Sleaass 1 5l
@ by IP lo ool 5l e slogl cag> Ferret &l p lawgs oo odgs 1 5l Hamster 1331 o 5 .0sS oy

Gblﬁ “”g_;“ul-w-')f)j)-“ w‘)mmuﬁ)b ‘)IP 6Lb Q.J”)QT w‘wsd..s‘saobl.m‘ 0 od.n)).):\.m.l?

www.ParsBook.org



0L ) 5336 Ollas by (IBHT

1560 B le ande )T s, SIS L el sl oo U3 IR ol K ol s mal asles Lo a8

o _______________________________________ Hewsiw-Baeeafees_______________________S¥&u
B [t iew digtory Beckrmares Bow  Heip

% Q0 @ [Wroreww

¥ GeTng Sated

| %

172.16.0.135

MAMSTER 2.0 Sids-lacking

| edapters | kel 1

ETEPS:In order to mdejack wah mesionn. foilow thoems stepe, FIRST, cliok on the adapter mana and start sniffing. SECOND,

wait a fow secorde and maks sure peckels are beang recerved. THIRD, wait urdi] tarpets appsar, POURTH, click oo thak target
o “clons” i'e ssEmion, FIFTH, purge the soolet froms your Browser just 1o maks sune none of them coriflict with tha ciimad
rArgate. again
TIPS ressembar 1o rafrash thiE pagn Socascinally b b Updatea, And maks #ure Lo pusge Al cooities Mo e Bioweed
WHEN SWITCHING target. rember b5 closs all windown in your boowese and pargs all cookiss: e

Shatus

Proocy: unkniown
Adaptors: pons
Packels O
Datalas 19
Targeta: 7

A.0.138 « “chrissandersfif@gmadl.com®

Hamster asl, 4 by 0 GUI VY S

S9y 2SS L o,lo 9959 Cancd ;o 55 facebook.com e ol a5 0gi e sadlie )5 5,0 o Caoms Coond 40

Elle Edit Wiew Hist

OS5 o Colan L 3 facebook Gilas a1 Lok 45 Ay gd (oo (s3udx Ao o)y )]

Gmalil - Inbox - chrissanders88@gmall.com - Mazilla Firefox

ory Bookmarks Tools Help

« -0 0

| Getting Started

Q Mhtlps:.l’.fmall.gu-ujz.cun‘t.fmaihl?sl‘r'.ra——- 1#inbox. 3 j IF.:J'

Campose Mail

Personal
ezl

B minfe«

SGArch, add, or imite

@ Chriz Sanders

Sel status here L
© Allison Clark
csanders

Done

Gmail Calendar Documants Wab

‘ M il Soarch el | | Searchthe Web | Sirissich sitisn
—bd

Baader more * I

]

M.com | Settings | Help | Sign out —

Coepim & tlw

Mationwide Cisca Tr g - W' knowledgeunited com « Netomside mnd Vit e acks WFdEFd

Archive  Fepon spam  Delete e to ¥

Lebtin ¥ | Moo ACONa ¥ | Feliesh 1-1001
Salect: AN, Mone, Read, Unread, Starmed, Unstamad
[0  chris Sanders Supar Secret SWl - Chiis Sanders 01559, BB am
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