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~Where are Phone Numbers seen in DNI? %

= Phone Numbers are located in MANY parts
of DNI traffic
= "Contact Us” parts of web pages
= Signhature Lines
= Address Books
= ‘Leaked” as METADATA in Mobile HTTP traffic

= Collected as converged data from
GPRS/CDMA/WLL traffic

= Collected in signaling of VOIP traffic
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Phone Numbers |n @ﬁ@m %

= Looking inside the body of content, the
Phone Number Extractor Looks for:

= Telephony-related terms in the body of traffic and
parses out any digits after that

« Ex: “Tel:” or “Mobile” or “Fax” or ®

= Note that all punctuation is removed.
e. (92) 928.555-555 becomes 92928555555

ik
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i'T‘Phone Numbers on Website

= Many times phone numbers are in the body
of a website
= "Contact-Us”
= Craigslist-like websites listing items for sale
= Forums, etc...

= Traffic can be TO or FROM Port 80

(client) ‘Reply: Contact Me @ 00-91-123456"  (Server) %
g POST to the Web server —

—— il
To Port 3434 From Port 80

(client) “‘For more information, contact....”  (server)
HTTP Response
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.Q mNormaHZatlon probler

When a phone number is in the “body” of traf |C,
like a signature block or a “contact us” line on a
webpage, it doesn’t have to be normalized.

XKS will extract the number exactly how it
appears (minus punctuation and leading 0’s)
which can create problems.

Look what happens to the ‘0" happen here:

Eest Regards,

makile
telephone
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Phone Numbers on Websites

Search: Phone Number Extractor

Query Name: IRGC

Justification:

Tranian Phone numbers for IRGC

Fecent Justifical

Aoditional Justification:

||

Miranda MNumber:

Datetime: |3 Days

wt

Phorme MNumber: _

Start:

2005-10-03 |

Q

0000 S Stop

Fort: 80

From =

FPort;

To v

Country: |

¥ ! | From «

Country: IR
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Phone Numbers on Websites

4
f

Phone Murnber Highlights  Mumber Type Frn Countr Frn Port To Country To Port

B &  telephone us 80 IR 4179

N

A Send o Dowrload Session | Mode: Rl Session | Options | Search Confent [ELERENRE

STEVAN

Laptop PII

PIT MMX- Ram 196-Hard 30GB-CDRom gl 1o g o0 Lo Jhe 4l g5l gl)lo

Jole niuns Windows XEIBM 210000 Ne 2l asb

STEVAN

Dell 500 &Lyl sl L8 Jle 80 1 wag]
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"Phone Numbers in SIG | @H@

= Signature lines are SELECTOR-RICH
environments (Emails, phones, names,
titles, etc..)

= Many SIG blocks have extraneous
characters/numbers

« XKS ignhores dashes, parenthesis, etc..
= XKS only parses out the numbers after
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Phone Numbers in SIG Block

Search: Phone Number Extractor

Query Name: |

possible Lebanese hizb
Justification: Frocurement front company Recent Justificatio

ldditional Justification: ‘v‘

Miranda NMumber;

Datetime: |3 Days v Start ‘20@9-1@-03@ DDDG\ ‘ Stop:

Fhone Mumber: ﬁ
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Phone Numbers in SIG Block

State  ID - Phone Number Highlights = Number Type Fm Countr FmPort  To Country T

1 | . ax US 60 LB :

l[otation From IF To IF From Port | To Port! Protocol

ooooroooo 209 [IIIEE vrfea states) o5 I (= Lcbancn) 80 20678 TCP

Ints (11) || Meta (11)

| Sefd o Download Session ~F | Moder FUll Session options el o kel T TEHE 10 Searth

|| deduct Irrom Tthe price’ TO pe submltted by CONTCCACTOLD TakKlng 1NTO CONS1deratlon any abo
{l related to works already executed + submit separately offer for marble to be supplied by o
Al zelt

(7} I wonld like tp change the ceramic tiles for the two other bathrooms. What 1s thy

mzZ I need to buy and how much you will deduct from the price? Under assessment by contrac)
into consideratlion any jabortilive works related to works already executed.

5 Master Bedroofl bathroom, I would like to make 1t blgger and to cahnge the locatld
| of the Toilet Seat + hhve doubel sinks.

Bs at this stage all fend-user’s requests are clear, we kindly ask vou to give the releval
maximum within a couple of davys.

Thanks and Best regalds

Development Manager ¢

r—g:
Fax:

Yol Ccan view our new p]‘."G]EEtS g
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Phone Numbers in HTTP GETS %

HTTP GET Requests contain many
‘leaked” phone numbers from the providers

= GPRS activity commonly seen with DNR
selectors
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Phone Numbers in HTTP GETs

V4

{ Search: Phone Number Extractor

Query Name: |IBWEDB

Iranian web browsing from mob
Justitication: |phone Recent Justif

additional Justification; v

Miranda Mumber:

Datetime: |3 Days vl start ‘EDDQ—ID—DB'E! ‘DD:DD'$! S

Phone Mumber: _

Port: From
Port: S0 To v
Country [, ¥ [ From v
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Phone Numbers in HT TP GET

Fhone MNumber Highlights  Mumber Type Frn Countr FrnPort | To Country  To Port :

I telephone IR 57875 US 80 |

LN T S e 1= [~ = il — e oM ]

el | Seahch Conaren Erter tewt to search

AUTO FORMATTER: app_id= unknown/port80/http  www Viewer= ASCII format

2.2.1 Profile/MIOQP-2.0 Configuration/CLDC-1.1

aecept-applicatidn: ®-wap-applicaticon:winl.ua, i-wap-applicatlon: mms, ua
antent—length:
Nia MTE/1.]1 twwdp?.mtnirancell.ir (Nokla WAD Gateway 4.1/CD20/4.1.113)
K -Network-info: GPRE, . ungecured |

|_'E-§ -Nekia-nsisdn: |GG I

E{ -Nok1a-CONNECTION _MODE: TCPE

'I‘{ -Nok1a-BEARER: GPRS

'}{ -Nokia- GATEWAT TD: MG/ 4.1/Buildll3

- nokla.wia.accept.original: application/xhtmldzml, text/html, application/ vnd. uwy
Connection: close
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Phone Numbers in HT TP POST

Many times a phone number is submitted In
an HTTP “POST” session

= If a person fills in a form or replies to an emaill,
the information in the body will be collected
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Phone Numbers in HTTP POSTs.

,r"'f‘ Fields = |a":"-.Ei‘»-"EII"IEEIj Features * | shiow Hidden search Fields Clear Search values FEeload Last Search Yalues

Search: Phone Number Extractor

Query Name: iranbrowsing
web browsing from poss 1rgc
Justification: Recent Justifications
Additionmal Justification: |“-“‘

Miranda Number:

Datetime: [2Weeks v| Start: 20000924 (4 00100 & Stop: |

FPhone MNumber; ‘_

Port: From
Port: S0 To v
Country [, ¥ [ From v
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Phone Numbers in HT TP POSTs

Phone Mumber Highlights  Mumber Type  Fm Countr Fr Port To Country - To Paort

_ Yoo mohile = 3511 Us a0 C

From Port To Port Protocol Length
ZSll (=10 TCF 12476

FOST Imailf?ui=2&ik=35?3?1bld5&ak=zn3j3Dnl‘qjyfueﬁfsjzpxq6ubnb¢m&view=up&act=sd&jsid=p1revt?
Hogt: mall.google., com |

User-Agent: Mozilla/5.0 (Windows|: U; Windows ML 53.1; en-U3; rv:1.9.1.3) Gecke/20000824 Firef
ACoept: text!html,applicati¢nthle+xml,applica"anxml;q=ﬂ.9,*f*:q=ﬂ.5

Accept—Language: fa 5 0
accept-Encoding: gzip,deflate | NO Phone
Accept—-Charset: ISC-88559-1,utf- ELq—ﬂ T rog=0.7
Keep-Alive: 200
FQHHECtiGH: keep-alive the F n

Content-Type: application/x-www—form—urlencoded;charsef o

Referer: http://mail.google.com/mall/?ui=2eview=]z&enanms ”Wﬁﬂﬁmﬂﬁmﬁ] FSMEY U, en, gan=HlnlyYcLE
[Cookie: S=gmail=DE—U_bh5vJKManﬁ5qunA:gmpr&xy=Q5n_Ed?qe woooda]oynMA; GH=EDOAARHOARARCHATIVRER
Fragma: no-cache |

[Cache-Control: no-cache |

Num Eiif:a::j%:w " 1D

e soc=ghoo=sgsublect=Re $3A%E
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Phone Numbers in HTTP POSTs

ED,E.I_DE Mumber . Highlights Mumber Type Fm Countr Fm Port | To Country . To Port =

I_ | % mobile R 3511 US Gl C

Session H Haader [Sj_H Mieta (mj_‘ )\ttachments (23_‘

ormmatier: FERe "‘f end to: Download Session 0 | Mode: ‘||"|r”|.=, |'DI||"]|IDI|[']|I¢ |ﬂ||U|||’]ﬂ||l"‘Il “- 'ﬂ'\'"’|"“' |||I'-||
Quick Glicks e body of the POST (i.e. a
N session . LRknawn_152, re| p,-'|_| y to an email)
ﬂ!ﬂﬂttachments — — -
: WirLls scan results
j@web
| — S@]atne — — — — — — — — |

@umkmwm_lEE.:ﬂ—www—mrm—L

- = '?' ST T VT

= ? text
2 dacurment_body . ermail_0.txt

= 3& One-Click Searches

=l Find opposite side of session

= Selil ==
205, 2 {0

=l Find traffic on

203
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Mobile DNI I

ol

Mobile DNI Collect comes in two main types:.

Convergence of DNR & DNI selectors! Internet

Mostly from F6 collection

Most cases, needs to be "near’ the infrastructure

Gateway
F

Looks like regular DNI but with “hints” that the
source 1s a cell phone

Collection could be F&, FORNSAT SS0O, FISA
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‘Mobile DNI: HTTP Activity

HTTP activity comes in two types:

“‘Hints” of DNR origins i
Public {proxy} IP addresses website.com Server

 —

Convergence of DNR & DNI selectors!
Usually private |IP addresses

|
ateway.
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USER_A

I

ACTIVITY

seen with mactune I [ NG T _-’-‘»E.*ISI:’ -igrahc:u::} 202._

Datetime
-1 0-05 171 2250

20003 -10-05 17:13:4%
R -10-03 1071311
16206
15146
203-10-05 171617
2Ap3-10-05 1718228
23 -10-05 1718228
RS -10-03 171511
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Phone Mumber:

Distetime Enc
200 05 AT 2250

2FE-10-05 17:13:55
ZUFS- O-s 171 3:11
2O 0-065 116207
ZOE- 1005 171518
ZIE-10-05 171617
2001 0-05 1718128
ZOS-10-05 17:18:28
21005 171918

USER_B

COOKITE

ACTIVE USER

Fhore Mumber

Mumber Type
im=i
im=i
Im=i
Im=i
imsi
imsi
imsi
imsi

Tk

Contry Code
13K

I3k
K
Pk
I’k
I’k
IPK
PK
IPK
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ACTIVE TUSER_

Brea

Iobilink
Mlobilink
Iobilink
Iobilink
Mobilink
Mobilink
Mlalyilink
IMobilink
Iobilink



